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Towards Automated Vulnerability Analysis
in ARM-based Virtualization

ABSTRACT

This study systematically analyzes the attack surface of ARM-based virtualization in comparison with x86 and proposes a
methodology  for identifying ARM-specific  vulnerabilities. The methodology comprises three stages—extraction of
address—translation, coverage-guided fuzzing, and multi-layered detection. In particular, provides reproducible instrumentation
procedures and a cross-validation framework for low-level mechanisms such as NV and the TLB, enabling practitioners to rapidly
detect and confirm issues in ARM environments. Applied to KVM/arm64, the methodology revealed and reproduced two concrete
vulnerabilities: an ASID matching error and a TLB invalidation-range calculation error. We addressed both with small patches and
validated the fixes using the proposed observation procedure, demonstrating a practical approach to vulnerability analysis in ARM

virtualization.
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KVM: arm64: nv: fix VNCR TLB ASID match logic for non-Global entries
——— a/arch/armé4/kvm/nested.c
+++ b/arch/armé4/kvm/nested.c
@@ -1276,7 +1276,7 @@ static bool kvm_vncr_tlb_lookup(struct kvm_vcpu kvcpu)
!(tcr & TCR_ASID16))
asid & GENMASK(7, 0);
- return asid != vt->wr.asid;
+ return asid == vt->wr.asid;

}

return true;

Fig. 3. nested.c code commit 1
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KVM: arm64: nv: Fix incorrect VNCR invalidation range calculation

——- a/arch/armé64/kvm/nested.c

+++ b/arch/arm64/kvm/nested.c

@@ -847,7 +847,7 @@ static void kvm_invalidate_vncr_ipa(struct kvm xkvm, u64 start, u64 end)

ipa_size = ttl_to_size(pgshift_level_to_ttl(vt->wi.pgshift,
vt->wr. level));
- ipa_start = vt->wr.pa & (ipa_size - 1);
+ ipa_start = vt->wr.pa & ~(ipa_size - 1);
ipa_end = ipa_start + ipa_size;

if (ipa_end <= start || ipa_start >= end)
@@ -887,7 +887,7 @@ static void invalidate_vncr_va(struct kvm sxkvm,

va_size = ttl_to_size(pgshift_level_to_tt1(vt->wi.pgshift,
vt->wr.level));
- va_start = vt—>gva & (va_size - 1);
+ va_start = vt->gva & ~(va_size - 1);
va_end = va_start + va_size;

Fig. 4. nested.c code commit 2
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