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ABSTRACT

macOS consists of multi-layered components including public and private frameworks and XPC services. Private
frameworks are distributed without official documentation or headers, leaving a substantial portion of the interfaces exposed
in the actual system outside the scope of the SDK (Software Development Kit). Such undocumented interfaces represent
realistic attack targets that adversaries can exploit. However, existing attack surface analysis research has focused on
single-layer interfaces such as system calls and IOKit, failing to sufficiently identify hidden attack surfaces. To address this,
the present study proposes a dependency graph construction approach that integrates XPC service and endpoint identification,
static and dynamic framework dependency analysis, and ObjC metadata analysis to trace paths from public frameworks
through private frameworks to XPC services, and quantitatively validates the methodology against a dataset of 2,918 binaries.
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Table 3. Public-to-Private framework reachability
(FW: Framework, Dep: Dependency)

Measure Count
Public FWs with direct Private Dep 183
Reachable Private FWs via Public
394
paths
Avg. shortest path length 1.7
Max reachability depth 6
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Table 4. Top-5 XPC services (Priv: Private)

XPC Service #Endpoints #Priv.Dep.
callservicesd 23 126
assistantd 18 98
bluetoothd 15 87
corespeechd 12 74
passd 11 69
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