AFL 2AFE &4

AOIEEHOIME 202334843 0| 55}




AFL++

N 0tAZ AFLO| Ot AFL++ & A3

=
= s

ANA—

=
e

Hot=H0f 2 oot

X
AX



American Fuzzy Lop plus plus (AFL++)

Release version: 4.30c
GitHub version: 4.31a ( review target )

AFL++ is a superior fork to Google's AFL

Ref : https://aflplus.plus/



$git clone https://github.com/AFLplusplus/AFLplusplus

$git checkout stable

$code . ’0

Visual Studio Code

Ref : https://github.com/AFLplusplus/AFLplusplus



$git clone https://github.com/AFLplusplus/AFLplusplus

$git checkout stable

$code . ’G

Visual Studio Code

Target :
/AFLplusplus/instrumentation
JAFLplusplus/src
/AFLplusplus/include

Ref : https://github.com/AFLplusplus/AFLplusplus
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gemu mode
frida mode
nyx_mode
coresight_mode

custom mutator
Mopt mutator
And more

GCC plugin
CLANG
afl-cc



v

platform -

gemu mode
frida mode
nyx_mode
coresight_mode

custom mutator
Mopt mutator
And more

GCC plugin
CLANG
afl-cc



v

mutation -

gemu mode
frida mode
nyx_mode
coresight_mode

custom mutator
Mopt mutator
And more

GCC plugin
CLANG
afl-cc



v

instrumentation

gemu mode
frida mode
nyx_mode
coresight_mode

custom mutator
Mopt mutator
And more

GCC plugin
CLANG
afl-cc



./GNUmakefile
Build option & flag

PROGS afl-fuzz afl-showmap afl-tmin afl-gotcpu afl-analyze

SH_PRDGS afl-plot afl-cmin afl-cmin.bash afl-whatsup afl-addseeds afl-system-config afl-persistent-config afl-cc

WL = binaryE &€ 5= UL}

-> maing =7t X5}

rr

o
>
min
o
E‘_

instrumentation/afl-* (compiler,gcc,llvm)
src/afl-cc.c

v instrumentation
afl-compiler-rt.o.c
+ afl-gcc-cmplog-pass.so.cc
G- afl-gcc-cmptrs-pass.so.cc
C afl-gcc-common.h
afl-gcc-pass.so.cc
z+ afl-llvm-common.cc
C afl-llvm-common.h
G+ afl-llvm-dict2file.so.cc

afl-livm-Ito-instrumentlist.so.cc

G+ afl-llvm-pass.so.cc

afl-livm-rt-lto.o.c




./src/afl-fuzz.c

[1] initialize : afl-fuzz A& A[E 2| arg, envE 202k config A&, env A&, validation check

: print VERSION

-P fuzz mode ZH

— afl 2449| fuzz modeE 02 271
— afl Z4A|9| fuzz modeE 12 27
— afl 244 9| switch_fuzz_modeE <int>*10002.2 278 (1 2= 0)
:call — print manual
-g/G minMAX 2%

-a input mode 2%

. — afl Z44|2] min_length/max_length 2
— afl 48 2] input modeZ 12 2%

— afl Z4H|9] input_mode& 22 27

-Z : old_seed_selection = 1
— afl 49| input mode 022 &7
-1 <int> : afl->infoexec = <int>




./src/afl-fuzz.c

[1] initialize : afl-fuzz & A|E Q| arg, envE 210{2tA] config

or 7} 10| ™ — print WARNING
30| QiCty SHEmMA Al 27

7k 10| - afl Z44|°] debug BHIE 12 2H
7l FoM M=

7} 10| ™ afl->no_forkserver = 1

7} 10| ™, afl->no_cpu_meter red = 1

7} 10]®™, afl->no_arith = 1
7} 10|, afl->shuffle_queue = 1

7} 10| ™, afl->expand_havoc = 1

env &&= O CASEL docsOf| FHE| =0 AN HE

M| E|
AL Oy

env

Al E|
AL Oy

validation check



./src/afl-fuzz.c

[2] configuration
afl_state_t struct (./include/afl-fuzz.h) 7t fuzzer2| statusE 2| SHCE
Jsrc/afl-fuzz.c 0| Al afl O|2f= O|E2| AN = Ho|=ICt,

afl state t *afl = calloc(1l, sizeof(afl state t));

ﬁypedef struct afl_state {

u32 _id;

afl forkserver t fsrv;
sharedmem_t shm;
sharedmem_t *shm_fuzz;

afl_env_vars_t afl_env;

ar **argv;




./src/afl-fuzz.c

<example>

[2] configuration

u8 *in_dir,
*out dir,
*tmp_dir,
*sync_dir,
*sync_id,
*power_name,
*use_banner,
*in_bitmap,
*file_extension,
*orig_cmdline,

*infoexec;

(afl->in_dir) { FATAL("Multiple -i options not supported"); ]

optarg == NULL) { Invalid -i option (got NULL).
afl->in_dir = optarg;

=

if (!strcmp(afl->in_dir, "-")) { afl->in_place_resume = 1;




./src/afl-fuzz.c

[2] configuration

is_main_node,
is_secondary node,
pizza_is_served,
input_mode,

fuzz_mode,

schedule,
havoc_max_mult,
skip_deterministic,
use_splicing,
non_instrumented_mode,

score_changed,

(likely(afl->switch_fuzz_mode &% afl->fuzz_mode == @ &%

'afl->non_instrumented_mode) &%&

unlikely(cur_time > (likely(afl->last_find_time) ? afl->last_find_time

afl->start_time) +

afl->switch fuzz mode))

(afl->afl_env.afl_no_ui)

ACTF(
"No new coverage found for %llu seconds, switching to exploitation
"strategy.”,
afl->switch_fuzz mode / 1

afl->fuzz_mode = 1;

my

rlo

1A
|O
T
Jhr
0%
A8



./src/afl-fuzz.c

[3] prepare
afl->schedule : FAST/COE/EXPLOIT/LIN/QUAD/MMOPT/RARE/SEEK/EXPLORE & ofLt2| £k

https://aflplus.plus/docs/power_schedules/

(Ct=2ot Z250M S/ E 7|22 X StCh 2016 ACM =2 = EX{SHL})



.Jsrc/afl-fuzz.c

[3] prepare

HYSHOF & =ME EE IO}
AFL flag Power Schedule
ey B
-p explore p(i) = 8
5  fali) 270
-p fast (default) pli) = min T ﬂ”.ﬂf
N ) if fli) =p
-p coe PAt) = 11&'111(%-2‘“-..”) otherwise.

W (o) s
-p quad p(i) = min ( 5 m “lf)

Ii:l . *:(J\I .ﬂf)

—

Ck

_p lin pli) = min (

el ‘
e
—
i
e

-p exploit (AFL) p(i) = (i)



a(i) = &8 i 0 Lf3t0f 22 performance scorelf
s() = &/ i Zf queueOfA! £1EHEl 2 Lf
)= 889 gL Y FEE == G259 )+
w Ol E8 A FE2E nf=E Y&E J559 B i+
ZE I [} HY ZEE HEE 250/ FOfLf AT EHMSIEAE BAE o= &S gt

-7 — o ' HA
Bl)>12] &

AFL flag Power Schedule
P
-p explore pi) = 3
A  fali) 270
m Wi)=min | —+ —. M
p fast (default) pli) ( 3 F0)
. 0 . if fli) = pu
-p coe P = min ('— & .UJ otherwise,
_ . ali) s(i)?
-p quad p(i) = min ( 8 }[“J1 ._‘lf)
afi)  s(i)
i : (i) = min - — M
p lin pii) ( 3 f) )
-p exploit (AFL) p(i) = (i)

Ref : Coverage-based Greybox Fuzzing as Markov Chain =2 &1

A



./src/afl-fuzz.c

[3] prepare

power schedules 2 0|2 seed& EE2X2 2 ALESHY] input2 d-dst= 20|t

Olef HsEez WX|s d28 =2 HER H20ts 87 Hlef M2[Z[0 U= seedl| B2 HHXIE £=
=X 7F ALt

HHH, O| AN SOE2R RS H2 Y2 HIots 4%, wol0let d2Y0e H2 0HX|S &0t 2
ol N HekE F= At 7F SRS,

O|Z {237 218 AO| power schedulesO|C}.
seed?| performance score € “calculate_score’ £ X%
UL seedE EE 7|2 S5 in ‘update_bitmap_score™ func

CtS0| MEH = seedE *dE—'.* in “main’ func



.Jsrc/afl-fuzz.c

[3] prepare

p()= 2= 0 2EE= oHX|E 2|D[eHet.

EXPLORE : seed?®| scoreTt2 HtAsH X
MEZ 420 582 £, EH™ #H 0|20 HBSIX| &4=LC}




./src/afl-fuzz.c

[3] prepare

0| X|=Ho 2 of{X| 7} 50{ et

>
N
N
=
Hu
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s
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= EE;_} -280) M ) , otherwise




.Jsrc/afl-fuzz.c

[3] prepare

plye Y ol BYEIE o4XIS olojgct

QUAD :
seed7k Sl 31 (s() O TH2HA OL{XI 7t X|+F 0 2 Sofchrt
AS Yl (f()) 7 20| M oK S Lot

e 3
oF T 2 ) AlRE S Wt

— -1

I =
Em A2 E F=H

=

=8 420

Xl =
HS

F3tcte o/n)



.Jsrc/afl-fuzz.c

[3] prepare
p(i)= Y i &Y== HHX|E 2O|Stt.

LINEAR :

seed®| A& "Iz (s(i)Ofl H|2SIY] 2L O{SHA Of| L X| 7} SO LY.

| oflL
s vIE ()7t B2 A0l S oIS Rojsict
FEEE W

—




./src/afl-fuzz.c

[3] prepare

QU3 i T/ ofHX|S oojsict.

*pl)= & =4c

EXPLOIT :
2= seed0f ST 04X IS £ 0fBtrt,
AT seed?| score(Ad A|ZH HHZ|X| 5)0f 2t A AHEICE




./src/afl-fuzz.c

[3] prepare

enum {
EXPLORE,

MMOPT,

EXPLOIT,

FAST,

COE,

LIN,

QUAD,

RARE, if (afl->schedule >= FAST && afl->schedule <= RARE) {

SEEK, afl->n_fuzz = ck_alloc(N_FUZZ_SIZE * sizeof(u32));

POWER_SCHEDULES_NUM

<in afl-fuzz.h>

u32 *n_fuzz;

A= 9 | =OIE|, 2MB*4BYTE=8MB &&




./src/afl-fuzz.c

[3] prepare

env load



./src/afl-fuzz.c

[4] start

<afl-fuzz.h>

#define AFL_BUF_PARAM(name

OKF("Generating fuzz data with a length of min=%u max=%u
afl->max_length);

u32 min_alloc = MAX(64U, afl->min_length);

afl realloc(AFL_BUF_PARAM(in_scratch), min_alloc);

afl realloc(AFL_BUF_PARAM(in), min_alloc);

afl_realloc(AFL_BUF_PARAM(out_scratch), min_alloc);

afl _realloc(AFL_BUF_PARAM(out), min_alloc);

afl realloc(AFL_BUF_PARAM(eff), min_alloc);

afl realloc(AFL_BUF_PARAM(ex), min_alloc);

, afl->min_length,

7|2




./src/afl-fuzz.c

[4] start

static inline void *afl_realloc(void **buf, size t size_ needed)
struct afl _alloc_buf *new buf = NULL;

size_t current_size = 0;

size_t next_size = 0;

if (likely(*buf)) {

new buf = (struct afl _alloc buf *)afl alloc_bufptr(*buf);

current_size = new buf->complete size;

size_needed += AFL_ALLOC_SIZE_OFFSET;

Jinclude/alloc_inl.h THA O, UBHH Ol realloct FAHR22| K|+ XtO|EO| A

I

=)




./src/afl-fuzz.c

typedef struct afl_state {
[4] start
u32 _id;

afl_forkserver_t fsrv;

<./include/forkserver.h>

ct afl_forkserver {

u8 *trace_bits;

s32 fsrv_pid,
child pid,
child_status,
out_dir_fd;

forkserver Z4 & Of| CHSH A afl Z4&|2f = LSHA A

afl->fsrv.use fauxsrv = afl->non_instrumented mode == 1 || afl->no forkserver;

afl->fsrv.max_length = afl->max_length;




./src/afl-fuzz.c

[4] start

check_crash_handling();

check cpu_governor(afl);

che SEtOS0IM 22t B4 2



Js rC/afl -fuzz.c check_crash_handling

Jsrc/afl-fuzz-init.c

[4] start

s32 fd = open("/proc/sys/kernel/core_pattern™, O_RDONLY);
u8 fchar;
if (fd < @)

ACTF("Checking core_pattern...");

(read(fd, &fchar, 1) == 1 && fchar == '

SAYF("\n" cLRD “[-] ™ cRST

"Your system is configured to send core dump notifications to an\n"

= external utility. This will cause issues: there will be an "

"extended delay\n"
ud between stumbling upon a crash and having this information

"relayed to the\n"

e fuzzer via the standard waitpid() API.\n"

"

= If you're just experimenting, set
“'AFL_I_DONT_CARE_ABOUT_MISSING_CRASHES=1'.\n\n"

To avoid having crashes misinterpreted as timeouts, please \n"

temporarily modify /proc/sys/kernel/core_pattern, like so:\n\n"
echo core | sudo tee /proc/sys/kernel/core_pattern\n");
(!getenv("AFL_I_DONT_CARE_ABOUT_MISSING_CRASHES

FATAL("Pipe at the beginning of 'core_pattern'");




./src/afl-fuzz.c

[4] start
O & 2510] read-only 2 1HIO|E 2{0{ 2L}
2102 HIO|EZ} ) QX

core dumpE 2% RE2|E[Z HESH7| W Z0, crash E 0| =0

mtO| = 2} Q10| OtH, coregt® core dump

O] 7|cjst= A E0|G, »




./src/afl-fuzz.c

[4] start

check_cpu_governor

linux2t apple & linux 7| &2 2 24
afl->afl_env.afl_skip_cpufreq 7} 1 O]

afl->cpu_aff 7 1 0| &9] gfo = X8 & H 2 2HOLA AL 1 QJ0=08 A
O & ZAletC}.
ZZASHALE 0 AF2| Ol afl->cpu_aff 7t
Of ZHCE.
u/cpul/cpufrea’scal ing_governor

schedut i |

—

| 752 ¢HA| A3 ehct,



./src/afl-fuzz.c

[4] start
ENV check ( &= O )

apple 24 0|2HH pyYLD NO _PIE 4 47}

LD PRELOAD &4 BlE Z L3510 Al E 0| s A LU RNV NER= 3 AF|. PRELOAD > LD PRELOAD

= =
AFL_PRELOAD 211 LD PRELOADE £ Zi0| o| ==L}

LD_PRELOAD : 4 lib &4 X|d env

ZAFSHO] AFL_PRELOAD 7t #4832} &| U= K| ZAFPHCL

gemu_mode =+ frida_mode & A28 42, ol

O] = ¥Rt

O ot R C & MERE|X] GEQICHE, o2 27 =% 0] A& =lCt.

LD _PRELOAD GICI7} AFL_PRELOAD %S MZECE

DYLD INSERT LIBRARIES UICH7} AFL_PRELOAD %t MLt



./src/afl-fuzz.c

[4] start

#ifdef APPLE setenv("LD_PRELOAD", frida binary, 1);
setenv("DYLD _NO_PIE", "1™, 0); setenv("DYLD INSERT_ LIBRARIES", frida bi

#endif

DYLD INSERT LIBRARIES =3t HX2|20=2

=) 1k (= AL
i Le =1 IT




AFLplusplus contributer?

1] AFLplusplus rublic fork

forked from

$git checkout dev
$git pull
[2] Fix macOS env optimization $git add .

$git commit —-m “Fix macOS env optimization”

$git push

3 Fix macOS env optimization #2280

pull request

}oMerged vanhauser-thc merged 1 commit int




AFLplusplus contributer?

@) AFLplusplus

GAP-dev

Conditional DYLD_INSERT_LIBRARIES Setting for macOS Compatibility

Previously, the code unconditionally applied the DYLD_INSERT_LIBRARIES setting, even on non-macOS platforms. This could lead ¥ 35Bra

to unnecessary operations on platforms where this setting is irrelevant.

This PR the following changes: This branch is

1. Wrapped the DYLD_INSERT_LIBRARIES setting in a #ifdef APPLE directive to ensure it is applied only on macOS.

2. Preserved the existing LD_PRELOAD setting for all platforms without modification.
§% vanhauser-thc Me:

Purpose

* Ensures compatibility with macOS while avoiding unnecessary settings on other platforms.

vanhauser-thc comment

thanks :)

B) @ vanhauser-the merg: mmit aaaa96a if lev 4 hours age View details Revert

Delete branch

g’° Pull request successfully merged and closed




./src/afl-fuzz.c

[4] start

QIS AR Tl SHABI-~S AI20 E 2 FATALS 2 A|7|0, bad valueZl T E
7

P

[

O] @ =59 argc, argvZt afl Z{ |0l X7 = CF. (./src/afl-initc O =X )

0| & &K&|0f . O] g4et =l A2, uiZt §f
of O] 12 BHEECt (. ssre/afl-init.c Ol =X )

if (ioctl(1l, TIOCGWINSZ, &ws)) {

ioctl2 stdout®| . = 2 F510] wsOi| X ZetCt.

2 9ol 37| & o|n|gtCtn B, errmo == £ R ASHCE,
52O 2 stdoutO| terminal 2 HZ X X| S-S 20| STt BHCE (file pipe,etc.)
= L5HA| | O 12 28 &Lt
2Lt 7121 420 = BEA

Aoz 7t5d}

g

=
HA L

= no tty2h=

7} o o|cCt



J4

o]
olo

OpenBSD

defined

SD_

FreeB

daFinas
|| defined

APPLE
DragonFly

defined
defined

#if

./src/afl-fuzz.c
[4] start

ol

ofzfet Zre wHig AR

L
=

d, 254 71Z0=2

—
&t

(=

1240 what 3

=3
=

= fopen("/proc/stat™, "r");
tmp[1024];

FILE *f
us

ot e e e e e e e

runr

7902394

563R3




./src/afl-fuzz.c

[4] start

while (fgets(tmp, sizeof(tmp), f))

" "

if (!strncmp(tmp, "cpu", 3) && isdigit(tmp[3])) ++afl->cpu_core_count;

2he 327 B ¥ SRR 712 Hot0, 0] S .

B

o
Of| 2| = 2 A|AEO0] EXHE = ABCH= B 400 linux /proc/stat S ZAHE AXCH &, Linux Howtos:

System -> /proc/stat explained

J

7ol % - X2l 27t 41

ro

=

% =910 /proc/stat 0| M blocked/running S-4%4 7129
Off & =lct.




.Jsrc/afl-fuzz.c

[4] start

EILE *f =
ud tmp[1024];
u32

¢

val = 0;
if (!f) { return 0;

while (fgets(tmp,

if (!strncmp(tmp,
Istrncmp(tmp,

val += atoi(tmp

fclose(f);

si

fopen("/proc/stat”, "r");

zeof(tmp), f)) {

"procs_running "

"procs_blocked "

+ 14);

>

>

14)
14))

[

L




.Jsrc/afl-fuzz.c

[4] start

apple, freebsd, openbsd, dragonfly®ll A= A7 XA S HSHF=CE(+1)

#if defined(__ APPLE_

|| defined
defined DragonFly

++cur_runnable;

#endif

__FreeBSD__

|| defined

___OpenBSD___



.Jsrc/afl-fuzz.c

[4] start
e CPU A0 = ).
o A IISTHEIAT 5 ( )
e CPUZEEL ( , ).
e CPU O 71170 e} Of2f 7| mjo| == ZH S 12 VS ).

OKF("You have %d CPU core%s and %u runnable tasks (utilization: %0.0f%%).",

afl->cpu_core_count, afl->cpu core count > 1 ? "s" : ""  cur_runnable,

cur_runnable * 100.0 / afl->cpu_core_count);




./src/afl-fuzz.c

[4] start

8 Jh58t AT 27} cPU RO| 49| 15818 XISt AP, AIAE RO}t EChn Tk
8 JH5 EjAT 27} cpu 20| 4 O[8tQl A (2ZH0] 0 R7F U AS), W S A2 AlTstet
A%

OKF("You have %d CPU core%s and %u runnable tasks (utilization: %0©.0f%%).",
afl->cpu_core_count, afl->cpu_core_count > 1

cur_runnable * 100.0 / afl->cpu_core_count);

? "s" : "™, cur_runnable,

if (afl->cpu_core_count > 1) {

if (cur_runnable > afl->cpu_core count * 1.5) {

WARNF ("System under apparent load, performance may be spotty.");

r
L

} else if ((s64)cur_runnable + 1 <= (s64)afl->cpu_core_count)

OKF("Try parallel jobs - see "

“"%s/fuzzing_in_depth.md#c-using-multiple-cores™,
doc_path);




.Jsrc/afl-fuzz.c

[4] start — set exit

S atexit ¥ +2 5=

atexit(at_exit);

atexit — exit A| A2 E st+E 27 (stdlib.h)

static void at_exit()

532 i, pidl = 9, pid2 = @, pgrp = -1;
char *list[4]

o .
char *ptr;

[}

ptr = getenv("__AFL TARGET PID2");

if (ptr && *ptr && (pid2 = atoi(ptr)) > 0)

pgrp = getpgid(pid2);
if (pgrp > @) { killpg(pgrp, SIGTERM);
kill(pid2, SIGTERM);

ptr = getenv(" _AFL_TARGET PID1");

1
J

if (ptr & & *ptr && (pidl = atoi(ptr)) > 0)

pgrp = getpgid(pidl);
if (pgrp > @) { killpg(pgrp, SIGTERM);
kill(pidl, SIGTERM);

1

f
J

{SHM_ENV_VAR, SHM_FUZZ_ENV_VAR, CMPLOG_SHM_ENV_VAR,

1

1

NULL};




.Jsrc/afl-fuzz.c

[4] start — set exit

S atexit ¥ +2 5=

atexit(at_exit);

atexit — exit A| A2 E st+E 27 (stdlib.h)

static void at_exit()

532 i, pidl = 9, pid2 = @, pgrp = -1;
char *list[4]

o .
char *ptr;

[}

ptr = getenv("__AFL_TARGET PID2");

if (ptr && *ptr && (pid2 = atoi(ptr)) > 0)

pgrp = getpgid(pid2);
if (pgrp > @) { killpg(pgrp, SIGTERM);
kill(pid2, SIGTERM);

ptr = getenv(" _AFL_TARGET PID1");

1
J

if (ptr & & *ptr && (pidl = atoi(ptr)) > 0)

pgrp = getpgid(pidl);
if (pgrp > @) { killpg(pgrp, SIGTERM);
kill(pidl, SIGTERM);

1

f
J

{SHM_ENV_VAR, SHM_FUZZ_ENV_VAR, CMPLOG_SHM_ENV_VAR,

1

1

NULL};




.Jsrc/afl-fuzz.c

[4] start — set exit

+= /src/afl-forkserver.c Ol A setenvE® A & ¢t envCl.

char pid_buf[16];

sprintf(pid_buf, "%d", fsrv->fsrv_pid);

if (fsrv->cmplog_binary)
setenv("__AFL_TARGET_PID2"“, pid_buf, 1);

else

setenv("” AFL_TARGET _PID1", pid buf, 1);




.Jsrc/afl-fuzz.c

[4] start — set exit

£ 0|0|38} 1 fsrve /include/forkserver.h Ol A A o] =l 1 X A| O| C},

typedef struct afl _forkserver {

u8 *trace bits;

s32 fsrv_pid,
child pid,
child status,
out_dir_fd;

s32 out_fd,

dev_urandom_fd,




./src/afl-fuzz.c

[4] start — set exit

PID of the fork server 2= A2 43S Soff & 4+ QUL
fork server®| pid& S0 21 NULLO| OFHX|, H| =X, 2= Q1 X| ZAFSHCE

pid(fork server)@| process group id & 2101 2tM sllS group?| 2= processOl SIGTERMS 2 HCE,
(T=)

pid(fork server)@| process T kill2HC}.




./src/afl-fuzz.c

[4] start — set exit

if (fsrv->cmplog_binary)

setenv("” AFL_TARGET_PID2", pid buf, 1);

else

setenv("__AFL_TARGET_PID1", pid_buf, 1);

g2t 0] 20 met

shC}

O] = AFL++ 4.00 TH X[ O] M =7
docs/important_changes.md

CMPLOGE AFLOJ|A{

SOt S 7|50] g82t ol ACHH

Ol A=

U EFHEI ZIE

2 5 killgp,kill 2HC}.



.Jsrc/afl-fuzz.c

[4] start — set exit

<./include/config.h>

#define CPU_AFFINITY ENV VAR " _AFL_LOCKFILE"

ptr = getenv(CPU_AFFINITY_ENV_VAR);
if (ptr && *ptr) unlink(ptr);

= envsE 9|0|3} 10, ' + ./src/afl-fuzz-
init.c Ol A 2™ ECt

S0l Al CPU_AFFINITY_ENV_VAR 7} 22 QIX| M HSIC}

CHA| O SO0t 0|2]Tt affinity lock 225 211 0| unlink®HC.

unlink & Tt A|AHIO0| A pathname O| & 71 WY S X|-2Ch (unistd.h )




.Jsrc/afl-fuzz.c

[4] start — what is CPU_AFFINITY_ENV

| .

init.c Ol A 2™ =}

<./src/afl-fuzz-init.c>
if (afl->sync_id) {

s32 lockfd, first = 1;

>

- envsS 9|0|5t 1 = /src/afl-fuzz-

snprintf(lockfile, sizeof(lockfile), "%s/.affinity lock",

setenv(CPU_AFFINITY_ENV_VAR, lockfile, 1);

=y

lockfd = open(lockfile, O _RDWR | O_CREAT | O_EXCL,

—
B8-S X[ (race condition HA| £ 2 Q)
d42E ar O & &FotCk

afl->sync_dir);

DEFAULT_PERMISSION)

2dst H 39, nc_dir O]l SO{QA= B 20| affinity_lockItY-S RDWRE 445t



<./include/afl-fuzz.h>

*sync_dir,

./src/afl-fuzz.c

[4] start — what is CPU_AFFINITY_ENV

<./srcfafl-fuzz-init.c>
if (afl->sync_id) {

s32 lockfd, first = 1;

Is afl->sync_id set?

snprintf(lockfile, sizeof(lockfile), "%s/.affinity lock", afl->sync_dir);
setenv(CPU_AFFINITY_ENV_VAR, lockfile, 1);

Set lockfile path do [
and environment variable
Failure Success if ((lockfd = open(_lockfile, O_RDNR | O_CREAT | O_EXCL,
DEFAULT_PERMISSION)) < 0) {

Attempt to open
lockfile

if (first) {

WARNF("CPU affinity lock file present, waiting ...");
Is this the Close lockfile first = 0;
first attempt? and continue
1
J
Display warning USlEEp( 10(}0) H

and wait 1ms

_I|:_| O_"A_I E|_A| chg-é-HA_l :LED'I, AE-||:IO:|-5|. } while (lockfd < 0);

(|

close(lockfd);




./src/afl-fuzz.c

[4] start — what is CPU_AFFINITY_ENV

2 X8 = C|HE2|0f affinity lock THYS M4 &) Al =L
k7t

o|O| Ct2 T2 M|AT} C|HE2|S AFHRZ0|2HH affinity lockZt ZX8HH openTI0f 7|0 &2 Al
)

njotct Ol 5 S&8< o 7tX| ol 7| etCt. (atomicotZ| CI|H E2| S 0| &d17| /= YY)




.Jsrc/afl-fuzz.c

[4] start

char *1list[4] =

{SHM_ENV_VAR, SHM_FUZZ_ENV_VAR, CMPLOG_SHM ENV_VAR, NULL};

o= s
while (1list[i] != NULL) {
ptr = getenv(list[i]);

if (ptr && *ptr) {
#ifdef| USEMMAP

shm_unlink(ptr);

#else

shmctl(atoi(ptr), IPC_RMID, NULL);
#endif

1

J

i++;

list & =2|3IHA NULLO| Ot mj 77 X| envE AAMSHCE 70 B AD

Z} env/t F2oICHH, 3§ 0|22l § Fe|giC

]




./src/afl-fuzz.c

[4] start of ZImHel Efg) Holof math AL E T2 MR e, 022 Kl WAIS ZECL
(/e Os Aoz o4

v M GNUmakefile 4
override CFLAGS += -DUSEMMAP=1 -Wno-error=format
#SPECIAL_PERFORMANCE += -DUSEMMAP=1
override CFLAGS+=-DUSEMMAP=1
override CFLAGS += -DUSEMMAP=1

v £ GNUmakefile.gcc_plugin 3
override CFLAGS_SAFE += -DUSEMMAP=1
overnide CFLAGS_SAFE += -DUSEMMAP=1
CFLAGS_SAFE += -DUSEMMAP=1

v £ GNUmakefile.llvm 2
CFLAGS_SAFE += -DUSEMMAP=1
CFLAGS_SAFE += -DUSEMMAP=1

v C afl-fuzz.h 1
#ifndef USEMMAP

v € sharedmem.h 1
#ifdef USEMMAP

7L HolEl 42, sl : £ 5590 7 o2 Al O|F= 7[RI = AMA|
7l oA B2 87, : . . £ 3010 S 022 A1

7|8to 2 ALK S| C}

HE S p(

St




.Jsrc/afl-fuzz.c

[4] start

int kill signal = SIGKILL;

if ((ptr = getenv("AFL_KILL SIGNAL")))
if (pid1 > @) {
pgrp = getpgid(pidl);

if (pgrp > ©) { killpg(pgrp, kill signal);

kill(pidl, kill signal);

if (pid2 > @) {
pgrp = getpgid(pidl);

if (pgrp > @) { killpg(pgrp, kill signal);

kill(pid2, kill signal);

sigterm@ 2 killZ| X| 242 42, sigkillS T 2510

//at_exit &

]

|

1
J

=
o

=

{ kill_signal

%

Ct.

atoi(ptr);

!
J




.Jsrc/afl-fuzz.c

[4] start - setup_dirs_fds

<afl->out_dir>/

|

F—— queue/

f—— .state/
| F—— deterministic_done/

| F—— auto_extras/

| — redundant_edges/

| L— variable behavior/
crashes/

hangs/

plot_data

[plot_det_data] (INTROSPECTIONO

.synced/ (afl->sync_idJ} &d&

[TTTT

ClEEe| 7|Fe=2 fot &

ojo] ZX & F2

| A8 39)
2%
2 7 X2 L3 E2| 7t

7t 2 E &L}

g8

Ct.




./src/afl-fuzz.c

[4] start - setup_dirs_fds

See if the output directory is locked. If yes, bail out. If not,
create a lock that will persist for the lifetime of the process

(this requires leaving the descriptor open)

= @1 file descriptor & _ off X{AsiC}
open AT A| PFATAL M 2| =0, Z= EICt.

FATAL vs PFATAL : PFATAL 2 FATALYF S ASHX| B 20| 2 2e|Lt A|AE S0 M error/} HAMS of
AF2SHCHD BHCH(  20tE £ )




.Jsrc/afl-fuzz.c

[4] start - setup_dirs_fds

#ifndef _ sun

if (flock(afl->fsrv.out_dir fd, LOCK_EX | LOCK_NB) && errno == EWOULDBLOCK) {
SAYF("\n" cLRD "[-] " cRST
"Looks like the job output directory is being actively used by "
"another\n"

instance of afl-fuzz. You will need to choose a different %s\n"
" or stop the other process first.\n",
afl->sync_id ? "fuzzer ID" : "output location");

FATAL("Directory '%s' is in use", afl->out _dir);

#endif /¥ | sun */
f = fopen(fn, "r");
if (f) {
ub4 start_time2, last update;
if (fscanf(f,
"start_time : %11lu\n"
"last_update : %1lu\n"™,
&start_time2, &last_update) != 2) {
FATAL("Malformed data in '%s'", fn);

1
J

fclose(f);




./src/afl-fuzz.c

[4] start - setup_dirs_fds

, 2 flock2 2 H 17|85 A|=THCL LOCK EX | LOCK_ NB 22118 Sl 1+
E} = HIEIE &3S 9|0|stH CHE T2 M| A7} 0] Hfo'oﬂ HOHK| 25HA| et
+ non-blocking mode=, &30| ¢t = 42,27t th7|5HX| B0 FA| gH&stA| =it

flock2 AT Al -1S BHetotct,

i L

A

errno == Fl 2 0|0] CtE T2 A7} flockS 33 Ct

o|o|

o

Ct.

rir
njo




./src/afl-fuzz.c

[4] start - setup_dirs_fds

#ifndef __sun = Solaris os 7} Ot'2 IS ©|0|SHCL, ifdefZt OFH, ifndefO| L.

why?
Solaris 23 MAl= ot 3= K| ASHA| T
ARE et

O] ord

e SolarisOlA 7| 2X o2 HEL|= ofd 22 gt
O

o § N2 EHS MAE HMSOf: ot

sl
o
0=
ip=
o




./src/afl-fuzz.c

[4] start - setup_dirs_fds

CtE T2 MA 7} out dirS &1 UX| ECHH, resume BALZ ZIYSHA| EICL

if (lafl->in_place resume && afl->autoresume) {
OKF("Detected prior run with AFL_AUTORESUME set. Resuming.");

afl->in_place _resume = 1;

7|2 42 00|, 7|1E M4 S Ol0j =S K| & 28dH= Sai1ct

(lafl->in_place_resume : SZH AM|H0| "7 2 7} OfH 4 -)

AFL AUTORESUME=1 & @ 19|

e
c3
IO 7 Y1 ABLS E5) resumeS 3| Y

o] Aol
o ZIWEC

I

WS M in_place_resume O] 12 E2|Ag]|



./src/afl-fuzz.c

[4] start - setup_dirs_fds

if (!afl->in_place_resume && last_update > start_time2 &&
last _update - start _time2 > OUTPUT_GRACE * 60) {

ast_update > start_time2 : out_dir®| OFX|9 =78 A|EO| AFL A|Z} A|HEC}O|FOl 42

(O] HAOA M7l Z2H = OfLet= A)

last_update - start_time2 > OUTPUT GRACE * 60 : C|2E 2|0 7| & H|O|g 7} B =

(=) 0ldel %Y A E X&AS= BF




./src/afl-fuzz.c

[4] start - setup_dirs_fds

<./include/config.h>
#define OUTPUT_GRACE 25

O| m, last_update @} start_time2 = Ofeff I EO|A 80| 2LC},

us *fn = alloc_printf("%s/fuzzer_stats", afl->out_dir);
<EE>
f = fopen(fn, "r");
<EEH
fscanf(f,
"start_time : %11lu\n"
"last_update : %11lu\n”,

&start_time2, &last update)

S ol'd ME=, AFEAPE M7E RE2 AHSHA] BR}A=0, 71E o871 F0t=

LS AA -

E{7} §0] MOJX|X| R E 17| 9ot 4T LEO|CE

A0 HAIXIS S, 0T HlO|E|S O|0jN AFBStB SN Tt
45 MHSEE AFPCE

4

riot

8

<0l 7|= Hlo|

H




./src/afl-fuzz.c

[4] start - setup_dirs_fds [end]

ck_free(fn);

2| A Sl X[SHE A OFF-2].




.Jsrc/afl-fuzz.c

[4] start - resume

if (afl->in_place_resume)

u8 *orig_q = alloc_printf("%s/queue”, afl->out_dir);
afl->in_dir = alloc_printf("%s/_resume", afl->out_dir);
rename(orig_q, afl->in_dir);

OKF("Output directory exists, will attempt session resume.");
ck_free(orig_q);

f

else {

OKF("Output directory exists but deemed OK to reuse.");

O 2 7| & fuzz stateS afl 24X 2 2O SQICL



./src/afl-fuzz.c

[4] start - resume

if (lafl->in_place_resume) {
fn = alloc_printf("%s/.synced"”, afl->out_dir);
if (delete files(fn, NULL)) { goto dir_cleanup failed; }
ck_free(fn);

afl->out_dir/.synced,.../id:* Tt O =X|StH K| AHTHCL




./src/afl-fuzz.c

[4] start - resume

fn = alloc_printf("%s/queue/.state/deterministic_done", afl->out_dir);

if (delete files(fn, case prefix)) { goto dir_cleanup failed;

ck _free(fn);

1

¥

fn = alloc_printf("%s/queue/.state/auto_extras", afl->out_dir);

|

if (delete files(fn, "auto ")) { goto dir_cleanup_failed; ]
ck_free(fn);

fn = alloc_printf("%s/queue/.state/redundant_edges", afl->out_dir);

if (delete files(fn, case prefix)) { goto dir_cleanup_failed;
ck _free(fn);

fn = alloc_printf("%s/queue/.state/variable_behavior", afl->out_dir);

if (delete files(fn, case prefix)) { goto dir_cleanup failed;

ck _free(fn);

afl->out_dir/queue/.state/ 5}/ M E C|=H 2| S A7 etCt.

1
J

1
J




./src/afl-fuzz.c

[4] start - resume

fn = alloc_printf("%s/queue/.state"”, afl->out_dir);
if (rmdir(fn) && errno != ENOENT) { goto dir_cleanup_failed; }
ck_free(fn);

H| 0] ! = afl->out_dir/queue/.state C| 2 E 2| X|#




.Jsrc/afl-fuzz.c

[4] start - resume

fn = alloc_printf("%s/queue™, afl->out_dir);

if (delete files(fn, case prefix))

ck_free(fn);

u8 *const case_prefix = afl->afl_env.afl_shal _filenames ? ""

#ifndef |[SIMPLE_FILES
#define CASE_PREFIX "id:"
#else

#define CASE_PREFIX "id "

#endif

queue 20 case prefix0fl 3= op

{ goto dir_cleanup_failed; }

CASE_PREFIX;




.Jsrc/afl-fuzz.c

[4] start - resume

2 AFL 1.45b O M F71E 7|52 2, file nameS O TH5H2| X| 5= flaget
11 BHCH (1.84b Of| A T X] )
#HE Version 1.45b:

- Added support for SIMPLE _FILES in config.h for folks who don't like
descriptive file names. Generates very simple names without colons,

commas, plus signs, dashes, etc.

$#HE Version 1.84b:

- Made SIMPLE_FILES behave as expected when naming backup directories for

crashes and hangs.

<./include/config.h>

712X 0 2 disable £|0] QUCt 0|2 221 XH M| J o= Zt disable|0{ Y= A2 S

—
+ Ut

1o
re
1




.Jsrc/afl-fuzz.c

[4] start - resume

if (!afl->in_place_resume) {

fn = alloc_printf("%s/crashes/README.txt", afl->out_dir);
unlink(¥n);

ck_free(fn);

fn = alloc_printf("%s/crashes", afl->out_dir);

if (afl->in_place _resume && rmdir(fn)) {

u8 *nfn = alloc_printf("%s %04d%02d%02d%02d%02d%02d", fn, t.tm _year + 1900,

t.tm_mon + 1, t.tm_mday, t.tm_hour, t.tm_min, t.tm_sec);
rename(fn, nfn);

ck_free(nfn);

readme A| %1 crashes S 9§ 2L}

—_




.Jsrc/afl-fuzz.c

[4] start - resume

#ifndef | SIMPLE_FILES

u8 *nfn =

alloc_printf("%s.%04d-%02d-%02d-%02d:%02d:%02d", fn, t.tm_year + 1900,

t.tm_mon + 1, t.tm mday, t.tm_hour, t.tm_min, t.tm_sec);

#else
u8 *nfn =
alloc_printf("%s_%04d%02d%02d%02d%02d%02d", fn, t.tm _year + 1900,
t.tm mon + 1, t.tm mday, t.tm hour, t.tm min, t.tm _sec);
#endif
283t o 50| E naming AHO| 7} QALY
Ols 25 AT

2= S NAoH= 250 AL, 2298 2= 3 C = NAECH A
H
=)




.Jsrc/afl-fuzz.c

[4] start

CHAl afl-fuzz.c2 SO0F2}A, Ofelf R E=Z S oHA| ECt.

#ifdef HAVE_AFFINITY
bind_to_free cpu(afl);
#endif

<./include/afl-fuzz.h>

#if defined( linux ) || defined( FreeBSD _ || defined

defined(_ DragonFly ) || defined(_ _sun

#define HAVE_AFFINITY 1

linux?| &2 2+ HAVE AFFINITY 7} 1945 & 4= QUCH

_NetBSD__




./src/afl-fuzz.c

[4] start

2} A St2t S EE| A FICL (/sre/afl-fuzz-init.c O =)

if (afl->afl_env.afl _no_affinity && !afl->afl_env.afl_try affinity) {
if (afl->cpu_to bind != -1) {
FATAL("-b and AFL_NO_AFFINITY are mututally exclusive.");

t SAO| 2858 55 flel o2& ZH
7} AE =l A

MEl 42 cpu HIIY S H| =
CJ| [
o L

ICH=o|Oj2, =Xo=z H

indoH! 9= 40| gfe[H 0|t

AL =

oy wia
b A




.Jsrc/afl-fuzz.c

[4] start — bind cpu

<afl-fuzz.c>

case 'b': {
if (afl->cpu to bind != -1) FATAL("Multiple -b options not supported”);

if (sscanf(optarg, "%d", &afl->cpu_to _bind) < 0) {

FATAL("Bad syntax used for -b");

afl-fuzz.c ©| arg I& THES & 1SHH, = -b <int> 2| intOl s &$tCt

afl->cpu_to _bind = -1;

>

afl-fuzz-state.c Ol A afl init Al ind 7|2 40| 12 X7\t &&= A

fujo
e
+
30
A

AFL_NO_AFFINITY ZAC| MO0 A Linux 40| : 7t

[ Wy

O 0 AMEetch




./src/afl-fuzz.c

[4] start — bind cpu

7F-10] Ot

- OO HA

bind_cpus A5t

C} (cpu_bind Al 1jf ot

—

-

WARNTF: Could not bind to requested

crU

7

S0 =
4%, -1)

;

| KA} 7}

b
#4518 M

(Wi o

_ .
< afl->afl_envafl_try_affinity?

I

FATAL: Could not bind to requested CPU

Old|, bind_cpus Al =5t AlTj
| A= WARNINGS Al

==

P

ry

i
U
HU
rir

7} false @l 4

. S

__ afl->cpu _to bind!

/
/Yes
P

& bind_cpulafl, afl->cpu_to bind)

True
e [

B Y

/Yes
. r

Set afl->fsrvnyx bind cpu_td

0;(;' CPU binding succe'.;.‘:aZ
rﬂ.-:-fsr*:n,\'x_:*.n:vdze"‘i_'

% End Y
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.Jsrc/afl-fuzz.c

[4] start — bind cpu

&5 8 =510] cpus binding®t=0l, O| = /src/afl-fuzz-init.c Of| A & O] = CL

static u8 bind cpu(afl _state t *afl, s32 cpuid)

#if defined(__linux__) || defined(__FreeBSD__) || defined(__DragonFly _

cpu_set_t c; POSTIX Off A
#elif defined(___NetBSD__
cpuset_t *c; NetBSD 0| /
#elif defined(__sun
psetid_t c; Solaris
#endif

afl->cpu_aff = cpuid;

#1if defined( linux
CPU_ZERO(&c);
CPU_SET(cpuid, &c);

#elif defined( NetBSD

|| defined

_FreeBSD___

|| defined( _DragonFly




./src/afl-fuzz.c

[4] start — bind cpu

AFL Bl 22RO cpuid E M1 cpu HE S £7|2t0H=0|, 2XZF0| w2f HESHA 2 5 0f
olq
AA -

CPU_ZERO()

set2 HI®AM O cpuz X %A BHED|.
CPU_SET()

CPU cpu= setlf FI}.

=X : https:

2|5 A 7|F9 2= CPU_ZERO, CPU_SET S AIE235IQULCH

return (sched_setaffinity(9, sizeof(c), &c) == 0);

rir

Ctn

rot

0:2Q T2 M A, 00| OtL| T pidS HC},
c:IZZ2MA Al

S Z2MHAE O Xt Z2 M A0 28520 E0|Ct SE5HE o, 215t 10]
Ct.

i
rf

2Kl return2 O[]t BHoji =] = 440] HE 2 AO|Cf.




.Jsrc/afl-fuzz.c

[4] start — bind cpu

if (afl->cpu_core_count < 2) { return; }

310{7} 27} O]2HO|H O[5t =3

njo
s
02
of
B
O
rir
ful

if (afl->sync_id) {
s32 lockfd, first = 1;
snprintf(lockfile, sizeof(lockfile), "%s/.affinity lock", afl->sync_dir);
setenv(CPU_AFFINITY_ENV_ VAR, lockfile, 1);

do

I
L

if ((lockfd = open(lockfile, O RDWR | O CREAT | O _EXCL,
DEFAULT PERMISSION)) < @) {
if (first) {
WARNF("CPU affinity lock file present, waiting ...");
first = 0;

1
J

usleep(1000);

} while (lockfd < 9);
close(lockfd);




./src/afl-fuzz.c

[4] start — bind cpu




./src/afl-fuzz.c

[4] start — bind cpu

DIR *d;

struct dirent *de;

d = opendir("/proc");
if (!d) {
if (lockfile[©]) unlink(lockfile);
WARNF("Unable to access /proc - can't scan for free CPU cores.");

return;

/proc CIEE 2| @ F AIf Al WARNING 28 2

Obi
HU
ra
il

proct?

2EA0E A YD 7Y DEERE TRNAZ FEE HES| A2 2N oA US
ol T AIAEIO| USLICE Hole T2AIA0 het HEE A 2 4+ U=

7] WiZ0] 0| 50| AEA =AXIT O|K= 28 S5E MEot= Lt o 22
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[ OoT L " 1—
L E (index-node, Z 0 A inode) Y2 = T AU9| inode?t A= ClAT 9K E 712|7| = Z2H Y
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https://wikidocs.net/196798




./src/afl-fuzz.c

[4] start — bind cpu

RssShmem 0

VmData: 19080 kB

132 kB

896 kB

9056 kB

92 kB

K 0 kB

HugetlbPages Q

mpi 4]
1 1

0/127900
d: 0000200000200C000
: 0000200C000000000
28014a03
DO201000
: DO20Asec
n: 0000200000200000
. 0000RLfFFFFfffff
FEfffsf
RLFFFFFIfffs
0000200000200000
NoNewPrivs 0
Seccomg (4]

Seccomp_filters

oami:/# ls /proc/

cgroups
cmdline

consoles
cpuinfo
crypto
devices
diskstats

dma

execdomains
filesystems

interrupts
iomem
OrLts

kallsyms
kcore
key-users
keys

kmsg
kpagecgroup
kpagecount
kpageflags
Lloadavg

Sbec
Cpus
Cpus

Mems

Mems

!strncmp(tmp,

!strncmp(tmp,
!strchr(tmp, ',

hval <

locks timer_list
mdstat

meminfo uptime

misc version
modules vmallocinfo
mounts vmstat

zoneinfo

pagetypeinfo thread-self

ulationindiregtéianch:
_allowed:  Ffffffff

-allowed_lis - -

_allowed: 1
_allowed_list: 7]

v

s @
thread vulnerable
conditional enabled

/status"”, de->d_name);

"VmSize:\t", 8)) { has_vmsize
"Cpus_allowed_list:\t", 19) &
') && sscanf(tmp + 19, "%u",
cpu_used) && has_vmsize) {




./src/afl-fuzz.c

[4] start — bind cpu

proc L5 ZHE +2[0tHA status

21 1 VmSize, Cpus_allowed_listS I

u8 cpu_used[4096] = {0};

e

1=

ZM2AE 72 Hi2d2 550, O|F 2 X0 M X<

CpU B 7} T X200 FA| (

CPU B15¢( )7t

9| £ E0| T

fclose(f);
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./src/afl-fuzz.c

[4] start

CHA] afl-fuzzc2 SOIRHA, SES Tfe7 EH,

2 Uk,

o
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e
e

ule count_class_lookupl6[65536];
void init_count_class16(void) {
u32 bl, b2;
for (bl = ©; bl < 256; bl++) {
for (b2 = 8; b2 < 256; b2++) {
count_class_lookupl6[(bl << 8) + b2] =
(count_class_lookup8[bl] << 8) | count_class_lookup8[b2];

0~

Jsrc/afl-fuzz-bitmap.c H|A FolE A S & QIS 4~ U1, Lookup Table (LUT) & E83t= A S =0
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.Jsrc/afl-fuzz.c

[4] start

if (afl->is_main_node && check_main_node_exists(afl) == 1) {

WARNF("it is wasteful to run more than one main node!"™);
sleep(1);
} else if (lauto_sync && afl->is_secondary_node &&

check_main_node_exists(afl) == 8) {

WARNF (
"no -M main node found. It is recommended to run exactly one main "
"instance.");

sleep(1);

-M QIXt2 A& master nodeZt @& MENO|A -S (E= QX QIO)AIYSE 42, WARNINGS 248
AlZIC},
O| QX M&st= 251 |48 =21, 43 HHAS0| =M, ok

7t S =5 0] aflZi H| O] mutaionZE AlEl S H261A =CtH




./src/afl-fuzz.c

[4] start

0|0 M ch= e7F A5 1, afl-fuzz-init.c OlA &2l E ; et~} binary
of M3l Jtsd S HESHL

if (stat(afl->fsrv.target path, &st) || !S ISREG(st.st mode) ||
I(st.st_mode & 0111) || (f_len = st.st_size) < 4) {

FATAL("Program '%s' not found or not executable", fname);

(S

ShC}, C|2E 2| Lt symbolic S 2t 1}20] OfL|Ct, At mkA0] Of

2fQIPtCE 01112 A AT H EE 9|0[51, O] & OtA3 2

3H
and ¢4H610] Atk 00| B A2 AHeHO| GiChH= A0|Ct O] B? true?t 2| EHE[ 7|0 ZAEZ0 1 7t 2
=Lt

| 2 1}Ql0] AtO| X7} 45 CH &0 B true7} 2| EEICH 0] Z2 0= AlsH pQlo] A|Aptol
SICi7F mebe| x| 7)) Al% 0pelo| O ZHo 2 ZHEct

Oj2{gt 2% 5 So10] A mAUO| OfL{AHLE E71s o JEI Y O FATALS ZEEAIZ| A E T




./src/afl-fuzz.c

[4] start

Core Part!
AFL '= AFL plus plus



./src/afl-fuzz.c

afl-fuzz.c

read testcases

pivot inputs




./src/afl-fuzz.c

afl-fuzz.c

read testcases

if (!S_ISREG(st.st mode) || !st.st size || strstr(fn2, "/README.txt")) {

ZU0| = THUS A0S

if (subdirs && S ISDIR(st.st mode) && nl[i]->d name[@] != ".") {
free(nl[i]);
read testcases(afl, fn2);

ck_free(fn2);

goto next_entry;

}

MHE=2 sub dirtX| A2




./src/afl-fuzz.c

afl-fuzz.c

read testcases

add_to_queue(afl, fn2, st.st size >= MAX FILE ? MAX FILE : st.st size,

passed_det);

queuelf =7t MAX_FILE ECt 2 AL, BZtM A4S




./src/afl-fuzz.c

afl-fuzz.c

read testcases -> add _to queue

add_to _queue(afl, fn2, st.st size >= MAX FILE ? MAX FILE

passed_det);

queue AIEH S THSID afl+ M| 0| YHO|E

++afl->queued items;
++afl->active items;
++afl->pending not fuzzed;
afl->cycles wo finds = 0;

queued_items: & 7 &5 TE
active_items: &d2tE &= =5 S7HA|LLCL
pending_not_fuzzed: Ot%& I & k[ X
cycles_wo_finds: X &4 0|29

st.st_size,




./src/afl-fuzz.c

afl-fuzz.c

pivot inputs

for (1 = @; i < afl->queued items && likely(afl->queue buf[i]); i++) {
q = afl->queue_buf[i];
if (unlikely(g->disabled)) { continue; }

queue 3|5t disable &l H|O|H skip

*7|E HAE HO|AE queueEHE 7t 7= &=




./src/afl-fuzz.c

afl-fuzz.c

afl-fuzz-run.c

calibrate case

fuzz_run_target

afl-init.c

perform_dry run



./src/afl-fuzz.c

afl-fuzz.c afl-init.c
perform_dry run
input file CHE n2| dA
timeout 5= ZAA

afl-fuzz-run.c

calibrate case

fuzz_run_target




./src/afl-fuzz.c

afl-fuzz.c afl-init.c

perform_dry run

input file CHE n2| dA
timeout = 4At

afl-fuzz-run.c

calibrate_case «
AHS 25t fork server M4 3 trace Al E

fuzz_run_target




./src/afl-fuzz.c

afl-fuzz-run.c

fuzz_run_target

fsrv_run_result t fuzz run_target(afl state t *afl, afl forkserver t *fsrv, u32 timeout) {

fsrv_run_result t res = afl _fsrv_run_target(fsrv, timeout, &afl->stop soon);




./src/afl-fuzz.c

afl-fuzz-run.c

fuzz_run_target

fsrv_run_result t fuzz run_target(afl state t *afl, afl forkserver t *fsrv, u32 timeout) {

fsrv_run_result t res = afl _fsrv_run_target(fsrv, timeout, &afl->stop soon);

mode & A3l Z Xl

_linux__: child process’d‘d, pid $10]27], crash & X|, timeout EX|




./src/afl-fuzz.c

afl-fuzz-run.c

fuzz_run_target

fsrv_run_result t fuzz run_target(afl state t *afl, afl forkserver t *fsrv, u32 timeout) {

fsrv_run_result t res = afl _fsrv_run_target(fsrv, timeout, &afl->stop soon);

mode & A3l Z Xl

_linux__: child process’d‘d, pid $10]27], crash & X|, timeout EX|




./src/afl-fuzz.c

afl-fuzz-run.c

fuzz_run_target

fsrv_run_result t fuzz run_target(afl state t *afl, afl forkserver t *fsrv, u32 timeout) {

fsrv_run_result t res = afl _fsrv_run_target(fsrv, timeout, &afl->stop soon);

coverage 578 EX & EE 0] LT

FlOA = CHE oS




./src/afl-fuzz.c

afl-fuzz.c afl-init.c

perform_dry_run
input file CHE n2| dA
timeout 52 AA

afl-fuzz-run.c

calibrate_case «
M-S 25 fork_server M A trace A|= -> afl_fsrv_start

fuzz_run_target




./src/afl-fuzz.c

afl-fuzz.c

fuzz_one

if (afl->1imit _time sig <= @) { key val 1lv 1 = fuzz one_original(afl); }
if (afl->limit _time_sig != 0) {
if (afl->key module == 0) {
key val 1lv 2 = pilot fuzzing(afl);
} else if (afl->key module == 1) {
key val 1lv 2 = core_fuzzing(afl);
} else if (afl->key module == 2) {
pso_updating(afl);




.Jsrc/afl-fuzz.c

afl-fuzz.c
src > C afl-fuzz-one.c > ) fuzz one(afl state t*)
id pso upd-rinxlaf] kA£1N 0
} 0 select_algonthm(afl_state_t *, u32)
0 could_be_bitflip(u32)
e &0 could_be_arith(u32, u32, us)

& could _be interest(u32, u32, u8, us)
Vv uS SUEEEONE ) locate_diffs(u8 *, u8 *, u32, s32 * s32 %
&Y fuzz_one_original(afl_state_t *)
& FLIP_BIT( ar, _b)
#ifdef ' & FUP_BIT de
&) mopt_common_fuzzing(afl_state_t *, MOpt_globals_t)
B FUIP_BIT( ar, _b)
& EFF_APOS( p)
= EFF_REM( %)
=) EFF_ALEN( )

key v




./src/afl-fuzz.c

afl-fuzz.c

afl-fuzz-run.c

#define FLIP BIT( ar, _b)
do {

ug8 * arf = (u8 *)(_ar);
u32 bf = (_b);
_arf[(_bf) >> 3] ~= (128 >> ((_bf) & 7));

~ = - - - -

} while (©)

afl->stage short = "flipl";
afl->stage max = len << 3;

afl->stage name = "bitflip 1/1";
afl->stage val type = STAGE VAL NONE;

orig hit cnt = afl->queued_items + afl->saved crashes;

if | (common_fuzz stuff(afl, out buf, len)) { goto abandon_entry; }




./src/afl-fuzz.c

afl-fuzz-run.c

common_fuzz_ stuff

fuzz_run_target

afl fsrv_run_target




./src/afl-fuzz.c

afl fsrv_start
afl-fuzz-run.c

afl fauxsrv_execv

afl fsrv_run_target




./src/afl-fuzz.c

afl-fuzz-run.c

afl fauxsrv_execv

if (pipe(st_pipe) || pipe(ctl _pipe)) { PFATAL("pipe() failed"); }

fsrv->last run_timed out = 0;

fsrv->fsrv_pid = fork();




./src/afl-fuzz.c

afl-fuzz-run.c

ctl_pipe :
- AFL++7F Z3 MH0| Mo EE H=
-MEZEMA LA

- Efgorx E= Ho|ly ME

st_pipe :
- X3 MHI7FAFL++ 2 HEf HE

- XA ZZ2MA PID S 2 AEf ME




./src/afl-fuzz.c

parent prcoess child process

Kernel




./src/afl-fuzz.c

calibrate_case

afl fsrv_start

st,ctl pipe setting
& fork()

st pipe0i|A
exec 21 A=

execv target




.Jsrc/afl-fuzz.c coverage parto| A 2F o
trace bit 7|}

ctl pipe O data A& ctl pipe O data S21&
fork()
fuzz_run_target2|input2 474
common_Fuzz_stuff st pipe O pid E1Z st pipe Off pid A&
fuzz_run_target
st pipe O exec 21} =14 st pipe O exec Z1f AME

calibrate_case O| A Bt= forkserver




coverage

trace bit =7|%}

ctl pipe Of data =14
fork()

st pipe O pid A&

execv target

st pipe O exec Z1} AlE

calibrate_case O| Al Bt= forkserver




coverage

trace bit =7|%}

ctl pipe Of data =14
fork()

st pipe O pid A&

execv target

coverage 7| 58&El= X

st pipe O exec Z1} AlE




coverage

trace bit =7|%}

ctl pipe O data =24
fork()

st pipe O pid A&

st pipe O exec Z1} AlE

coverage & ¥OIOf o= =

execv target




coverage

trace bit =7|%}

process;

shared
memory

memory-mapped
file

shared
memory

process,

shared
memaory

(a)

Message passing. (b) shared memory.

process A

process B

message queue

mo|my|my|ma| ... |my,

kernel

(a)

process A

L

shared memory

process B

kernel

(b)




coverage

trace bit =7|%}

fork
(child proc)

fork_server




coverage

trace bit =7|%} fork
(child proc)

shared
memory

fork_server




coverage

trace bit &7|3} fork
(child proc)

afl->fsrv.shmem fuzz len = (u32 *)map;

afl->fsrv.shmem_fuzz = map + sizeof(u32); trace bit

fork_server




coverage

trace bit =7|%} fork
(child proc)

trace_bit

memcpy (afl->first trace, afl->fsrv.trace bits,

afl->fsrv.map size);

fork_server




coverage

trace bit &7|3} fork
(child proc)

LLVM, afl-cc, ETC.
binary0O] ZE7} #AE|0f AL}

trace_bit

fork_server




coverage

Instrumentation code audit



coverage

LLVM sanitizer / LLVM coverage

T Boh, AlZE A LLVM MEISHY 2 A

/



coverage

LLVM sanitizer

Value *GuardPtr = IRB.CreateIntToPtr(
IRB.CreateAdd(
IRB.CreatePointerCast(FunctionGuardArray, IntptrTy),
ConstantInt::get(IntptrTy, (++special + AllBlocks.size()) * 4)),
Int32PtrTy);

LoadInst *Idx = IRB.CreateLoad(IRB.getInt32Ty(), GuardPtr);
ModuleSanitizerCoverageAFL: :SetNoSanitizeMetadata(Idx);

callInst->setOperand(1l, Idx);

Jinstrumentation/SanitizerCoveragePCGUARD.so.cc




coverage

LLVM sanitizer

LoadInst *CurLoc = IRB.CreateLoad(IRB.getInt32Ty(), GuardPtr);

ModuleSanitizerCoverageAFL: :SetNoSanitizeMetadata(CurlLoc);

LoadInst *MapPtr = IRB.CreateLoad(PointerType::get(Int8Ty, ©), AFLMapPtr);
ModuleSanitizerCoverageAFL: :SetNoSanitizeMetadata(MapPtr);

Jinstrumentation/SanitizerCoveragePCGUARD.so.cc




coverage

LLVM sanitizer

AFLMapPtr= _ afl_area_ptrtes 222 H-E X510
o

=
AFL++7F AFEStE a7 022 E4Y

InjectCoverageAtBlock:

trace-pc-guard HAIC = FHHEZ[X| HEE &

instrumentFunction:

=8 &=l 7|2 2539 sl AHHEX| 2EH ZES 4 Utes A E

Jinstrumentation/SanitizerCoveragePCGUARD.so.cc




coverage

LLVM coverage

calcCyclomaticComplexity:

llvm::Function(EtZAl )| EXEE F5H

V(G)=E-N+2P

E: %UX|(Edge) i (712 EE9| 54 EE 7

N: =E(Node) == (7|2 25 =)

P AZE HEHUEQ| 4 (LB O B4

Ref : https://en.wikipedia.org/wiki/Cyclomatic_complexity
Jinstrumentation/afl-llvm-common.cc

0
of

t7] I8l Cyclomatic Complexity (CC)E A4t



coverage

LLVM coverage

calculateCollisions:
Udn2|FoR P

(balls)= S!X|(edge) 7H=.

(bins)2 AFL++2| @ A 7|(MAP_SIZE).

al
[S)

E
o

A

> o ==
3%”’ OEEE—:!

olr

Jinstrumentation/afl-llvm-common.cc




coverage

LLVM coverage

"Balls in bins problem"2 2t

S (bins)0f| 7222 HIX|HS

Ref : https://en.wikipedia.org/wiki/Balls_into_bins_problem
Jinstrumentation/afl-llvm-common.cc




coverage

LLVM coverage

AFL-whitelist, blacklist S2| 7312 pptOllA] 4k

Jinstrumentation/afl-llvm-common.cc




coverage

LLVM coverage

Globalvariable *AFLMapPtr =
new GlobalVariable(M, PointerType::get(Int8Ty, @), false,

GlobalValue: :ExternallLinkage, @, " afl area ptr");

Jinstrumentation/afl-llvm-pass.so.cc




mutation

Mutation code audit



mutation

Custom-Mutation-/ Default Mutation



mutation

logic

afl-fuzz.c o =X

while (likely(!afl->stop_soon)) f{
Of2ff 360= E X mutation logic

stop fuzzing:

Y F2 23




mutation

time t cursec = time(NULL);
struct tm *curdate = localtime(&cursec);
if (unlikely(!afl->afl _env.afl pizza mode)) {
if (unlikely(curdate->tm_mon == 3 && curdate->tm mday == 1)) {
afl->pizza is served = 1;
} else {

afl->pizza is served = 0;

4/1 O] pizza mode”Zf A& =IC}..
*CA 0= tm_mon==00| 1&0|Ct




mutation

if (afl->cycle schedules) {

switch (afl->schedule) {
case EXPLORE:
afl->schedule

EXPLOIT;
break;

case EXPLOIT:
afl->schedule

MMOPT ;
break;
case MMOPT:

aftl->schedule

SEEK;
break;

case SEEK:
afl->schedule

EXPLORE;

break;




mutation

switch (afl->expand_havoc) {

case 0O:

break;
case 1:
0: 7|8to]
1: Ml

afl->expand_havoc = 1;

27} mutation =

ME havoc ZE0| =7}

2:Havoc 2EOM A= & Z|C] mutation S+ S7t
3.2C5HA 1H

4.0t2 FoIE[X| Ri2 ZEEtD A0

=/

X

i

o e}




mutation

splicing2 7|Z 23 HO|HE =850 M{Z2 HAE A oA

Mutation Optimization2 7|Z mutation2| Z1}E Sdff Lt

0: 7|8E9| =7} mutation M havoc 2 E0f =7}
1: =t 3}

2:Havoc 2EOM A= & Z|C] mutation S+ S7t
32CHA 19 O/

40E] AHE|X| 2 AERD FMOF =X

=
-

I

AE AHA]
= oo

mutation2|

=}

-

= o
==

=
o

Moz

'SP
=N




mutation

core

afl-fuzz-one.c

fuzz_one fuzz_one_original

> u8 fuzz_one_original(afl_state t *afl) {
3454




mutation

Deterministic Stages - Bit-Flips

flip 1 flip 8

2o 4 HES FE=Cibit A= 1) 2} HIO|ES F &0 =LK
flip 2 flip 16

g&E 271 HHEE F Ao =0 A%zl 270 HIO|E

flip 4 flip 32

Ci% gl 47) HIEZ SIToj=Ct G2 El 47} Hho|E

ZAE S 18 2, ME22 AHZX[7F HAEH queued| SSot1, 1 2[9

S8 Al AHZ|X| 0| gl= BIO|E= A EL

E=
=]

FEO

LL

[

CHA= FFFFFFFF)




mutation

Deterministic Stages - Arithmetic Mutations

arith 8

Zt HFO|E0f CHSH X|CH ARITH MAX(Z| 23t =

arith 16

2HIOIE I E(2| S| A/ AT

arith 32

48I0|E S E(2| S| 2/ AL

s
|m

|_|'|'|_

e e

[

Zt7F LIEFLEH skip

A, 58 e S0l 7

35)77k K| A/

]
0z

i

(==
=

N
0z

i

—_

J

o
|'\J

HH

0z

0z




mutation

Deterministic Stages - Interesting Mutations

interesting 8 16 32
Oj2| X|-goll& at2= H s =Cf

s8 interesting 8[] = {INTERESTING 8};
s16 interesting 16[] = {INTERESTING 8, INTERESTING 16};
s32 interesting 32[] = {INTERESTING 8, INTERESTING 16, INTERESTING 32};

eh-2obtl X|EE oS B 20| interesting Tt

HE E&, arithO| A sHB2™ skip

A =2
HA =

Nyt HE2 EElH2 =42lE)




mutation

Deterministic Stages - Interesting Mutations

[
-~ T

\
\
\
128, \
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mutation

Deterministic Stages - Dictionary-based Mutations

2. MolH HrEELE £E32 XD

2O} A4 2o skip

M2 2Z0| 0§ UCHEAM A2k

[0] dictionaryE S22

AH
o

S|
o

b

[Ok

Cl



mutation

Random / Havoc Stage - Havoc Mutations

1. Flipping bits/bytes

2. Arithmetic changes (add/sub).

3. Inserting blocks of repeated or random bytes

4. Deleting blocks of bytes

5. Overwriting blocks with random data or data from the same input
6. Splicing in content from other queue entries

kU
[

7t &2 2ist] document &1

select_algorithm()2 A3g AMX AES F&YYZE MEY

Zits Higoz SMo= #Ee Yo
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