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H3Z. J1ZE 22N HA o7 24

Z2HENAM Metch= Ect* M DM IHE =PRI e A i3S

MI1&Z. SOK: On the Analysis of Web Browser Security
SoK(On the Analysis of Web Browser Security)l= B2t 2ot (7 Aet

=4
=
HEoZ Helst 222, B2t 0P8, 823 2%, FUAE 28, Jdeld = ¢

2otz 3 81l[—la(Renderer) SctRM ZZ2AA, HHATE
E ¢ldl, Jdeld IPC IHHOoIA 2HUHA 2480, 5ol dide HE AR =
(HTML, CSS, JavaScript)2 A& HMelote Y9z, AL MO Jtssh 28 I32¢
Ol JIE &2 33 Z%H= JtalC. 0 el

2 OIoH DOMZZf, cllOl0t= A4k, OIBIE
=

HOIA 2Met=E 22 @FLE AEH 22X (state inconsistency)= AN FAEHOZ
0lHE& JIs&0| =0 SOK R 0AM=E Oleist EHO2 Qlol IHAO| Bt 2ot o
FUHA OIS SHEQ Xisst F2AE EX JIY = otuds 2AXEsHH

G Chrome (Blink/V8) :2 Firefox (Gecko/SpiderMonkey) e Internet Explorer (Trident/Chakra)

Tab A

1 {TabC
Renderer

Site isolation ;sz A

Renderer Renderer L i i 1 @]
(Origin 1) (Origin 2) Services E gszB
GPU = | =
‘ Browser Network ‘ GPU Browser ———
(Windows) (interface) Renderer
(localhost)
(O 1] =2 & S22 W8 724

Chrome, Safari, Firefox, Internet Explorer € =
ITZMNA 22l 22 LIEHWHA, B2 MOICH M2 28 220l= XH0l1JF =THAHKICH

Xclots ditd 4 K48 Eeotl UL

1) Shuo Chen, Rui Wang, et al., On the Analysis of Web Browser Security, Proceedings of
the IEEE Symposium on Security and Privacy, 2016.



Firefox Chromium 1.0 Firefox Chromium

Rensorroow 3 D e | seaeesass e

Renderer (Graphics) ~ - Uxss

Jsengine 1 [ 1 .j 0.8 I b || B outofBounds
Renderer (Media) - -xss
Networking - 06 - Race Condition
Renderer (CSS) - . - Integer Overflow
Renderer (WebRTC) - . - URL Spoofing
Extensions and Plug-ins - _ .7 0.4 - Uninitialized Memory
Renderer (SVG) - - Type Confusion
Security Ul - - -csp
Security and Privacy - | i - Double Free
Renderer (Other) - - Other Memory Errors
11243 '14 15 16 17 18 1920 11 12 13 14 '15 16 17 '18 "19 20 00 11121131415 6 17 181920 11 121314 15 16 17 18 19 20
(a) Browser Components (b) Bug Classes

=20MzE £& [08 2]E Sil EctMd 74 248 & FHUAE RY 2UE
A=Ztetet ZUE UEFHCH O0A 2elg = UXO0l, XY 1004 EH2t Firefoxt
Chromium HE Ect M 2F0AM eldie! L 00M 2t 24 RA0NA FHAEHO0 X=X
©Z =2 HISS XHKXlot] RUCH. 56l 00M, dllolot= A, eHe 2te FEEHEN A
= N2 27, & 22X, H AL LE S OYel R FHAFHO| BI5EHC=Z
SAZUCH. Ol= OOM CIHHIOIAS =& 4 HIs)| & SH2=Z Qloll, 8 &2
QIO I 2™ KBHCZ LMGHD USS AIAFSHCEH. SoK =20 M= 0l &t
Z& ZUE Soll, M & dlHd HS0l SHIIHel FHoE 0I0| OtLiet REHLZ
FHofeh PP S UEHHTH
KI2& . Domato

Domato2)= Google Project ZeroOlA ZJHSH CHEZAQI grammar-based DOM fuzzer

40

2, HTML & JavaScript 28 S s MAHGIH BCtRME HACZ HAS £SEHC.
-

e =82 B2 =& 24, 542 &, Ol JIE&Ql JavaScript 2

Domatol| IH&E S& CISDt 201 QA ==~ JCH. M AHMN HoE 28 RES DI
BOZ HIML S M45H &, 0l Y &2 MESHCH. 0IF executorE Sl 44
HE HIML IS EctMOIA otLtA Aeicl, Al 28 R E 2 EEHC

_12{Lt Domato= coverage feedback= & E0HAl L2, &= MAH HEHUHAM DOM 28X
2t QJ0IF ZHILE APl S5 WtE Dotk 2=l =, HIML 242 28 |84
OtS DIXRE 2, ST OOM APIDF SEEJ] /st MH Z2A0ILE 28Xl &Ef He= 2y
SIXl &2=Ct 0l2 2o AN 3t e 2X0 =0tk 26t= 2250| Ci Mg

2) Ivan Fratric, Domato: A Grammar-based DOM Fuzzer, Google Project Zero, 2017.



KI3ZE . FreeDom: Engineering a State-of-the-Art DOM Fuzzer
FreeDom3)2 Domatol| StHE ==t At HICHEl semantic-aware DOM fuzzer OICt.
FreeDoml A JHEE & M4 Al H=dt 2HAE IXE S0HA, DOM 24 A2 201H
A2 AE MOIE dedot= AOICH. 1AM semantic—aware2t, DOM 28Xl 2to| M4
&AM, 2E 2, 02l EF APl SE0| REdiXlJ| RAst TAHS BHEGHH LHES M

P

0

Ol

DomatoJdt HTML 2A2l =& HXE EGte O =8 S SUALY, FreeDom= DOM Ec|
AUA HHMS0l ANZ MEE= YA =&ES EC. 0IE =0, S DM HIAME=
S BS LEIF ZMHol0I2t S5 JtsSotH, 22 =42 M2 e et &
£OF Zet&ICE. FreeDom2 0l248t MLE RLHESOZMN, 2HECZ= R&6HAIL
SiIRC 2= FHAE YA M4Hs =020,
CIEH IHAl WebIDLS DIt 22 2J0| RS FHEHCh= SHHIE JHRIH, Z& Bet*M

e et EME

1
s0
[m)

MI4Z& . SaGe: Towards Better Semantics Exploration for Browser
Fuzzing

SaGet)= FreeDom2 semantic-aware &2
Context-Sensitive Grammar)2J|Bt 2|0 RE&S KOS D
APl S & AlQ 2 (context)S YAIHOZ DNedotd, ¢

£ Bl MAZECZ =0l= S SHZ &

o
o
fu
=

S5, PCSG(Production
M fuzzerO|Ct. SaGe= DOM
M DEUAS 20 @F

—h

SaGell =2 S&2 W3C WebIDLE JIBI2Z DOM CIEHHIOlA BEE +=&otdl, 0l S
of APl S92 X HY XAds ZEIstt=  FHOIGH PCSG=  JIE
CFG(Context-Free Grammar )0l 2% HEE 2§ s SEz, SUsH M RAOI2E &
= XL A AEHO et A8 HRIF Zetd = UESE EHEJULE. 0l Sof
SaGe= H= Ml 28 ZHE B0 APl AIS A0 2= 20 2ot gr ettt
el & ZA =F2 WebIOLO 2lE=8Cte 22Xl 8HHE JHEICH &N Bt A
didie #8 WEUA FOHEHL =& 2IHHOIA, E2 HREHEZ0 =5 &=
API=SO0| ETHetCt. 012 2ol Z& J18t 20| 22 &N dde #8l =X It
sS40l YA2H, Ol HE &8 MotZ 0|0&E = UL

8t SaGe2l PCSG 718t 20| LEE =2 23 M4 WEUAH =2 He HES &

3) Wen Xu, Soyeon Park, Taesoo Kim, FreeDom: Engineering a State-of-the-Art DOM
Fuzzer, ACM CCS, 2020.

4) Xinyu Xing et al., Towards Better Semantics Exploration for Browser Fuzzing, IEEE S&P,
2021.
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