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On the Analysis of Web Browser Security
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Web Browser background
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Web Browser background
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Web Browser background
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Web Browser =41 Ot7|ElA challenge

A Moving Target
Bt XK= gUAEQl HHO|E 7|} HE &OH0|E 7|8 7rEICt

weekly update?t U2 H =

-o- Commits on Jan 3, 2025

Update V8 DEPS (trusted) ==
[[I‘ EI‘A‘I I_-ll 9_' AE-I ﬁl 0‘" xﬁl %6;_"[" @@ /8-ci-autoroll-builder authored and V8 LUCI CQ committed 4 hours ago - v 2 /2

[gecmole] Pass system include flags to gcmole =
“?3‘,. LeszekSwirski authored and V8 LUCI CQ committed 16 hours ago - 2[2

Update V8 DEPS (trusted) =
.. v8-ci-autoroll-builder authored and V8 LUCI CQ committed 17 hours ago - 2/2

[maglev] Ensure smi-ness when storing length in JSArray =29
.. victorgomes authored and V8 LUCI CQ committed 17 hours ago - 212




Web Browser =41 Ot7|ElA challenge

Overwhelming size

source code T+ 27} 0§ ALt

0-day, vulnerability, mitigation 27t 42| QUCH

->Chrome, Firefox, Safari, EdgeS 4CH EE2I2XZ HO|
->O0|FFE2f7H, HIEALSl 7] AtE, NVD S2 HIEHCZE HE 37



Web Browser =41 Ot7|ElA challenge

Unique design

He X 0tCt 2t AReh, M fALREO| CHEL}

et 2= a2 XM E 28oH7| fle O7|HME Feiste SAl0,
M&F UEO| +&&[X| B== offOfgtrt



Web Browser &4 OF7|El X challenge

serverl| 2X= 2 =20 A CtEX| F=C

ex) XSS, SQL Injection

gLt UXSSE Eetf A2 Z2XH0|22 =&F0|A CHEL



Web Browser =41 Ot7|ElA challenge

HelR XM L2 M|A = Principle of Least Privilege= 7|95t #oH0| HO| =,

Heote| o= 2EMH 2| 7| 5= O| &¢tLt.



Web Browser =41 OF7|ElN challenge

browser

renderer

ohter



Web Browser &4 O}7|HA] challenge

browser Z|Z= spawn — user privilege(high)

renderer

ohter



Web Browser &4 O}7|HA] challenge

browser Z|Z= spawn — user privilege(high)

renderer

ohter

sandbox <
pass a sandbox profile to the OS



Web Browser &4 O}7|HA] challenge

Z|Z= spawn — user privilege(high)
\restricted privilege

sandbox




Web Browser =41 OF7|ElN challenge

v

browser

A

renderer

ohter

sandbox




Web Browser =41 OF7|ElN challenge

browser

<+

renderer

ohter

sandbox




Web Browser =41 OF7|ElN challenge

browser

renderer

<-

ohter

sandbox




Web Browser &4 O}7|HA] challenge

browser browser ( broker )

renderer

ohter



Web Browser &4 Ot7|ElX| challenge

browser

renderer

ohter

O/C|0f TtA] (Media Parsers): @4, 0 CQr|e I Mz

DOM QAZEIl: HTML 2A12| 7+ 2}
JavaScript A%l & @ ZHXE HH,

renderer : parsing contents (media, DOM, JS)

|

remote server



Web Browser &4 O}7|HA] challenge

browser

attack surface
renderer renderer : parsing contents (media, DOM, JS)

|

ohter remote server



Web Browser &4 O}7|HA] challenge

browser

attack surface

renderer renderer : parsing contents (media, DOM, JS)
ohter remote server

sandbox : O 2 X¢hzl ¢t %’—IOHH = Z el Ct
HO|X| 2+ A 2|7} &[0 RUCE



Web Browser =41 OF7|ElN challenge

browser network

gpu
renderer

plugins

ohter D=3 o7 "l
and ..

7| SOl & =2 Hotah 20



Web Browser &4 O}7|HA] challenge

md Drowser
7HE A

IPC : processi! &1!

renderer N i
r browser process”| reference monitor2 & 5ot Y& 252 X|etatC}
J-EQWWHEE
> o ol o =
ohter - system calle 2| =2 #oH0| 2ot S2;

H 1 2 Al IPC filtering= &S0l E2t2X K| 0f A2F0| 7HX| == SHCt



Web Browser =41 Ot7|ElA challenge

Origin: Z2EZF, L, ZE 5 7|&E2 2

F7|, DOM, AJAX 8 £ EH 2|AAQ9 MTEE

B SE

offe a7t 52

CDNOJl A asset, js &= load, iframe AtE A| Et origin ZAEIX 7} |oad I CH

—e
ot

=MOM 2



httpl:h{www.example.cordk:SO)

T2EE or SAE EEHS
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Web Browser =41 Ot7|ElA challenge

webserver A

webserver B

browser

website A

website B

o g




Web Browser &4 O}7|HA challenge

webserver A

webserver B

browser

website A




[ document J
Root element:
<html>

Element:
<head>

Element:
<title>

Text:
"My title"

Element:
<h1>

Text:

"A heading"
Element: Attribute:
<a> href
Text:
"Link text"

Element:
<body>

Document Object Model




Web Browser =41 Ot7|ElA challenge

Browser — website A (js+DOM)

frame A frame B

website A website B
(js+DOM) (js+DOM)




Web Browser =41 Ot7|ElA challenge

CORS: Cross-Origin Resource Sharing
SOP S 213} 517| Qlsf M=l EE

M S E O =7t
Access-Control-Allow-Origin: * W



Web Browser 241 Ot7|8l X challenge — browser 7t X}0]

4

/
tab A tab B ,4/
renderer
renderer renderer 2
Origin 1 Origin2 [ | 4 services /
H  GPU ¥
browser network
<chrome>

_~
tab A | —Tetwork /|
renderer | GPU "4
tab B < Plugins
renderer
browser Plugins
<safari>

Chrome & Safari &= renderer?t GPU 7} 22| |0 UL}




Web Browser &

= Ot7|EX challenge — browser 7t X}0|

tab A tab B
renderer
renderer renderer
Origin 1 Orgin2 | | 4 services
— GPU
browser network
<chrome>

T~

Chrome 2 network sandbox?t 7121 &
& A HM = EH BRE2ZC-MX] Z2 f

-— =T

>|>+ ru
Olo K

rot



/

tab A
¥
renderer SOCket
browser H
media
tab B management .
extension
renderer
- browser
GPU(windows) interface

<firefox>

Chrome, Safari, FireFox= network Z2ZMAE &

=2 &

2|



tab A tab C
renderer — Renderer
J | plugin |
tab B
renderer —
tab D
browser
Renderer
(localhost)

<Internet Explorer>




2t2k9| originZt GIO|Ef B8 AHEH -> UXSS AHEH

/ |
tab A / / tab B
renderer
renderer renderer
Origin 1 Orgin2 | | 4 services
— GPU
browser network

<chrome>



tab A
renderer SOCket
browser H
media
tab B management .
extension
renderer
- browser
GPU(windows) interface

<firefox>

Fission : Firefox 88 H|E}O||

-> Chrome site 2 2|2}

2t
=

=
o

HE[ ZA|
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Rendering Engines & JavaScript Engines

@ Chrome /é IE ‘ Firefox
| ‘ | ‘ | ‘




Javascript X 2[& ?[3l js engineO| AFE EILCE.

Javascript -> 7| A0 S &
JT(just in time) AL U S Sl 2 =& W= oL

2
T o= ALE EFYO| XH=HE =T,

ANzt AlZO o222 HEH0| BdStE 7[A0E d-dot= 827t UL

Js engineO| CrYSHX|TH ®F0| Z7(0 O{Ef HE = FASH 327} R
M X0 webserver backend engine 0| = node js 2 Z2 js engineg 375t A7t 7|0

U =0| =Lt



V8 example

Google

JavaScript
Source Code

Parser

Interpreter

Ignition

'

Bytecode

/

Abstract
Syntax Tree
Compiler
7~ & TurboFan
Optimized
\ — | Machine Code

JSConf EU 201701 A & E 3} Franziska Hinkelmann & 2| At=

@fhinkel



Rendering Engines & JavaScript Engines

@ CliFore /e IE ‘ Firefox

0 Safari
|

webkit fork




Rendering Engines & JavaScript Engines

@ CliFore /e IE ‘ Firefox

0 Safari
|

webkit fork




Rendering Engines & JavaScript Engines

@ Chrome ‘ Firefox
|
SpiderMonkey

0 Safari
|




Rendering Engines & JavaScript Engines

e Chrome /e IE ‘ Firefox

o Safari
|

Ref : https://en.wikipedia.org/wiki/WebKit#JavaScriptCore AKA 59

Webkit2| js engine2 JSC(javascript core)
2Lt safari= JSC -> Nitro 2 T 25HA| &l CHE|==5HX| 2 opensour.



https://www.appsierra.com/blog/microsoft-edge-browser
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Web Browser =41 Ot7|ElA challenge

Rendering 2 ZI10| CrASHE O AN 7]S
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Web Browser &4 Ot7|ElX| challenge — OS £0|-d

Sandbox 3 BAIO| OS2} OF7|Ell K Q| o| =M

Sandbox & 7|&
- Hot ZA  ESiEo| At AAH =8

rot

A
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Web Browser &4 Ot7|ElX| challenge — OS £0|-d

Windows &%, security token & A2 SHC}

Renderer : low integrity token@ 2 A3

Renderer->Broker write H3st 91

Windows= M &2tz 82 HOE XN35HK| &

nlo

chrome, firefox= At IPCE2ZEZEZ M E3IE
Edge= windows80% A =& &l AppContainerg &

DACLZ &dl, &4 &l sandbox?t CHE process

M|

Broker(browser) : Medium integrity token2 2 A&t



Web Browser &4 Ot7|ElX| challenge — OS £0|-d

Linux2| 82, 37tX| &S ArESHLY.

- Seccomp : eBPF YO{E 7|HtO 2 St syscall filter ( broker7t AtEAF HO| #4l8 HESHC})
- Chroot : It HZ2= A tot7| {8l chroot jail& AHESHLL.

Firefox2| &% broker?} fd& ¥ O{2tA rendererOf| A =Lt
- Namespace : AFEAL HJAHO|AS W85t Z2M A7 B9 UIDGIDE 7HEICE

[t Z2M A7 0|5 M2 4 Qith 2|a2 ©E
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Web Browser &4 Ot7|ElX| challenge — OS £0|-d

macOSe| A2, sbte S O|8tC}

sb file -> sandbox profile Lt &



Web Browser 44 O}7|ElX] challenge — OS §0|

mobile2| A% sandbox 0|80 A <2k0| AL}

Sandbox= M E 2| 2|AAF BO| A8

SIEQI At@el Mete 2 sandbox”t Bl2d 2t E| ALt

X~
o



Web Browser &4 Ot7|ElX| challenge — OS £0|-d

mobile(android)

Origin Isolation & 22
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Web Browser Exploit
=H
« UXSS(Universal Cross Site Scripting)
« ACE(Arbitrary code execution)



Web Browser Exploit
UXSS(Universal Cross Site Scripting) Tt?

XSSEA 2 EAIO|E 22| X7t Ofl O] 7F @l HO[X|0f ofd A3 EHES e

Safarifl Al webcam H3t &

Apple Safari URL js bypass

() We've addressed the issue in all planned releases.




Web Browser Exploit

ACE(Arbitrary code execution)Zt?
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JRRR 25N 25U N 2R —

----------------------

.Overwnte funcptr Ovemmte retaddr C)vemrwn;[e :::31 . cgml:a : Overwme RWX for JIT i
e B S — . R ——— T — P—
:Overwrite vﬁable Hardened JIT mapping
- :F ............ Oul-of-pl'ocess JIT
; ACG [NX]
;} Code signing

¢ Logic bugs
JS engine bugs UXSS bugs
o | T o
Isolated heap it native code with ;I B e e
[ ‘L j memorycomphion  EMIEENESEEEE NI NN 0" gin chock bypase
Heapmendita | | ciion iRl sde-ciiocibugs | Incorree context
protection | |=oARTG + ..................................
l [ Topecherk |\ [RGROTR RG] T ———— T—
P T " Arbitrary excaution e
_:Abuse unchecked : + Sandbox
Corrupted array ® % StructurelD. > :I

Y
| Perform malicious action |

~ Vulnerbility

|| Mitigation

| Attack

[ ] Attack primitive
+>» Exploit path

+> Exploit example



tab A tab B
renderer “f
renderer renderer
Origin 1 orgin2 | [{  services
— GPU
browser network

<chrome>

JS engine bugs
/ : JIT analysis bugs

UXSS bugs



-----------------------------

¢ Logic bugs
JS engine bugs UXSS bugs
o | b e
Isolated heap ig Emit native code with i, et . e
| ! ;~ memory corruption " :JIT code generationbugs : | Origin check bypass :
Hap metadata TP e : ."ﬁ."rﬁi'.'&""%'& -------- i;;n-:fé;u-n-{-u;uq
protection Twew;ﬁmon  Non-JIT side-effect bugs : COTOCt Context .
l T R T ——" —
I ............. Arbitrary execution e
i Abuse unchecked t | Sandbox |
Compelamy ¢ " . StructurelD > | Execute code |
— ! ; 1 | Becuedain ; (F>RCEQUXSS | Mitigation
............................................................................................................................................. A
ViGuard| | : Overwrite saved | Overwrite f‘
- lOverwnte funcptr Ovenvnte retaddr © CTX/EH struct it c?r] data © Overwme I;WX for JIT;
N Frerenggrennnnind g LI NOL L SPGB &
{Overwrite vﬁable I SEHOP lencoding | Hardened JIT mapping | Perform malicious action |
rsssresasen :F ............ SafeSEH Out-of-pl'ocess JIT
» PAC
Pointer authentication cod%‘rﬁ ------ B
— I o, Ja— || Mitigation
O S N e
-I—)_Out-of-order execution ; Code signing [ "] Attack primitive
.................................. b el

+> Exploit example



Isolated heap | g Emit native code with_:,
| & '( memory corruption
Hap metadata COTTYTTCTrPre TYTTTN
protection me;*'mn
: | Typecheck |i[AddrOf & FakeObj|
T : ;- Abuse unchecked

............................

-VTGuard 'Overwrite saved Overwrite
P i crxmgm ool ; vervaie '}r‘”’“”T
 Overwrite vitable I SEHOP lencoding|  [Hardened JIT mapping
lllllllllllll *Illllllll.'lll : : ) pAC safeSEH Ou‘-or-pmess JIT
Pointer authentication cod
ise instructi *—H"*’fdmm"“m:} ACG [Nx]
| ms— e

1
'
‘; -------------------------- .. ------------------------------------------------------------------------------------------------ l ----------------

-----------------------------

¢ Logic bugs
JS engine bugs UXSS bugs
mcodesmmbss ...... On gin check bypass
Nopditaesiing o s
Arbin'ary execuu’on . %EI

Y
| Perform malicious action |

vvvvvv  Vulnerbility

|| Mitigation

| Attack

[ ] Attack primitive
+>» Exploit path

+> Exploit example



MiraclePtr — UAF mitigation [ 35 & YOI =F0f| A Tl L8 ]

\
\
X
\\
\
— . S \\\
3 e ' = = o|x 1T
. 3 i e rroes buee Atack Blue space& E0|7| ?lof D[22 =
= operating system bugs ful .
Web contents | 3 | eeromunn M5 Qrange= os interfaces 2= F
g 2
/
/
/
/

Ref : https://security.googleblog.com/2022/09/use-after-freedom-miracleptr.html



MiraclePtr — UAF mitigation [ 35 & YOt =F0f| A Tl LIE ]

100 recent high-severity stable-impacting Chrome security
bugs

50

B Uninitialized dala

I iterator invalidation
B Data race allocated memory
B EBuller overflow
Il Bad cast

mve T
B Logic error

raw_ptr=T=
| T plry, |

40

30

10

BackupRefPtr2 chrome & EEXL0 =7}

Renderer Brawsar

free,delete A| referce counter} Y= 42
SHAN|QtStn Ag|

Ref : https://security.googleblog.com/2022/09/use-after-freedom-miracleptr.html



o BN

Broker(browser)
renderer
.--I:(-;g--loct:--l-)-aéas ----------------------------- ‘§
JS engine bugs UXSS bugs
‘ ' ' “‘j‘[“‘[“;;;ﬁ;;;;};;g;“u ...[.’ ........ I.(.).é.‘.‘;.ég;l;-e---. ;
£ it mative code With e rrotenl | Abtabaab bbb

| & i memory corruption :JIT code generation bugs : i Origin check bypass :

Hap metadata .................. ."“‘:. "P'i."._.ji:l""“d""“ﬁ:‘é‘c'{'l‘); -------- i};!l-%uv--!-{-ouivtll

protection TYPe"?F““"’“ iNon-JIT side-effectbugs : | Incorrect context

L It Cand
} l Sandbox |
RCE to UXSS!

Overwrite viiable
rsssresasen :F ............

T 'l'
SEHOP lencoding |

Hardened JIT mapping

SafeSEH

Out-of-process JIT

ACG

Code signing

Y
| Perform malicious action |

| Vulnerbility

|| Mitigation

| Attack

[ ] Attack primitive
+>» Exploit path

+> Exploit example




Renderer/t & = U= E2I0|H|,
714 QI 0|ATIC Z

o o kernel
Privilege escalation renderer
R
JS engine bugs UXSS bugs
"'ji'f;n"éj;;'sis"};;'g';"' ...[., ........ igé.‘;.é.b-;;;;"l ;
Emitmativecodewith i S e
I & i memory corruption : :JIT code generation bugs : : Origin check bypass :
Hap metadata ....................... : ."N.....-.j'i:l'-".‘d'."“ﬁ:"'t"&; lllll E'"i;;"'%"""{“‘i"'i
s £ Type confusion Non JIT side effectbugs ;  ; Incorrect context :
Corrupted array

" y ! J " : ‘
I 2 2 e —

VTGuard
- Overwnte funcptr 0""‘3“""te retaddr crx/E.}f‘i struct :: cnuc?[! data

TR, T e ol e e P — _ :
(o v&able SEHOP l ““SI Hardened JIT mapping I Perform malicious action I
............. C SafeSEH Out-of-process JIT

- Vulnerbility

|| Mitigation

| ACG [NX] | Attack

ICode signing [ ] Attack primitive
+> Exploit path
............................................ > Exploit example
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Firefoxf Chromiumfi Safari/WebKiti Edge/IE}

(1) Total CVEs 2190 2582 1436 2278
Web Browser Bug trands (2) Collected CVEs 2066 1912 1436 2278
(3) Pwn20wn [61] 14 9 37 31
(4) Google PO [58] 7 22 8 22
[ : Xt Of
CVE = Chromlum gl 7|- © . s E|- X OF Browsers bugs Browsers #LoC - - 55M
Pwn20wn exploit= safariZb 7F& BLEF 000 ] — Firefox ® Firefox 7 ., |som
»»»»»»» Chromium <4 Chromium / / - 45M
— - EdgellE ’ I
» ge 40M
§> 15004 . . Safari [ asM
s - 30M 3
é 1000 - L o5 ®
= - 20M
500 - L 15M
_ L 10M
i = =" ium - 5M
0

2000 2004 2008 2012 2016 2020

Vaar



Web Browser Bug trends

Js engine : memory corruption, & Ao JIT Ao XM}
Renderer : contents processing(parsing2 2 %) -> sandbox escape



Web Browser Bug trends

Js engine : memory corruption, £X Ao JIT Aot %3}
Renderer : contents processing(parsing2 2 %) -> sandbox escape

mitigation ( bug trendsO]| [} mitigation ) :
JIT Hardening ( JIT bug )

Pointer Authentication Codes ( memory corruption )
Site Isolation ( sandbox 7{fM )

Overwrite protection : &% or 27| Hoto 2 A - FO| M XtAM|S| CHE
XOM : iOS 10 on ARMv801IA1 jitAE FAE 7= UE -2 U8 022 S



Web Browser Bug trends

Exploitable bug? 34%7f js engine F

1 S0AME JIT bug/t &% =+

addrof : jsZiX| o] F=AF El
fakeobj : &2 —’F—i% X = H2t5H0

rok

rot



Web Browser Bug trends

DOM bug : UAF7} CHE &£

type confusion &= type check@t &2 mitigation2 Z LH&
(o I dst2L}, x[20= 3 k[= &40 OtH)

Object Shape Authentication : StructurelD EE+& ShapelDOf| #HE A EZ L] HEE F7}
Address Space Isolation :
GigaCage: 4GB 7t&f M 22| BF S AL AMZ CrE 2 &2
PACCage: GigaCage2t PAC(Pointer Authentication Codes)= ZAgtsl 2ot 23}



Web Browser Bug trends

AAHE 1
memory safety language : RUST

FirefoxOl Al rust& A& $tC},
Rust= memory bug =0|=0[0| 21A

MSS CHFsh MG 7} rust £QS M3xo=



Web Browser Bug trends

AMAE 2

Google VRP =
(RiMlet 282



Web Browser Bug trends

AAE 3
Bug B7 A|AH

Firefox2t Chromium2 A2 CHE H+E B

o
Firefoxe= Chromium2| B 10| CHSH 58%2| LX|

CVSS-V3 = NVDY M XN|Sst= s H A4 E BIF 7|&.
HIE &= Firefox2} Chromium©| Z+2+

Ol 2k 2X|20| RS



Web Browser Bug trends

Overwrite Protection
Fast Permission Switch :
- APRR(ARMV8 Permission Register) : ios 110|Z ARMv8O|A| =

H O[] Het rwxE 8702 T& 2 XA AH0| of 85ty A2 =EE dots 282 =
W

=
IT G2 stat rxE X810l Zash(+ASE) HL2H 2 unlock funcs S8

- Intel MPK(Memory Protection Keys)
4bit & 2 HO|X[0f F=715t0] MM A H|Zd=tet 47| HZ2deE MS

ITEG2 rx2 7 A= &8 = BHFZE 27| Asto] Hieh=Irt



Web Browser Bug trends

JIT-based code-reuse mitigation
JIT Spray :
S X7 CH=FO| JIT codeE M2 2|0 22 ASLR/DEPE bypas®HLt

Mitigation :
JIT code 27| Hot2

AL}
64bit platform 2222 ASIR A EZL|E F3ICt



Web Browser Bug trends
JIT-based code-reuse mitigation
JCRA :

JIT code®| gadget= |

Mitigation :

controlled bytes elimination - =312t HEHSIE
7

=t
=

&5t exploit ZEE

internal randomization - @& 0] 7t ML& @



Web Browser Bug trends

JIT-based code-reuse mitigation
SDSM(Super Duper Secure Mode) : JITS H|&-d3}



Web Browser Bug trends

AALE 4

JIT compiler bug®| It&

NTAEN[ 2| S &gt Bzt Al

= O
g5 A|Xsiet AR Zao

Ot
o
3>
HU
0
0lo
o
<
I
il



Web Browser Bug trends
SOP bypass, UXSSEA| £ & A| E2t2X Q| Mg = 0| ALt
AAHE 5
SOP bypass, UXSS 2 £ site isolation2 £ L{&

TR A XN BHS 2SI}

A 3R EHE TRl FOFY2 0T BXZ HOlrt

site isolation2 chromeI} firefoxOi| A BF HY I =| QI C}



Web Browser Bug trends

1-day : vendorZ} &3] TjX|

& T2

0-day : report O]

ALOIOfl AHZ

=
—

J

H&o

-
o

—t

KF-
Ok

d

Of HiZ ||

ROIE: MZ22 7|5

|
=



Web Browser mitigation &7

Sandbox 2| &M
SAXHE renderer0O| Al kernel, system service, browser process(broker) i &2 2 escapedi OF2HCtH
0-day exploit2 MX|SI7| fIot &2 =Tt

Win32k Lockdown :
Win32k Ol A RIE2 AHYE FAHO| ME It LIS Hif 20123 ms+= system call disable policy2t=

A ZQSHRALE 0| win32k Iockdownol ct fECL}

edge, chrome, firefox?} X E{ &SIt



Web Browser mitigation &7

Hypervisor-based sandboxing
WDAG(windows defender application guard)
Hyper-vE AF23}0] hardware layer®l Al windows instanceE 44

7t H Al escape -> O ELCH

Edge7t = ¢



s=o ygo opy Hardware isolation of Microsoft Edge & Microsoft Office

~ | with Microsoft Defender Application Guard
XM Y=2(11~)& 0/0] host os £Ef WDAGE = st QUCt

r’ | 5

Microsoft Office Microsoft Edge Apps
«— «— —
Windows platform —  Windows platform e Windows platform e Critical system
services services services processes

Kernel Kernel Kernel Kernel
1 T il T
!

Device hardware

Ref : https://learn.microsoft.com/en-us/windows/securtyfapplication-security/application-isolation/microsoft-
defender-application-guard/md-app-guard-overview



Web Browser mitigation &7

Hardened Allocator

Browser= ‘ds 1t 22t O| 72 XA heap allocatorE 2Lt

Isolated heap : & 7I=ot 24X et CHE AME oM E2[SH=CF

oMl el M7 CHE 2(0[0tR AN =2 TALE L= A= LX|(UAF-> type confusion)

Delayed Free : GC(Garbage Collection) & 12|F& A5 &xR7F Sl=(re=0) & 4HZ MA
Scanning -> 2B S Sl0|M HR(MEZ Z9IH 22 ¢HE &=

StA| . Dangling pointer 7t Mg == S



Web Browser mitigation &7

Heap Metadata Protection : & ®30| HEIHO|E{(ZtLig| &2 HE ZHhUSIH AAE

Chrome2 partitionalloct| guard page Z=7t5+0] overflow A| O EFH[O|E overwrite & X|



Web Browser mitigation &%

Control-Flow Integrity
910| 2 control flow(X3 SE)0| HO{7t= AHAE HX|St= 7=

PC B X HfX]

1. Virtual Function Table 2 E23}+= canary
2. Indirect Branch : 7| &= & FAE AASHY allow list0f] A=X| =H0I

3. PAC, MPK(&Of Lt2)aiHo Z Qlo| O 2| A 7| HX]



Web Browser mitigation &7

Side Channel

Meltdown, spectre 22 7iA|, 27| O|F 52| 54 HE I} 54

GPU M| 22| M A I EH Ioating—point timing channel(
HotR XN APl o4& 52 40| ULt

e Yy
- EfO|H s &t = H=7
- TS jitter LAY

(@]
ds Aotof] d&s =Lt

Timer resolutionS



Web Browser mitigation &%

Resource Sharing Prevention : site isolation, COOP(cross-origin-opener-policy),
COEP(cross-origin-embedder-policy)

SharedArrayBuffer@| X2z}

Spectre X Meltdown &2 0|Z, SharedArrayBuffer= 18| = EIO|H 40| &8 Jts8ICH=
O|RE BE Fo HetXO0|M HZ2dstE.



Web Browser mitigation &7

UAF mitigation : MiraclePtr(V8) ( ¢tLI2= = Y10 A 0j|A 2 HHE
=0l = ZEEHH0 M8 2 o|™o|etl &7, AR MEE|N U=

Torque 2101 = Q{(V8)
C++E CHMISH= 21O 2, Domain-Specific LanguageO|C}.
LoC7t 3AA E0H=BAM error& LA



Web Browser Bug EX| Tools

Browser Engine Homogeneity =X

ATl FefHo| o] Hete X & o E2|A 0|10 s O|E 7tsd0| =3

rok

Chrome V8 I EI2 Chrome, Edge, Opera, Electron, Nodejs & CtYot SEHZ 0| A AIE

= =
WebKit= iOSO| A ZH 2 A2 E[H, WebKit F &= i0S & CrE 22240 S4B 4

off 2 g
HetR XN HIE 7} JavaScript A RIS 57 210|222 HEZE M=

OTA(Over-the-Air) I HIO|EE E8| I X|E XA} 2 H{ZSI0] S 2 724}



Web Browser Bug EX| Tools
Fuzzingd} Static Analysis

HEA T Ee)
Mutational Fuzzing : 7|& &3 O|O|HE HAHSIH HAE
Generational Fuzzing : M22 ¥ HO|HZ &d

+ coverage feedbackE& =& , HE & fuzzingl = H 1

Ul

e
xXO=

Static Analysis : 28 210| &4



Web Browser Bug EX| Tools

Fuzzingd} Static Analysis
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