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[1] 7| & Grey Box Fuzzer 2| &

BlackBox Fuzzing : no program analysis, no feedback
WhiteBox Fuzzing : mostly program analysis

GreyBox Fuzzing : no program analysis, coverage feedback
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BlackBox Fuzzing :
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[1] 7| & Grey Box Fuzzer 9| &H

BlackBox Fuzzing : no program analysis, no feedback

WhiteBox Fuzzing : mostly|program analysis | Testing specific paths, detailed bug finding
GreyBox Fuzzing : no program analysis,|coverage feedback




[1] 7| & Grey Box Fuzzer 2| &

BlackBox Fuzzing : no program analysis, no feedback
WhiteBox Fuzzing : mostly program analysis

GreyBox Fuzzing : no program analysis, coverage feedback

| All program analysis at instrumentation time
-> No Runtime Overhead



o

[1] 7| & Grey Box Fuzzer 2|
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[2] Grey Box Fuzzer 2| StA| ( not effectively directed )

BlackBox Fuzzing : no program analysis, no feedback
WhiteBox Fuzzing : mostly program analysis

GreyBox Fuzzing : no program analysis, coverage feedback

|—> can't be directed



[2] Grey Box Fuzzer 2| StA| ( not effectively directed )

What is Directed Fuzzing?
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[2] Grey Box Fuzzer 2| StA| ( not effectively directed )

What is Directed Fuzzing?
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[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

S8 425 N2 Y
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patch testing : commit 52 &2 &
crash reproduction : stack trace e= &2 2 &
SA Report Verification : “dangerous” location = CH& 2 = ¢

=
Information Flow Detection : private information0| S 2+ X|H



AZ sh2st7| st ¢

—

e ( directed fuzzing, CFG analyze )
What is Directed Fuzzing?

program analysis : identify program path

symbolic execution : path condition check
constraint solve : find an input



[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

symbolic execution

state{stmt, o, Tt}

-

stmt : statement, CtS0| ot A EE KT EY|, M
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S)

\

o : symbolic store, T2 1| HE M=

o
= )l- aﬁ J_—ll' -l_—'@ﬁfs I:IH

OH!
OF

o &

o

0 & 2t (association) S » 7|22 EHELICH(ex. b ap )

T : path constraint2 B2 XN f Z=H0| MY EICE stmt7t ¥ 7| !5 2Tt
a; 2| &8 20| O 20| £[0{OF St=X| XZEICE.
Z70& tureZt MO AULE.



[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b}

state A

int x=1,y=0;

if (al=0) {
y =3+ X,
if (b==0)
x=2x*(a+h);
)3

assert(x -y I=0);

v

oc=awva, b aq
T = true

stmt = int x=1, y=0;




[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) {
int x=1,y=0;

state B

if (a!=0) {
y =3+ X,
if (b==0)
x=2x*(a+h);
)3

assert(x -y I=0);

v

o=x+~1ye0
oc=awvag,beaq
T = true

stmt = if (a!=0)




[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) {

state C

assert(x -y I=0);

v

o=xem1ye~0
o=awva, b a
m=a,; 0

stmt = y =3+ X;




[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) { state D
int x=1, y=0;
it (a 1= 0)— » lo=x+H1y»0
(b =0 G=araybra,
x =2 % (a+h); m=a,; =0
! stmt = assert(x -y 1= 0);

assert(x -y I=0);

state C/ D I 2 Lz



[3] O SHAIE sl Zst7| 2Ist & ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) {
int x=1,y=0;

state D

if (a!=0)—f >
y =3+ X,
if (b==0)
x=2x*(a+h);
)3

assert(x -y I=0);

o=x+m1yem0
o=awva, b a

m=a, =0
stmt =

{1 y }
assertl(x -y 1= 0)f
ture

a=0 & M

A =

=2t

rir

mo o>

oo
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[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) { state C
int x=1, y=0;
it (a 1= 0)— » lo=x+H1y»0
"6 —=0) G=aragbra,
x =2 % (a+h); m=a,; 0
} _ _ .
assert(x -y 1=0); stmt = y=3+x
}




[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) {

int x =1, y = 0; state E
it (al=0) {
y =3+ x » |lO=xP 1, y»4
it (b ==0) _
x=2x(a+h); 0 =ar dg b+ ®b
¥ m=a, #0

} assert(x -y 1= 0); stmt = if (b ==0)




[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) {
int x=1,y=0;

if (a!=0){ state F
y =3+ X,
if (b==0) » |lo=xm 1, ym4

, x =2 = (a+hb); o=awva, b a

assert(x -y 1= 0); T = (a, +0) A (ap + 0)
stmt = assert(x -y 1= 0);




[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) {
int x=1,y=0;
if (al=0){ state F

y =3+ x;
if (b ==0)

v

o=xep 1,ym4
o=awva, b a

T = (a; #0) A (ap #0)
stmt = assert(x -y 1=0);

}

assert(x -y I=0);

state G

o=x+1y—4
oc=awva,beraq
M= (ag #0) A (ap =0)
stmt = x=2+«(a+b);




[3] O SHAIE sl Zst7| 2Ist & ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) {
int x=1,y=0;

state F

if (a!=0) {

y =3+ X,

if (b==0) >
}

assert(x -y I=0);

o=xep 1,ym4
o=awva, b a

T = (a; #0) A (ap #0)
stmt = assert(x -y 1=0);

state G

o=x+1y—4
oc=awva,beraq
M= (ag #0) A (ap =0)
stmt = x=2+«(a+b);

o)
0z
OpA



[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) {
int x=1,y=0;

if (a!=0) {
y =3+ X,
if (b==0)
}

assert(x -y I=0);

state G

o=x+m1ym4
oc=awva,beraq

T = (ag #0) A (ap =0)
stmt = x=2+(a+hb);




[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) {

int x =1, y = 0; state H
if (al=0) {
y=3+x 0 =Xp 2%az+ay), y» 4
i1 e =0 o=apa,bra
x =2 (a+h); > ar b
} T = (ag #0) A (a =0)
} assert(x = y 1= 0); stmt = assert(x -y 1= 0);




[3] 2 SHAIE sl Zst7| st W ( directed fuzzing, CFG analyze )

What is Directed Fuzzing?

void foobar(int a, int b) {

int x =1, y = 0; state H
if (al=0) {
y=3+x 0 =Xp 2%az+ay), y» 4
i1 e =0 o=apa,bra
x =2 (a+h); > ar b
} T = (ag #0) A (a =0)
} assert(x = y 1= 0); stmt = assert(x -y 1= 0);

M= (ag #0) A (ap =0) A { 2(ay+a,) —4+0} — HUEZ A



AE ol &st7| #let 2

—

e ( directed fuzzing, CFG analyze )
What is Directed Fuzzing?

constraint solve : find an input

olgist 2t &

=

T = (ag #0) A (ap =0) A { 2(a,+ap) —4 + 0}

SAT, SMT, etc.

T8l= AE constraint solve2t i $HCL.



[4] 7|& A= 2M4&%HH ( directed symbolic execution -> overhead )

What is Directed Fuzzing?

program analysis : identify program path
symbolic execution : path condition check

constraint solve : find an input

memory X| 20| ZX|
computing power X< ZXj

MesiADel 4Exg HIEIY, HET)



[5] M2 ollZ 2 Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem



] ME2 82 28 XAl (directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Z| M3} = Xl (Optimization problems) 2t 0 2{7 2| ME7ts o £ 2 S0 M =X 2| 8fi(Optimal value)
P
P P
= Z[H oo 2Tt atE He 2HE YE =T

dut™ o = 7| A ets 200 A= H|-82h4=(Cost function) A} EEE XT3} A 7| = 2 EIO| Tf2tO|E
o

(parameter)E T5tA ==, O| A

i rulru

Ref :

https://wikidocs.net/17203#:~:text=%EC%B5%9C%EC%A0%81%ED %99%94%20%EB%AC%B8%EC%HA0%IC(Optimization%20problems) %EB%IE%80,%EC%ID%84%2
0%EC%B0%BE%EBY%8A%94%20%EB%ACY%B8%EC%A0%ICYHEBIA5%BCY%20%EC%ID%BCY%EC%BB%ABIEB%B8A%I4%EB%EBY%A4.



[5] M2 ollZ 2 Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

1. Instrumentation Time

- Call Graph (CG)%t Control-Flow Graph (CFG) &

- Z} BB(Basic Block)0i| CHoll =& X[E7EX|L| Ha| ALt

CZRIY S A2l 3 TS A X



[5] M2 ollZ 2 Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

2. RunTime, for each input

- collect coverage and distance information

- Distance 7|8F & AlZF 27H
AHLU0| =87 X|HO| 72 4%, 0|2 O 2eis0t
AU FH X|HUAM HE| B Y= EL, 0|2
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[5] MM22 siZ & M A| ( directed greybox fuzzing, DGF+DSE )
Directed Fuzzing as optimization problem
1. Instrumentation Time
- Call Graph (CG)2t Control-Flow Graph (CFG) =&
- ZF BB(Basic Block)Of| CHalf =& X[ =7H K|S 2| A At

A~
_I_jé)

I=
L
|
o™
-
%
N
L]
£N
A
2
i
-0
rot



[5] M22 siZ &' Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

1. Instrumentation Time

Function-level target distance : CG(call-graph)

BB-level target distance : CFG(control flow graph)

30

‘VL

CFG




] M22 sifZ2 &8 XAl ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

1. Instrumentation Time

L
I

HtAl (Coverage-Based Greybox Fuzzing) He| 42 28!
ZZ2 1 AE A|H™(Instrumentation Time)Ofl 2 & X|™7tX| 2] AHZ|

72| AFLOIL LibFuzzer 22 #HH2|X| 7|5t o[22 mR= £ A Motm, of HEE HEIYOIN BEFLICE
A e2|x FRote 80| YL MR [X.

SR g loetiom ] S € S| BRI, HE MRS AN BHZ MTA0, 2E XHo| ¢ 27He Lol
Ol £ FU4E2= USEIX| &, EAM0| E4HE 5= UCH AHE O HSHoR gdsts WAooz BM 5242 L



[5] MM22 siZ & M A| ( directed greybox fuzzing, DGF+DSE )
Directed Fuzzing as optimization problem

2. RunTime, for each input

- collect coverage and distance information

M

- Distance 7|8F & AlZF A7
AHYUO| |8 X 71712 42, 0|8 § el s¢r A ghL .
AHYUO| FH X|FHAAM HE| BO{H Y= EF, 0|2 WA mASL .



[5] MME2 off 2 2'&E XAl ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

2. RunTime, for each input

Seed Distance : seed input 1} basic block(BB) AHz2| zf2| E+

Instrumentation TimeO|| £+ /S =&

BB-level Distance Values: &=l 7|2 SE =0 CHSH A Of| A A= AH2| 2k,
7

=
Executed BBs Count M=l 7|2 EE9| & 7|

Seed Distance = (BB-level Distance Values)/(Executed BBs Count)



[5] M2 ollZ 2 Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

2. RunTime, for each input

o
el
(S
>t
2
ne
o
-
N
Mo
Ral
|
-
m
=
il

A4t El Seed Distance= 2 20|

Seed Distance’t R+ S(F &2 7MhE) H B2 AtdS 29
Seed Distance’t =TS (SE2 B0 H) A2 2= =Y



[5] M22 siZ & KAl ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

1. Target BB assign distance 0

2. Call(BB) function assign 10*FLTD

CFG CG

target e



[5] M22 siZ & KAl ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

1. Target BB assign distance 0

2. Call(BB) function assign 10*FLTD

!

Function-Level Target Distance

target e



[5] MZ22 o2 & KA ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

.__ Harmonic Mean
(==t B

oIt =5 o|det




[5] M22 siZ &' Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

oIt =5 o|det

N/ ,
._. Harmonic Mean
/ (=2t Eat)

A

n

BB Distance = (

]
1
Zl Z 0| (Path Length to Function Calling BB) + 10 x FLTD)

=




[5] M22 siZ &' Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

[(1+30)+ (2+10)71]

8.6511627907

Harmonic Mean
(==t H)

oIt =5 o|det



[5] MZ22 o2 & KA ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

A4 N/

12 )
rd
A

N/A

Seed Distance: 10.4
= (8.7+11+10+12)/4

Seed Distance: 19.4
= (8.7+30)/2

Seed Distance = sum(BB distance)/(Number of executed BB)
= Avg(BB distance) ©



[5] M2 ollZ 2 Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

2. RunTime, for each input

o
el
(S
>t
2
ne
o
-
N
Mo
Ral
|
-
m
=
il

A4t El Seed Distance= 2 20|

Seed Distance’t R+ S(F &2 7MhE) H B2 AtdS 29
Seed Distance’t =TS (SE2 B0 H) A2 2= =Y



[5] M22 siZ &' Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Simulated Annealing
43HA7|L, E2Z 5L

HE| AlS) 2

ik

Sl (solution)Of| 7177t Wk 2

Simulated Annealing= Ot Of 31—3— =ME 2 S
M gtsto 2 0| &ot= A

Ol st H2 =& 2 O dkl=

=20|M B85 88 Z2]



[5] M2 ollZ 2 Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Simulated Annealing

¥

Z7|0fl= BESHA BStH explores ZEOHA|T ML= AMZS £[H2I0| exploit A= T

2 SAE seed(¥E HIOIEN)O| 2 & L XIS OB, ELZUO| 7477H2 seeddf| E B2 OLXIE
o

| X &
25t He| A= seede= AHX|E = 2.

Z7|0|= "2 = (temperature)” 240| =0 X El S 5 E5IH HHS R

A|ZHO] RILFRIAf @ E7h SHOPX|T Tf LIS SfZABt Metsio] 3.



[5] M2 ollZ 2 Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Simulated Annealing

explore(Z=7])

=7 HAME Z2O-O| Crdot Z25 A

random mutations &oi MZ2 235 4J5IH M=2
=3
=

(L |
seed distance’ EE2t: @ 2ot Of



JME2 512 28

Directed Fuzzing as optimization problem

Simulated Annealing

exploit(27()

S Y20| BA It FS, oY

A

O Hir

Annealing ScheduleO| 225 FFHA

on

1

AH
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H XAl ( directed greybox fuzzing, DGF+DSE )
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[5] M2 ollZ 2 Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Simulated Annealing

annealing-based power schedule -> AFLGo



[5] M2 ollZ 2 Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Simulated Annealing

O[3l 7} et7t= Z ¢

|m

xs BFL BT}

et 1o

d2{L 2HE 0|8



[5] M22 siZ &' Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Simulated Annealing

& TyOtX|2] A2| dy(m, T})

0 imeTb

c- min (df(n,Tf)) fmeT
dp(m,Tp) = neN(m) f f 1
Y (dp(m,t) +dy(t,Tp)) ™! otherwise
tel



[5] M22 siZ &' Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Simulated Annealing

& TyOtX|2] A2| dy(m, T})

0 itme1,—> mO| target blockOl| £& 42

c- min (df(n,Tf)) fmeT
dp(m,Tp) = neN(m) f f 1
Y (dp(m,t) +dy(t,Tp)) ™! otherwise
tel



[5] M22 siZ &' Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Simulated Annealing

& TyOtX|2] A2| dy(m, T})

E & B A2l * ¢ ifmeT,

ifmeT — mO| target

- min (df(n,T¢))
L) o P min CrinTy

-1
[ Y (dp(m.t) + d,,(t.Tb))*' otherwise
tel

c=10
CG->CFG 2| 2t = (=a0M e 1022 F9

(=13
=

AL =
T=C

a

ok



[5] M22 siZ &' Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Simulated Annealing

& TyOtX|2] A2| dy(m, T})

0 imeTb

- min (d¢(n,Tf)) fmeT
db(m-Tb) o Cnl:.'\a'(m) f f -
Y (dy(mt) +dy(t.Ty)" | otherwise —> CH2 52 AKX M target] THE= ZE2 Ha7 2|

tel



[5] MZ22 siZ & Al ( directed greybox fuzzing, DGF+DSE )
Directed Fuzzing as optimization problem

Simulated Annealing

exercised basic blocks. We define the seed distance d(s, Tj) as

s 1dp(m, T,
d(s.Ty) = LmdE(s] 9b(m. Tp)

J |€(s)]




[5] M22 siZ &' Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Simulated Annealing

Ymeé(s) dp(m, Tp)
d(s, Tb) — e (f;‘(s)l
- 3R
. d(s,Ty) — minD
d(s,T,) = (s,Tp) — min

maxD — minD



[5] MZ22 siZ & Al ( directed greybox fuzzing, DGF+DSE )
Directed Fuzzing as optimization problem

Simulated Annealing

Ymek(s) Ap(m, Tp)
d(S, Tb) - |§($)|
‘ Mg
minD = min [d(s", T})] 5 d(s.T.) — minD
I J(s.Ty) = (s, Tp) min ot ant me
maxD = max [d(s”, Tp)] maxD — minD e o
/s inge



[5] MZ22 o2 & KA ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

instruction time
( BB distance processing & more )

./ ,
._. Harmonic Mean
P (=t H3)

A

Yme&(s) dp(m, Tp)

d(s: Tp) = 1E(s)] run time

only seed distance processing




[5] M2 ollZ 2 Al ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Markov Chaing AtE5IY Z213 ZZ(path)2| A 1S 22



] ME2 si{Z 98 MA| ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Markov Chain in Al

AEf(State): A|AEIO| JHE & QM= THs 3 MEfE Q| ElEH

o
(Of: 4] AIOIA 2l "As", "tat, "R X|" ALEf)

M O| ZE(Transition Probability): oF &fEfOI|A| CHE AEfZE O|5E &E

rin

AMEl O] & H(Transition Matrix): &

oEf Zto| O] ZES HEZ #H



Sl MZ2 52 B

H XAl ( directed greybox fuzzing, DGF+DSE )

Directed Fuzzing as optimization problem

Markov Chain in greybox fuzzing

ArEfi(State): T2 A A2 AMoliE 22

=
OL- =2 "1

o

0| =HE(Transition Probability): o+ ZEZ20|A CHE Z

o

u

= Ol%‘é‘l-

=

F

ok

=
=

AMEl ™ O| & (Transition Matrix): T2 120| A

=

0%t

SEIMER EZEE 0]

Ot



[6] T¢

Simulated Annealing

Texp =To-a

NV

10/2ref g, Yty e

|

2 0.8 0|4 0.990]|3}9| %

A, —

k— QX dZp THA(AZE t2F ] 2))

2
A=

AA
—

Ct

a

rot

Ct



[6] T¢

Simulated Annealing

AALE : 005 & B2,

T < 0.05. 0| A explore -> exploit 22 2t

—

kx exploitC 2 HO{7t= H2F A e S Wz oAz et el

- O ™1 L
kx = log(0.05)/ log(a)

Llog(D.DS)
AMZH| E 2= L8N el @ Ty = atx @

t

— 20 x



[6] T+

Simulated Annealing

p(s,Tp) = (1 - (j(s, Tp)) - (1 - Texp) + O-STexp

seed(s)2| energy




[6] T+

Simulated Annealing

p(s,Tp) = (1 - ci(s, Tp)) - (1 - Texp) + 0.5Texp

seed(s)2| dt=t=l distance




[6] T+

Simulated Annealing

p(s,Tp) = (1 - (j(s, Tp)) - (1 - Texp) + O-STexp
N 2= Wl 2k
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Simulated Annealing

1.00-
w-
= 0.75-
3 20-
L oso0
2
10-
< 0.25-
0'00- ] . L ] o- L} ' 1 ] [
0 20 40 60 ¢ 0 20 40 60 ¢
Current time t (in min) Current time t (in min)
(a) Distance d (5. Tp) =1 (b) Distance d(s, Tp) =0

e

p(s,Ty) = (1 - d(s, Ty)) - (1—&\{1& 0.57)

tofl ef A& (=7] 0 1)
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Simulated Annealing

e

(=

o
'

w-

= 0.75-

3 20-

L 0s0

N

< s L

0.00- 1 ] , 0- , . | :
0 20 40 60 ¢ 0 20 40 60 ¢
Current time t (in min) Current time t (in min)
(a) Distance d (5. Tp) =1 (b) Distance d (s, Tp) =0
A=
p(s,Tp) = (1—d(s,1p)) - (1 - N+ 0.5?3‘K

tof| hef Ao ZH(E7] 1 1)

402
(ol Wat Ao 27 1 0) -> 7HHe AIZ0] £ 01X



[6] T¢

Simulated Annealing

Bs, 1) =

pafi(s)

. 210‘P(S, Tb)'—s

afl power schedule(APS)
7|2 AFL 2k

f = 210(p(s,T5)~0.5)

AFLE| 7|Z O X|Off CHet b=~ =7 gf(scale)

p(s, Tp)
APSet S8t E X|F 04X




Simulated Annealing

AFLGo T+d 24

Graph Extractor (A2 = F&E7|)
Distance Calculator (2| Al4t7])
Instrumentor (A& =)

Fuzzer (T X)



[6] 7%
Simulated Annealing
AFLGo 79 82
Graph Extractor (A2{lZ ==7|) Call Graph (CG)2t Control-Flow Graphs (CFGs)E ‘49

Distance Calculator (H2| A[£t7]) python AT B EE T E|H, networkx TH7|X|E AL
Instrumentor (A& =)

— import networkx as nx
Fuzzer (-LL-I X-I) ModuleNotFoundError: No module named ‘networkx'
- Problem in Step 2 of generating !

-- You can resume by executing:

$ /home/whoami/jeon afl go/aflgo/distance/gen distance orig.s
9ce2/obj-aflgo/temp xmllint /home/whoami/jeon_afl go/aflgo/ex3
whoamifwhoami : les$ []




[7] @71 K| & XA

Katch vs AFLGo:

«HHE|X| H|1: AFLGo= Katch= Ll 13% O B2 k| BZA = 7|

M5 A}

« Binutils: Katch= 198, AFLGo= 22372 HZA =l BBs 7{H.
7.

. Diffutils: Katch= 63, AFLGo= 647}|2| H 4 =l

« F7=S BYSH UL 42%, 26% O B2 S®HE FH.

AFLGo?2| 1}
13702 Al HO & :

«7|Z KatchZt &ATH 7702 O & 471 & EFX],
T2 HA Y. HEH QHEESR, @ Z0H &X 5.

AFLGoE Googlel| 0SS-Fuzz0l St5t0] H &9 =9l

E(BBs)=2 7{H{.



[71 7t X| & H| A

CVE-ID Tool Runs uTTE Factor A,
AFLGO 20 OhO6m 281 0.79

—  2011-2501
X AFL 20 0h18m - -
%- o AFLGo 20 Oh40m 448 0.94
& AFL 18 3h00m - -
-1
= 3 AFLGo 20 Om26s  10.66 0.87
20158540 ppy, 20 4m3ds e
. i AFLGo 20 0h02m 164 059
AFL 20 0hO4m - -
AFLGo 20 Ohllm 153 0.72
4SS an 20 0h17m - -
= AFLGo 20 OhO3m 225 0.68
= 2016-4489
= = AFL 20 0h07m - -
El AFLGo 20 1m33s 064 0.31
£ 2016-4490
g - AFL 20 O0mS9s - -
0164401 AFLGo 5 6h38m 085 0.44
AFL 7 5h46m - -
AFLGo 20 Oh09m 192 0.81
e am 20 Ohl6m - -
AFLGo 6 5h53m 124 061
2016-6131 § Hoa ’ “t
Mean A2 Median A1z

AFLGo 0.66 0.68



1 87t X[ & HA|

(BBs)2 S8 & HALI OFZ|HMO M = 7.
2t g of| ey 2| X| B0 B AIE|X] RS,

OIEf AtE: B2 7|2 250| g+ ZOHE ¢ 2 ZE(AL TSt M2 7ts.
J2f=(Call Graph)Lt X0 =& 2| Z(CFG)0| M B X Z|X| A=
AFLGo2} Katch &5 O| & F&o| 25 EX|0| otA 7t /U3,

=
£0] Binutise] 29, B REE 717 9 R0l U SEE 4 7t
E -t

of: S M Mo| Zgt

O —

regression test suite(7| = Z)AHA| 2| BHA| 7t ACH=0|, OfsH Xt



2.57b

[+] Running with EXP schedule and time-to-exploitation set to 45 minutes
[+] You have 8 CPU cores and 1 runnable tasks (utilization: 12%).
[+] Try parallel jobs - see docs/parallel fuzzing.txt.

Checking CPU core loadout...
[+] Found a free CPU core, binding to #0.

Checking core pattern...

Checking CPU scaling governor...

Whoops, your system uses on-demand CPU frequency scaling, adjusted
between 1171 and 2539 MHz. Unfortunately, the scaling algorithm in the
kernel is imperfect and can miss the short-lived processes spawned by
afl-fuzz. To keep things moving, run these commands as root:

cd /sys/devices/system/cpu
echo performance | tee cpu*/cpufreq/scaling governor

You can later go back to the original state by replacing ‘performance’ with
‘ondemand’. If you don’'t want to change the settings, set AFL_SKIP_CPUFREQ
to make afl-fuzz skip this check - but expect some performance drop.

Suboptimal CPU scaling governor
check cpu governor(), afl-fuzz.c:7599

whoami@whoami : ~/j | $ D



Computing
Computing
Computing
Computing
Computing
Computing
Computing
Computing
Computing
Computing
Computing
Computing
Computing
Computing

Computing

distance

distance

distance

distance

distance

distance

distance

distance

distance

distance

distance

distance

distance

distance

distance

for /home/whoami/jeon_afl_go/aflgo/examples/libxml2_ef7@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsCombiningHalfMarks.dot. .

for /home/whoami/jeon_afl_go/aflgo/examples/1ibxml2_ef709ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsCombiningMarksforSymbols.dot. .
for /home/whoami/jeon_afl_go/aflgo/examples/libxml2_ef7@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsControlPictures.dot. .

for /home/whoami/jeon_afl go/aflgo/examples/libxml2_ef7@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsCurrencySymbols.dot. .

for /home/whoami/jeon_afl go/aflgo/examples/libxml2_ef709ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsCypriotSyllabary.dot..

for /home/whoami/jeon_afl_go/aflgo/examples/libxml2_ef70@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsCyrillic.dot..

for /home/whoami/jeon_afl_go/aflgo/examples/libxml2 ef7@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsCyrillicSupplement.dot..

for /home/whoami/jeon afl go/aflgo/examples/libxml2 ef7@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsDeseret.dot. .

for /home/whoami/jeon_afl_go/aflgo/examples/1ibxml2_ef7@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsDevanagari.dot..

for /home/whoami/jeon_afl_go/aflgo/examples/libxml2 ef7@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsDingbats.dot..

for /home/whoami/jeon_afl_go/aflgo/examples/1libxml2_ef70@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsEnclosedAlphanumerics.dot..
for /home/whoami/jeon_afl_go/aflgo/examples/libxml2_ef7@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsEnclosedCIKLettersandMonths.dot. .

for /home/whoami/jeon_afl go/aflgo/examples/libxml2 ef7@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsEthiopic.dot..

for /home/whoami/jeon_afl_go/aflgo/examples/1ibxml2_ef709ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsGeneralPunctuation.dot..

for /home/whoami/jeon_afl_go/aflgo/examples/libxml2_ef7@9ce2/obj-aflgo/temp/dot-files/cfg.xmlUCSIsGeometricShapes.dot. .




2.57b

[+] Running with EXP schedule and time-to-exploitation set to 45 minutes
[+] You have 8 CPU cores and 2 runnable tasks (utilization: 25%).
[+] Try parallel jobs - see docs/parallel fuzzing.txt.
*] Checking CPU core loadout...
[+] Found a free CPU core, binding to #6.
*] Checking core_pattern...

Setting up output directories...

Scanning ‘in’...

No auto-generated dictionary tokens to reuse.

Creating hard links for all input files...

Validating target binary...

Attempting dry run with "id:000000,orig:dtdl’...

Spinning up the fork server...

All right - fork server is up.

The program took more than 1000 ms to process one of the initial test cases.
This is bad news; raising the limit with the -t option is possible, but
will probably make the fuzzing process extremely slow.

If this test case is just a fluke, the other option is to just avoid it
altogether, and find one that is less of a CPU hog.

Test case "id:000000,orig:dtdl’ results in a timeout
perform_dry run(), afl-fuzz.c:2915
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Speed(Resource)2} Insight
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[1] Xt&=HE Hio|LH 2| 24

fuzzingd| A= E2|AHoH7| O EXE SHe == 42 A0~

Gt malaEion b 122 9% Symbolic Execution@ 2 H|AE 7Hs58h 70| A

int count - 0; Symbolic Execution2 2 H|AESIH path explosion 2

for (int i 3 1 | §F oi+E) Y

if (count ' count 16) {

memcpy (buf, data, count=x20);
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DARPA CGC
AtSerEl HO[HE] 24 A[ABL 2 Fd

1. Vulnerability |dentify
2. Exploit
3. Patch

=M 2tgo| =8-S F0|7| 2/s DECREE OSEt= Tt 2F MHE 2A.
|

-DECREE OS& Et 7709 A|AE 2 =0 X|(0: HIO|E &

m



https://www.ll.mit.edu/r-d/datasets/cyber-grand-challenge-datasets

https://github.com/lungetech/cgc-challenge-corpus/blob/master/CADET_00001/src/service.c

@ Vulnerability

CWE-121: Stack-based Buffer Overflow

The palindrome vulnerability is a vanilla buffer overflow on the stack. The program allocates 64 bytes of stack space for network input and
reads up to 128 bytes at a time.




lude <libcgc.h>
> "libc.h"

e HI "\nWelcome to Palindrome Finder\n\n"
ine ASK "\tPlease enter a possible palindrome: "
ine YES "\t\tYes, that's a palindrome!\n\n"
ine NO “\t\tNope, that's not a palindrome\n\n"

ine EASTEREGG "\n\nEASTER EGG!\n\n"

int check();

int main(void) {

int r;

if (transmit_all(1l, HI,

_terminate(@);

while(1){
if (transmit_all(1l, ASK, sizeof(ASK)-1) != @) {

_terminate(9);

lse if (r == 0){
if (transmit_all(1l, NO, (NO)-1) !=0) {

_terainate(s); Real world concept CTF & QLLCt
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crash replay -> exploit generate

1. Crash Reproduction
2. Exploit Generation

3. Exploit Hardening



crash replay -> exploit generate

Crash Reproduction

1.

de-randomization

t=~(Randomness)2t &

ki

A5 0E 2 40| FHEFX|

H

AlS
22

12| X| &= X 71 QUL

o| 2H| 2-E0fA xHA

i

F

C
(@



2] FE &8 Hi38

crash replay -> exploit generate

1. Crash Reproduction

Missing Data
de-randomize 3t 222 crashE LA (0|F o U422 WA 7t5)
T 2{Lt real worldOj| M= KM S| random?t 2£0|7|0] =& =253t 4<%

Data Leak AnalysisR = i & 7}-s5tHX|ZF angre T2i5HX| 3
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crash replay -> exploit generate
1. Crash Reproduction
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2. Exploit Generation
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3. Exploit Hardening
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7|S0| H5F ot A Ao 2R,

whoami@whoami : ~/j ngr$ pip install angr
Collecting angr

Downloading angr-9.2.135-py3-none-manylinux2014 x86 64.whl.metadata (4.8 kB)
Collecting CppHeaderParser (from angr)

Downloading CppHeaderParser-2.7.4.tar.gz (54 kB)

Installing collected packages:| z3-solver, unicorn, sortedcontainers, pyelftools, ply, mulpyplexer, mpmath, itanium-demangler, bitarray, unique-log-filter, sympy, pycryptodome, pycpar
ser, psutil, pefile, future, CppHeaderParser, claripy, |capstone, bitstring, archinfo, ailment, pyformlang, nampa, cffi, cart, pyvex, cle, angr
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pip install angr

294s

proj = angr.Project(’ry
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$ nano rpc.c
$ gcc rpc.c -0 rpc



k'filename': SCDC
‘loader’: <Loaded rpc, maps [©x400000:0xbo7fff]>,
‘arch': <Arch AMD64 (LE)>,
' _sim_procedures’: {@x529dc@: <SimProcedure __ libc_start_main>,
proj.arch 0x582980: <SimProcedure putchar>,
0x580e50: <SimProcedure puts>,
Ox636550: <SimProcedure _ stack_chk_fail>,
<Arch AMD64 (LE)> 0x5606f0: <SimProcedure printf>,
0x5460a0: <SimProcedure srand>,
0x5d99a0: <SimProcedure time>,
0x562090: <SimProcedure __ isoc99 scanf>,
0x546760: <SimProcedure rand>,
0x8181d0: <SimProcedure _ tls get addr>,
v/ 00s 0x900000: <SimProcedure LinuxLoader>,
0x900008: <SimProcedure _dl rtld lock recursive>,
0x900010: <SimProcedure _dl rtld unlock _recursive>,
0x900018: <SimProcedure ReturnUnconstrained>,
0x900020: <SimProcedure _dl_initial_error_catch_tsd>,
0x900028: <SimProcedure _vsyscall>,
0x8143f0: <SimProcedure _dl get tls static_info>,
v 00s 0x900038: <SimProcedure CallReturn>,
0x900040: <SimProcedure UnresolvableJumpTarget>,
'0x401140° 0x900048: <SimProcedure UnresolvableCallTarget>},
‘concrete_target’': None,
' _default_analysis _mode': ‘symbolic’,
) ' _exclude_sim_procedures_func': None,
S LEHEE L L ' exclude_sim procedures list': (),
proj.entry 'use_sim_procedures': True,
0.0s '_ignore_functions': [],
‘selfmodifying_code': False,
0x401140 '_translation_cache': True,
' eager_ifunc_resolution’': None,
' _executing': False,
‘entry’: ©6x401140,
‘storage’: defaultdict(list, {}),

0.0s

proj.entry

4198720

hex(proj.entry)




proj.loader

block = proj.factory.block(proj.entry)
block.pp()

0.0s

0.0s

<Loaded rpc, maps [©x400000:0xbe7fff]>

_start:
491140 endbré4
401144 xor ebp, ebp
491146 mov r9, rdx
491149 pop rsi
40114a mov rdx, rsp
40114d and rsp, exfffffffffffffffe
401151 push rax
401152 push rsp
491153 xor r8d, ré&d
401156 xor ecx,
491158 lea rdi, [main]
49115f call gword ptr [©x403fd8]

proj.loader.shared objects

v/ 0.0s

OrderedDict([('rpc’, <ELF Object rpc, maps [©x400000:0x404917]>),
("libc.so0.6", <ELF Object libc.so.6, maps [0x500000:0x728e4f]>),
("1d-1inux-x86-64.50.2",

<ELF Object 1d-linux-x86-64.s0.2, maps [©x800000:8x83b2d7]>),
("extern-address space’,

<ExternObject Object cle#i#externs, maps [0x900000:0x97ffff]>),
("cle##tls’,

<ELFTLSObjectV2 Object cle##tls, maps [0xa00000:0xal508f]>)])

CLE H2AE



state = proj.factory.entry state()

state.mem[proj.entry].int.resolved

0.0s 0.0s

<BV32 oxfaleoff3>

state.regs.rip

0.0s

<BV64 ©x401140>

state.regs.rax

0.0s

<BV64 oxic>




simgr = proj.factory.simulation_manager(state)

] ) simgr.step()
simgr.active

v 0.1s
v/ 00s

[<SimState @ ©x401140>] <SimulationManager with 1 active>

simgr.step() simgr.active[@].regs.rip

v/ 00s 28 v 00s

<SimulationManager with 1 active> . <BV64 0x40132b>

simgr.active[@].regs.rip
v 0.0s

<BV64 ©x529dco>




https://qithub.com/jakespringer/angr ctf
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CFG recovery
Whatis GEG?
angr= CFGFast / CFGAccurate 27tX| CFG ¥ E2|&= M SetCH=&7]&T)

Ref : https://docs.angr.io/en/latest/analyses/cfg.html

# Generate a static CFG

cfg = proj.analyses.CFGFast() >>> cfg = p.analyses.CFGFast()

7m 5.1s
# generate a dynamic CFG

>>> cfg = p.analyses.CFGEmulated(keep state=True)

cfg = proj.analyses.CFGEmulated(keep state=

/7 21s




e CFGFast is much, much faster now. CFGAccurate has been renamed to CFGEmulated.

Ref : https://docs.angr.io/en/stable/appendix/changelog.html
angr 8.18.10.1

CFGFast / CFGAccurate(=CFGEmulated)
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CFG recovery
forced execution

backward slicing

symbolic execution



