Grey-box Concolic Testing on Binary Code
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State-of-the-art : generate specific input value
Ex) symbolic execution



Grey-box Fuzzing

legacy : Code Coverage 7|t
Coverage?| =0|Lt= W2 2 feed back= F0O] input= &4
DirectedStX| @&

State-of-the-art : generate specific input value
Ex) dynamic symbolic execution

Heavy cost!!

Path explosion issue &2 2 H&XO0|X| Z&t



Grey-box Fuzzing

novel test case generation technique ( grey-box concolic testing ) = H|tat

branch condition 77t X| 12{st=0|, S£&6tH 2MSHK| = (=Lt

real-world O1ZE2|#|0|M LA o2 Tt2|F ol AHYUE conditions B4 74 O|C}.



grey-box concolic testing

(trade-off)



grey-box concolic testing

7|E0] 2M5HH H2F =2 : path condition
SolveE ol AFE 2[2AT) REO| SO{ZHCE

Path explosion 2| =X 2 real-worldd| Al A ALZ 0| Of E L},

MEA Hetst= ZAF MF =2 : approximate path condition
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grey-box concolic testing

Eclipser
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grey-box concolic testing

OfAtm| I ZSHH input @1, L AlZH = SE

p:program
:input

o, (i):execution
i[n]:nt" byte of input

i[n « v]ii[n]& vE update



grey-box concolic testing

p:program
sp:seed

o, (sp):seed execution
sp[n:seed| nHA] HEO|E

s,[n].constr: g, (s,)2 SUS MMAR I} M T 7| Yt 5[] 2] DA M

o
z
o
fom )
N
L



grey-box concolic testing

seed?| bytettR|E 27| ZZ solve?tC}

SMT solver AF23HX| =L}

=

execution behavior2tC 2 EH 27|& ESIE inputs

(Z2 27|12 ESH= 0P input case AFR)



grey-box concolic testing

SPAWN(p, Sp, k) — execs
IDENTIFY(p, execs) — conds
SELECT(conds) — conds'’

SEARCH(p, k, pc, execs, cond) — sy, ¢



grey-box concolic testing

SPAWN(p, Sp, k) — execs

sp[k] B HZSFY Ngpayn7H2l input setS 444



grey-box concolic testing

SPAWN(p, Sp k) — execs
Sp[k] % E_Js_-é-l_o:l NSPAWN7H9| input set% g c_>|

IDENTIFY(p, execs) — conds
execs YHLZE oL} kAW HIO|EQ| FeF= BF= sequence of conditional statements(conds)E& A&

>



grey-box concolic testing

SPAWN(p, Sp, k) — execs

splkl B HZESEO Nepawn 782l input setS 4

IDENTIFY(p, execs) — conds

execsg HEHE SICL kA HIO|EQ| FFS 2= sequence of conditional statements(conds)E 418
SELECT(conds) — conds’

IDENTIFYOIM &2 ZAFE & Ny IS HESHA M, Nyppe= 712 B=CHEFE[2EISHA A7)



grey-box concolic testing

SPAWN(p, sp,, k) — execs

sp[kl B HESIO Nepayny /82l input setS 4

IDENTIFY(p, execs) - conds

execsE YHOE DICt kHM HIO|EQ| H¥Z 2= sequence of conditional statements(conds)E A&
SELECT(conds) — conds’

IDENTIFYO[ M &2 ZAE & Ny /IS HESHA =, Npppe= NHTZ2 R=CHEFE[2ESHA 2E)

SEARCH(p, k, pc, execs, cond) — sy, ¢

MEAEl TR condE SIBHE seedS WY

sp7F condOi| Al OffH 27|E Et=X| ZAl(eax trace), 12t CHE 7|5 Et= 5,8 ROt 0, (sp) A=
O]

52 &1, condlA 0,(s,) Tt 22 B7|2 EHe ARl 2 KOIOF ER

pce FlOM CHE



grey-box concolic testing

Algorithm 1: Grey-box Concolic Testing.

1 function GreyConc (p, sp, k)

2 pc + {} // Approximate path constraint
3 seeds «+ O

4 execs < SPAWN (p, Sp, k)

5 conds < IDENTIFY (p, execs)

6 for cond in SELECT (conds) do

7 3;9,(: < SEARCH (p, k, pc, execs, cond)

8 seeds ¢+ seeds + s,,

9 pc «— pcAc// Merge two constraints

10 return seeds




grey-box concolic testing

NSPAWN . 'IC')I'X-I DH7HE_¢_

_- golag

Algorithm 1: Grey-box Concolic Testing.

function GreyConc (p, sp, k)
pc + {} // Approximate path-€onstraint
seeds < O

execs <—|SPAWN (p, Sp, k)

1

2 Nsolve
3

4

5 conds <~ IDENTIFY (p, execs)

6

-

8

9

for cond in|SELECT (conds)|do
3;9,c < SEARCH (p, kK, pC, execs, cond)
seeds ¢+ seeds + s,,
pc «— pcAc// Merge two constraints

10 return seeds




grey-box concolic testing

Algorithm 1: Grey-box Concolic Testing.

1 function GreyConc (p, Sp, k)

2 {pcl«+ {} // Approximate path constraint
3 seeds «+— O

4 execs <~ SPAWN (p, Sp, k)

5 conds <— IDENTIFY (p, execs)
6

7

8

9

for cond in SELECT (conds) do
3;9,c < SEARCH (p, k, pc, execs, cond)
seeds ¢+ seeds + s,,
—pe<+—pe /\IEI// Merge two constraints

10 return seeds




grey-box concolic testing

Algorithm 1: Grey-box Concolic Testing.

1 function GreyConc (p, Sp, k)

2 o] pc k——++2ppreximatq path constraint
3 seeds < O

4 execs <~ SPAWN (p, Sp, k)
5 conds < IDENTIFY (p, exXecs)
6

7

8

9

for cond in SELECT (copds) do
3;9,c < SEARCH (p, k, pc, execs, cond)
seeds ¢+ seeds + s,,
—pe<+—pe /\IEI// Merge two constraints

10 return seeds




grey-box concolic testing

call strcmp édd eax, eax # eax = intInput
cmp eax, 0 e
" labei 5 cmp eax, 31337
J = je label_1
\ s ] L
4
if (2 *\intInput + 1 == 31337) ({
if (strcmp(strInput, "Bad!") == 0) {




grey-box concolic testing

add eax, eax # eax = intInput

call strcmp . )
cmp eax, 0 S
'eplabel 5 cmp eax, 31337
J = je label_1

\ : ] /£

|74
if (2 »\intInput + 1 == 31337) {

if (strcmp(strInput, "Bad!") == 0) {

S, = {0,0,0,0,0,0,0,0}

Nspawn = 3
k=20



grey-box concolic testing

add eax, eax # eax = intInput
call strcmp . )
cmp eax, 0 S
'eplabel 5 cmp eax, 31337
J = je label_1
\ ’ : ] /£
|74
if (2 »\intInput + 1 == 31337) {
if (strcmp(strInput, "Bad!") == 0) {
SPAWN

S, = {0,0,0,0,0,0,0,0} :

Sp[O « 10], Sp [0 < 50], Sp[O < 90]
Nspawn = 3

k=0



grey-box concolic testing

T add eax, eax # eax = intlInput
) inc eax
?:plig:i g cmp eax, 31337
J \ | = je label_1
ll//
1f {2 *Vintlnput + 1 == 31337) {
if (strcmp(strInput, "Bad!") == 0) {
SPAWN
S, ={0,0,0,0,0,0,0,0} > S,[0 « 10], S,[0 « 50], S,[0 « 90]
Nspawn = 3 0, (Sp[0 « 10]), 0,(S,[0 « 50]), 0,(S,[0 « 90])

k=0



grey-box concolic testing

add eax, eax # eax = intInput
call strcmp . )
cmp eax, O inc eax
- ’ Cr 7
je label 2 e
je label_1
\ ’ 5 ] £/
%4
if (2 *\intInput + 1 == 31337) {

if (strcmp(strInput, "Bad!") == 0) {

SPAWN
s, = {0,0,0,0,0,0,0,0} » 5,10 « 10], S,[0 « 50], S,[0 « 90]
Nspawn = 3 0, (Sp[0 « 10]), 0,(5,[0 « 50]), 6, (Sp[0 < 90])
k=0 IDENTIFYl l l

EAX : 21 EAX : 101 EAX : 181



grey-box concolic testing

SELECT SELECT
add eax, eax # eax = intInput
call strcmp . .
cmp eax, O inc eax
N : cmp eax, 31337
Je Aakes_x je label_1
\ ’ 5 ] £/
/4
if (2 *\intInput + 1 == 31337) {
if (strcmp(strInput, "Bad!") == 0) {
SPAWN

S, = {0,0,0,0,0,0,0,0}

Nspawn = 3
k=20

S,[0 < 10], S,[0 « 50], S,[0 « 90]
0, (S,[0 « 10]), 6,(S,[0 « 50]), 6,,(S,[0 « 90])

o]

EAX : 21 EAX : 107 EAX : 181
EAX = 2 x S,[0] + 1



grey-box concolic testing

SPAWN
S, = {0,0,0,0,0,0,0,0} > S,[0 « 10], S,[0 « 50], S,[0 « 90]
Nepawn = 3 0, (S,[0 « 10]), 6,(S,[0 « 50]), 6,,(S,[0 « 90])
k=0 IDENTIFYl l l
EAX : 21 EAX : 101 EAX : 181

SEARCH EAX =2 x S5,[0] + 1
5,[0] = 15668 = 0x3D34



grey-box concolic testing

SPAWN
S, = {0,0,0,0,0,0,0,0} > S,[0 « 10], S,[0 « 50], S,[0 « 90]
Nepawn = 3 0, (S,[0 « 10]), 6,(S,[0 « 50]), 6,,(S,[0 « 90])
k=0 IDENTIFYl l l
EAX : 21 EAX : 101 EAX : 181

SEARCH EAX = 2 x|S,[0]=++— Tbyte
Sp[0] = 15668 = 0x3D34 | 2byte!




grey-box concolic testing

SPAWN
S, = {0,0,0,0,0,0,0,0} > S,[0 « 10], S,[0 « 50], S,[0 « 90]
Nepawn = 3 0, (S,[0 « 10]), 6,(S,[0 « 50]), 6,,(S,[0 « 90])
k=0 IDENTIFYl l l
EAX : 21 EAX : 101 EAX : 181

SEARCH EAX =2 x S,[0] + 1
S,[0] = 15668 = 0x3D34
Ol ZR0||, 8byte/tX| & size up E& M3 — 2byteZ THA| =
Little endian 1125}+0] hexZE 34 4d 00 00 00 00 00 00
{S,[0] - [0x34,0x34], S,[1] > [0x3D,0x3D]}



grey-box concolic testing

S, = {0,0,0,0,0,0,0,0}

Nspawn = 3
k=20

SPAWN

> S,[0 « 10], S,[0 « 50], S,[0 « 90]

0, (Sp[0 « 10]), 0,(5,[0 « 50]), 0,(S,[0 « 90])

o]

SEARCH

EAX : 21 EAX : 101 EAX : 181
EAX = 2 x S,[0] + 1
S,[0] = 15668 = 0x3D34
Ol A0, 8byteNtX|= size up 22 M&l — 2byteZ MA|E
Little endian 1125}+0] hexZE 34 4d 00 00 00 00 00 00
{S,[0] - [0x34,0x34], S,[1] > [0x3D,0x3D]}
34 34 3D 3D 00 00 00 00 ????!!!
0x3D3D3434 = 1027421236 (MM Z EH M=)



grey-box concolic testing

SPAWN
S, = {0,0,0,0,0,0,0,0} > S,[0 « 10], S,[0 « 50], S,[0 « 90]
Nepawn = 3 0, (S,[0 « 10]), 6,(S,[0 « 50]), 6,,(S,[0 « 90])
k=0 IDENTIFYl l l
EAX : 21 EAX : 101 EAX : 181

SEARCH EAX =2 x S,[0] + 1
S,[0] = 15668 = 0x3D34
Ol 420, 8byteNtX|= size up 22 HE - 2byteZ MA| =
Little endian 1125}+0] hexZE 34 4d 00 00 00 00 00 00
{S,[0] - [0x34,0x34], S,[1] > [0x3D,0x3D]}
[0x34,0x34] : BEE A| 0x34 O|O{OF L}
[0x10,0x50] : 0x10 ~ Ox50 AFO|Q| Z}



grey-box concolic testing

Algorithm 1: Grey-box Concolic Testing.

1 function GreyConc (p, sp, k)

2 |—pe<«—+{} // Approximate path constraint
3 seeds < O

4 execs <~ SPAWN (p, Sp, k)

5 COHdS(—IDENTIFY(p, execs)

6 for co'rfltdpln SELECT (conds) do

7 p,c < SEARCH (p, k, pc, execs, cond)
8 seeds < seeds + sp

9

c // Merge two constraints

10 return Sﬁl/d{

e
{S,[0] — [0x34,0x34], S,[1] — [0x3D,0x3D]}



grey-box concolic testing

add eax, eax # eax = intInput
call strcmp . .
cmp eax, O inc eax
o4 ! Cr ;
je label 2 e e
je label_1
\ ’ : ] £
4
if (2 *\intInput + 1 == 31337) {
if (strcmp(strInput, "Bad!") == 0) {
4
I
| !

Sp = {0,0,0,0,0,0,0,0} 52’9 = {0x34,0x3D, 0,0,0,0,0,0}
Nspawn = 3
— ap(Sp[4 «— 10]), ap(Sp [4 < 50]), O'p(Sp[4- < 90])



grey-box concolic testing

stremp.c

stremp =& YHEA| O[3} 5l OF Sk}

Code Blame

wl = *x1++;

printf("%dn", stremp(strinput, "Bad!")); o

}

n final_cmp (wl, w2);

o bminor / glibc

ode I7 Pullrequests [ Projects int
strcmp (const char *p1, const char *p2)

{

uintptr_t n = -(uintptr_t)pl % sizeof(op_t);

glibc =

(int i = 0; i < n; ++)
{

unsigned char cl = *pli+;

unsigned char c2 = *p2++;

int diff = c1 - c2;

if (c1 == "\@" || diff != @)
diff;

nst op_t *x1 = (const op_t *) pl;
op_t wl = *xii+;
uintptr_t ofs = (uintptr_t) p2 % sizeof(op_t);
: n ofs == @

rcmp_aligned loop (x1, (const op_t *)p2, wl)

: stromp_unaligned loop (x1, (const op_t *)(p2 - ofs), wl, ofs);




grey-box concolic testing

stremp =& YHEA| O[3} 5l OF Sk}

Target : Bad!

printf("%s %dtn", "A", strcmp("A", "Bad!")); |
printf("%s %d#n", "B", strcmp('B", "Bad!")); |
printf("%s %dtn", "C", stremp("C", "Bad!")); C1
printf("%s %dtn", "D", strcmp("D", "Bad!")); D 1
printf("%s %dn", "BO", strcmp('BO", "Bad!")); BO -1
printf("%s %dtn", "Ba", strcmp('Ba", "Bad!")); Ba -1
printf("%s %dn", "Bb", strcmp("Bb", "Bad!")); Bb 1
printf("%s %dtn", "Bc", strcmp('Bc", "Bad!")); Bc 1

Input is not equal to 'Bad!’



grey-box concolic testing

stremp =& YHEA| O[3} 5l OF Sk}

Target : Bad!

char*~ A[2] = { "A" ,NULL };

char* B[2] = { "B",NULL };

char* C[2] = { "C",NULL };

char* D[2] = { "D",NULL };

printf("%s %dtn", "A", strcmp(A[0], "Bad!"));

printf("%s %dtn", "B", strcmp(B[0], "Bad!"));

printf("%s %dtn", "C", strcmp(C[O], "Bad!"));

printf("%s %dtn", "D", strcmp(D[0], "Bad!"));

strempe + =ALEL A B S 2X| 2 A2 ASCI XH0| & dretst= 20| &



grey-box concolic testing

strcmpe & EAIE2 A HR = LXK

2L o =2| 2o 245
printf("%s %dtn", "D", strcmp

Dump of assembler code for function main:
<+0>:
<+4>:
<45>:
<#8>:
<+13>:
<+20>:
<+23>:
<+30>:

<+33>:
<+38>:
<+43>:
<+48>:
<+49>:

(

IIDII ,

# Ox2004

# 0x2006

Dump of assembler code for function main:

<+0>:

<+4>:

<+5>:

<+8>:

<+15>:
<+18>:
<+25>:
<+28>:
<+33>:
<+35>:
<+42>:
<+45>:
<+52>:
<+55>:
<+60>:
<+65>:
<+70>:
<+71>:

# 0x2004

# 0x2009

# ©x2009

# ©x200eb




grey-box concolic testing

$ ./main_no_opt

oQo (ctf OfO|C|O0{=2 MTH EFF %)



grey-box concolic testing

HFEA| O|5HSHOF oLt

sign flip

O 7Y E £, 00 7 TICt
Sp[4] = B~C 2H= HS ¥ & Urt

Spl4] = [0x42,0x43]



grey-box concolic testing

HFEA| O|5HSHOF oLt

sign flip

Sp

[4] = B~C 2t= WS & 5+ ULt

Spl4] = [0x42,0x43]

Ad2{Lt rax == 0 2l condition2 &= 4= BIL}. -> extend input field
[0x4200,0x4300]

of2{eh I-§= Er=orH Bad!

—

x

x

M|

_,_
~

EL

—



grey-box concolic testing

SPAWN
Objective : $,2| S, [k]E ZZ}SI0] ot MHAZE 7HX| & input2 ddste A
How?

Splk].constr & 7|82 2 15t 6, (iy) = 0,(iy) = - = 0, (i3) A {iy, iy, i3}5 TSLF

2 B0
SMT S2| solverE AHE3I™M 7+55tX| 2, approximate path constraint2 overhead XA 7+ 3tCt

ex) ¢/} [0x10,0x50]0| 2} H
7|E0]& Solverg &3¢l S,[k]E S&StA 0x10~0x502 2 A AtSH= CHAIO B2 Al7tnt XHO0] Q72| UCt
Eclipser= 0x10~0x50 #H%| L0l SHEHSIA 2= 1ELCt



grey-box concolic testing

SPAWN
ZHSH H| =

Objective : 5,2| S, [k]&

Gp(il) ~ Jp(iz) N = Gp(l3) E| I-

ME2 27 YA X| UQULCHH, IDENTIFYHA] O{EH 27|
Mz2 27t ZAZINE 22 27 840 352 A

off 2t AE9| XS SEARCH QM 24



grey-box concolic testing

IDENTIFY
Objective : offset k2t g,(S,) 2| HAE AL

How?

fine-grained taint analysis& AFE3dl = T X|2H $2%#AZ M2 AL H|EO| B0| SO0{ZtCt

* fine-grained taint analysis7t &1 QIX| (A[ZHO] EICHH)FOM CtE O E



grey-box concolic testing

SELECT

Objective : IDENTIFY &2t0f| SEARCHOIA Xz2[& 27|22 2%
How?

Path explosiong 2X|5}7| 2|g

Nsowve /S EHSHH &-=Ch(SAGE, KLEE = OREH7HX])
Nsowve = REI2EISHA Z™HEX| T, =20 E 20022 ZFE|AULC

“"Number of branches to flip in grey-box concolic testing "

"when an execution path is given. 'N_solve®' parameter in "
"the paper.”™
"Number of byte values to initially spawn in grey-box " +

“"concolic testing. 'N_spawn' parameter in the paper.”

c selectAndRepair opt branchTree =

let selectN = opt.NSolve
let size sizeOf branchTree

if selectN size then reverse branchTree

let selectSet = randomSubset size selectN

filterAndReverse selectSet branchTree

Ref : https://github.com/SoftSec-KAIST/Eclipser/blob/bald7a55c168f7c19ecceb788a81ea07c¢2625e45/src/GreyConcolic/BranchTree fs#L311



grey-box concolic testing

SEARCH

rot

Objective : cond(MEHEl £ 7| 2)0| ZHES KLY 2 B3| O0FE(resolvect 1 EH)

How?
SMT solverE AFESIX| &4 7|0, interval 2 approximate?t M| 2bs &=Lt

1. 98X 27| 2H2 34251 solve®HLt - Solving Branch Condition

N
|
2
i)
olo
Ot
rr
18]
i
Mk
In;
[

Ol AIBFC} - Recognizing Input Field

r
Mo
m[o
ofm
=
ot
>
30
rr
=
u
Mo

A EE MMBIC} - Seed Generation



grey-box concolic testing

SEARCH

rot

Objective : cond(MEHEl £ 7| 2)0| ZHES KLY 2 B3| O0FE(resolvect 1 EH)

How?
SMT solverE AFESIX| &4 7|0, interval 2 approximate?t M| 2bs &=Lt

1. 98X 27| 2HE2 342511 solve®tLt - Solving Branch Condition

N
|
2
i)
olo
Ot
rr
o
i
Mk
In;
[

Ol AIBFC} - Recognizing Input Field

r
Mo
m[o
ofm
=
ot
>
30
rr
=
HU
Mo

A EE MMBIC} - Seed Generation



grey-box concolic testing

Solving Branch Condition
Linear ot 842

oprnd(i1)—oprnd(iz) _  oprnd(iz)—oprnd(iz)
11 —19 io—13

B 20N 2AE el = UAnt

‘ ' ebx 4 ‘/
f ‘;‘:P:] Z . ebx@} inputO| monotonic A0 ALt

oL 42 L:put

Fig. 4. Monotonic input-output relationship.

TZHof| 2 ES O 2, binary searchZ solve® 3= ULt



grey-box concolic testing

Recognizing Input Field

AEEEEEEAREEENEE
t

k-th byte

splk]2| sizeE AEY W,

SizeE 10| M A|ZHSIY 82 thresholdZ2 718N sE &=L}



grey-box concolic testing

Seed Generation

MEE seedE HH5I= AHHO|A], HFx=A
et S8 E M =42 pcE 7351 f%ﬁ.i':f.

Spli].constr = pc A ¢



Eclipser

grey-box concolic testing

F

2 AMsfT

N
=

HAO A 2712

a1
|_

Linear, Monotonic

ALt 1 9

B

)

==
10

e

0

t7] I8 Grey-box Fuzzingdh &3 FCHH

HZ0

-
(0]

0|

Grey-box Fuzzing

i

=
10

Grey-box Concolic Testing2 Xl



Eclipser

grey-box concolic testing

ol247k
H —1 HA
Algorithm 2: Main Algorithm of Eclipser. p: E-”ﬁEg' EEJE:H
pr: PUT, seeds: initial eds, [z time Lir
£ £ 1 Eclipser(p seeds, t} . rol S : S
Il unE} ?31::5:-'5:155:.1:55:15] t AEI%‘I Al?—l- X-llol—l-(-l-er]e lelt)
3 T =3
4 while getTima({] < { do Seeds _75_7' E'”iE (ID:I E_':|I (Seed Set)
E s, Ar += Schedule [}
B Q. T + GreyConcolicloopip @ T, R:)
. T = RandomFuzzLoop(p &) T, Ha)
E return T =
= =AU
T Iy S0 ddEl HAE #HO|A(Test Case Set)



Eclipser

grey-box concolic testing

Algorithm 2: Main Algorithm of Eclipser.

1

2
3
4
g
)

Nnitial —So=e :_: Lz timéa  Lax

fun;:tinn Eclipserip seesds, ¢}

T A==

return T

) 4= InitQuens (s=ads)

while getTime () < { do

Re, Rs
Q. T «
Q.7 +

Schedule )
GreyConcolicLoopip O, T, H;)
RandomFuzzLoop(p & T, Ha)

seedE QU & &

tA|ZE7HK] while FZ

Schedule 2 &3ff 2|2~ &Y

Grey-box Concolic Testing : Rg

Grey-box Fuzzing : Ry

GreyConcolicLoop®t RandomFuzzLoop T 2f2

HEZOL ALE, 21k TO| N



Code coverage 7|8t2 2 seedE H7| - coverage

I-O

- coverage 377t

uMk & =FotY YHS CHYSHA B0
HFO|E O]

|0l k-1, k+1 EIR]| HIO|EX RO =7}

— o
gil_ 7O:|T,

S7HMEE path)St= seedO =

drop(XlA)

Lo
—

A

L—

AL O
=T



Eclipser

Resource Scheduling

MZ2 path(FHH 2[X|2] S7HE A&
M HEO0| 58 & SIS ol CHE M2 = H2hel Bi(switching)
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Fig. 6. The impact of Nypawn and Ngolve.
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