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Result

| Morphuzz ViDeZZo HYPERPILL
12 Cores 24 Hours
Device | [ Branch Coverage (Executions/Second) Bug
Block
ahci | v/ | 4243% (2568 | 30.42% (56224) | 45.90% (26.18) v
nvme 29.12% (23.82) 36.44% (1445 | V
sdhei | v | 69.81% (22.98) | 72.37% (107.22) 66.85% (3234
virtio-scsi | v | 27.96% (23.83) | 11.73% (217.28) | 48.83% (51.68)
Display
cirrus 88.10% (19.06) | 83.42% (138.78) | 88.67% (32.18) v
gxl | v 59.68% (26.96) v
virtio-gpu | v | 24.37% (26.21) 2.77% (22242) | 45.52% (36.53) | v
Networking
el000e | v | 50.27% (24.83) | 41.52% (53.04) 55.99% (4222) | V
igh | v | 29.73% (25.63) 3593% (6085 | v
vmxnet | v | 50.75% (27.01) | 19.64% (14573) | 56.89% (48.14)
USB
ehci | v | 73.76% (24.58) | 74.38% (177.08) 73.32% (10.46)
xhci | v | 55.54% (2883) | 29.25% (1061.36) | 76.64% (69.26) | v
Geo.Mean | [ 4520% (2465 | 28.00% (20307) | 55.45% (33.20) |
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Result

| Morphuzz ViDeZZo HYPERPILL
12 Cores 24 Hours
Device | [ Branch Coverage (Executions/Second) Bug
Block
ahci | v/ | 42.43% (2568 | 30.42% (562.24) | 45.90% (26.18) v
nvme 29.12% (23.82) 36.44% (1445 | V
sdhci | v | 69.81% (22.98) | 72.37% (107.22) 66.85% (32.34)
| virtio-scsi | v/ | 27.96% (23.83) | 11.73% (21728) | 48.83% (51.68)
Display
cirrus 88.10% (19.06) | 83.42% (138.78) | 88.67% (32.18) v
gxl | v 59.68% (26.96) v
virtio-gpu | v' | 24.37% (26.21) 2.77% (22242) | 45.52% (36.53) | v
Networking
el000e | v | 50.27% (24.83) | 41.52% (53.04) 55.99% (4222) | V
igh | v | 29.73% (25.63) 3593% (6085 | v
vmxnet | v | 50.75% (27.01) | 19.64% (14573) | 56.89% (48.14)
USB
ehci | v/ | 73.76% (2458) | 74.38% (177.08) 73.32% (10.46)
xhei | v | 55.54% (28.83) | 29.25% (1061.36) | 76.64% (69.26) |
Geo. Mean | | 4520% (465 | 28.00% (203.07) | 55.45% (33.20) |
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Result

2|7t Hof & M E (= 2|7t == 22T 2710k gh)
-> Evaluation
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Mol £ (execs/sec)
%"74 o] = otx—l ==
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Result

CVE Description Morphuzz ViDeZZo HYPERPILL
CVE-2020-11869  ATI Integer-overflow 0:37 0:11 0:13 H | EI_E 1d ay
CVE-2020-25084 EHCI UAF 4:31 0:43 1:11
CVE-2020-25085 SDHCI Heap-Overflow 5:34 2:36 6:24
CVE-2020-25625 OHCI DoS 0:14 0:04 0:06
CVE-2021-20257 E1000 DoS 3:34  Timeout 1:29

Table 4: Mean times to find known bugs (h:mm)

macOS: Out-of-Bounds in virtio-net. One of the 6 bugs
HYPERPILL identified in macOS Virtualization-Framework

7tX] &5= od ay is an out-of-bounds memory access in the virtio-net device.
The crashing input performed three MMIO accesses to the
device’s MMIO regions. HYPERPILL detected accesses to
four distinct DMA buffers (populating 47 bytes), to trigger
the crash. To the best of our knowledge, there are no symbols
publically available for macOS Virtualization Framework. As
such, manually hooking macOS’ DMA access APIs would
require a considerable amount of work by a virtualization
expert. However, HYPERPILL’s use of feedback from the
hardware-virtualization interface allows it to transparently
fuzz complex attack-surfaces (e.g., DMA).



