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What is Code Coverage?

AKA. Test coverage
software testing strategy

a metric that measures how much of a program's source code is executed during testing
Programs with a high code coverage percentage are less likely to have undetected bugs

/kx
* @param price The price to set.
*/

public void (String price) throws RecipeException{

int amtPrice = 0;
try {

amtPrice = Integer.parseInt(price);
} catch (NumberFormatException e) {

throw new RecipeException("Price must be a positive integer");
}

if (amtPrice >= 0) {

this.price = amtPrice;
} else {

throw new RecipeException("Price must be a positive integer");
}

Ref : https://blog.mergify.com/code-coverage-everything-you-need-to-know/



What is Code Coverage?

AKA. Test coverage
software testing strategy

a metric that measures how much of a program's source code is executed during testing
Programs with a high code coverage percentage are less likely to have undetected bugs

/kx

* @param price The price to set.

*/

public void (String price) throws RecipeException{
int amtPrice = 0;

try {
amtPrice = Integer.parseInt(price);
} catch (NumberFormatException e) { HIT!

throw new RecipeException("Price must be a positive integer");

}
if (amtPrice >= 0) {
this.price = amtPrice;

} else { MISS

throw new RecipeException("Price must be a positive integer");
}

Ref : https://blog.mergify.com/code-coverage-everything-you-need-to-know/
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Programs with a high code coverage percentage are less likely to have undetected bugs



How to check Code Coverage?

Black box : Binary Only
Grey box : hybrid (with source)

White box : compile time (with full source)
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How to check Code Coverage?

Black box : Binary Only
Grey box : hybrid (with source)

White box : compile time (with full source) —— GCC's gcov

LLVM'’s SanitizerCoverage
LLVM'’s Source-based Code Coverage



SanitizerCoverage VS Source-based Code Coverage
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Source-based Code Coverage
operates on AST and preprocessor



<test.c>

#include <stdio.h>

[/ H Ad g
char calculate_grade(int score) {
if (score <0 || score > 100) {
printf("Error: = 0~100 AlO|0J0F LT} Wn");
return 'E'; // Error

}

if (score >= 90) return 'A';

else if (score >= 80) return 'B'; — ;

else if (score >= 70) return 'C'; whoami@whoami :

else if (score >= 60) return 'D'; score? : 34
g else return 'F; score : 34, grade :
/] Mol s
int main() {

int score = 0,
printf("score? : ");
scanf("%d", &score);

char grade = calculate_grade(score);
printf("score : %d, grade : %cHn", score, grade);

return 0;



SanitizerCoverage
Tracing PCs with Guards

clang -fsanitize-coverage=trace-pc-guard -o test test.c

void __sanitizer_cov_trace_pc_guard_init(uint32_t* start, uint32_t* stop) {
static uint64_t N; // Counter for the guards.
if (start == stop || *start) return; // Initialize only once.
printf("INIT: %p %p#n", start, stop);
for (uint32_t* x = start; x < stop; x++)

*x = ++N; // Guards should start from 1.

void __sanitizer_cov_trace_pc_guard(uint32_t* guard) {
if (!xguard) return; // Duplicate the guard check.
void* PC = _ builtin_return_address(0);
char PcDescr[1024];
__sanitizer_symbolize_pc(PC, "%p %F %L", PcDescr, sizeof(PcDescr));

printf("guard: %p %x PC %stn", guard, *guard, PcDescr);



SanitizerCoverage
Tracing PCs with Guards

-fsanitize-coverage=trace-pc-guard
Aot Al 2= edgelf|

__sanitizer_cov_trace_pc_guard(&guard_variable) & & &/ oHCH

=trace-pc,indirect-calls 40| =72 UZ 42,

2E M S E0| _ sanitizer_cov_trace_pc_indirect(void *callee) 7} & &} =IC},

edge (default): edges are instrumented (see below).
bb: basic blocks are instrumented.
func: only the entry block of every function will be instrumented.

Use these flags together with trace-pc-guard Or trace-pc, like this: -fsanitize-coverage=func, t race-pc-guard.

Ref : https://clang.llvm.org/docs/SanitizerCoverage.html#edge-coverage



SanitizerCoverage
Tracing PCs with Guards

edge : block?te| HZ& X|H

void foo(int* a) {
if (a)
xg = 0;

}

block
A if () 2 T}

edge

*A->B
B->C
*A->C




SanitizerCoverage
Tracing PCs with Guards

block

‘A: if (@) = HI}

‘B:*a=0 &

C: RO AXY M A= F=

edge

-A->B

B->C

*A->C
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SanitizerCoverage

Tracing PCs with Guards

block

A: if (@) = HI}

‘B:*a=0 &

C: RO AXY M A= F=

*D: dummy block -> critical edgeS Zds}7| ¢
edge
A->B
B->C
A->C

AOIN C2 7t= 827 2dE[RI=X] &€ &= Q&
O| £ Critical Edge 2t &



SanitizerCoverage
Tracing PCs with Guards

whoami@whoami : $ ./test
INIT: ©x5eb9a7a85b80 ©x5eb9a7a85bad

guard: Ox5eb9a7a85bad 9 PC @x5eb9%9a7a6df83 in main (/home/whoami/jeon_cov/test/test+0x2cf83) (BuildId: {525844384651a8deeaf32249cd368a9c24eee87)
score? : 70

guard: ©x5eb%9a7a85b80 1 PC ©@x5eb9%9a7abde66 in calculate grade (/home/whoami/jeon cov/test/test+@x2ce66) (BuildId: 525844384651a8deeaf32249cd368a9c24eee87)
guard: ©x5eb9a7a85b94 6 PC ©x5eb9a7abdflc in calculate_grade (/home/whoami/jeon_cov/test/test+0x2cflc) (BuildId: 525844384651a8deeaf32249cd368a9c24eee87)
score : 70, grade : C

whoami@whoami : $ I

clang -fsanitize-coverage=trace-pc-guard -o test test.c



SanitizerCoverage
Tracing PCs with Guards

whoami@whoami : , $ ./test
INIT: @xS5eb9a7a85b80 @x5eb9a7a85ba4 ASLRE OI_|'('5H = 9_| )é)l-_?_l HlEE
guard: ©x5eb9a7a85ba@ 9 PC ©x5eb9a7a6df83 in main (/home/whoa
score? : 70 ElII-O aF & H E
guard: @x5eb9a7a85b80| 1 PC @x5eb9a7abde66 in calculate grade Tl 2|-E|X| J' Ol_ | | |- | X|‘E|)_
guard: ©x5eb9a7a85b94| 6 PC @x5eb9a7a6dflc in calculate grade D‘”EEl Jgaed _ﬁl_ |01| [[|.E|_ Ol X -|'<'5|.7-|| Oxl
score : 70, grade : C
whoami@whoami : $ ./test
INIT: ©x5d138a6dab80 ©x5d138a6daba4d
) = - - .
gg(a)::.; ?x?clﬂ_aSatSdabae 9 PC 0x5d138a6c2f83 main (/home/whoa Grade : C _E_jlo_”A.I Ox~b94 7|_ hit El ol |:|
guard: ©x5d138a6dab80 1 PC ©x5d138a6c2e66 in calculate grade
guard: ©x5d138a6dab94 6 PC ©x5d138a6c2flc in calculate grade
score : 71, grade : C
whoami@whoami : . $ ./test
INIT: ©x5a26ecb7ab80 ©x5a26ecb7abad
guard: ©x5a26ecb7aba® 9 PC ©x5a26ecb62f83 in main (/home/whoa
score? : 72
guard: ©x5a26ecb7ab80| 1 PC @x5a26ecb62e66 in calculate grade
guard: ©x5a26ecb7ab%94| 6 PC @x5a26ecb62flc in calculate_grade
score : 72, grade : C




SanitizerCoverage

Tracing PCs with Guards

whoami@whoami : $ ./test

INIT: ©x6511aa597b80 0x6511aa597bad
guard: ©x6511aa597ba® 9 PC ©x6511aaS57ff8
score? : 81

guard: ©x6511aa597b80 1 PC ©x6511aa57fef
guard: ©x6511aa597b99| 5 PC @x6511aa57fe
score : 81, grade : B

whoami@whoami : $ ./test
INIT: 9x5f4c9fd12b86 Ox5f4cefdl2bad
guard: ©x5f4cefd12ba® 9 PC ©x5f4cefcfafs
score? : 82

guard: 0x5f4cefd12b80 1 PC @x5f4cefcfaet
guard: Ox5f4cefd12b99 S PC @x5f4cefcfae
score : 82, grade : B

whoami@whoami : $ I

ASLRE I8} 40| A9l HELE
D XFQIBE|X| O SHQ| H| E(OFX| 2 3X}2])=
H2al Y A0 et QA [A|

Grade : B 27|0| A= 0x~b90 7} hit &A=



Ol & AR

(1) calculate_grade

‘Edge 1: &= Al - if (score < 0 || score > 100)

*Edge 2: if (score < 0 || score > 100) & (True) — return 'E'
*Edge 3: if (score < 0 || score > 100) 7{ %l (False) — if (score >= 90)
Edge 4: if (score >= 90) & (True) — return 'A’
*Edge 5: if (score >= 90) 7 %l (False) — if (score >= 80)
Edge 6: if (score >= 80) & (True) — return 'B'
*Edge 7: if (score >= 80) 7 ! (False) — if (score >= 70)
*Edge 8: if (score >= 70) & (True) — return 'C'
)

)

Edge 9: if (score >= 70) & (False) — if (score >= 60)
*Edge 10: if (score >= 60) & (True) — return 'D'
*Edge 11: if (score >= 60) 7 &l (False) — return 'F'
(2) main
‘Edge 12: main &= A|%f — scanf
*Edge 13: scanf — calculate_grade @&
*Edge 14: calculate_grade — Z 1 =&

Edge 15: Z1F &3 — return 0

score < 0 || score > 100?

Input Score

Call calculate_grade

Return 'A'

False

Print Result



| _int64 _ fastcall calculate_grade(int al, _ int64 a2, _ int64 a3)
{
__int64 v3; // rdx

char vS; // [rsp+Fh] [rbp-1h]

_sanitizer_cov_trace_pc_guard(& start__ sancov_guards, a2, a3);
if (a1 <08)

v3)s

_sanitizer_cov_trace_pc_guard((char *)& start__ sancov_guards

__sanitizer_cov_trace_pc_guard
_-sanitizer_cov_trace_pc_guard
_-sanitizer_cov_trace_pc_guard
--sanitizer_cov_trace_pc_guard
_-sanitizer_cov_trace_pc_guard
_-sanitizer_cov_trace_pc_guard
_-sanitizer_cov_trace_pc_guard
__sanitizer_cov_trace_pc_guard
_-sanitizer_cov_trace_pc_guard

LABEL_5:
printf(aError);
return 69;

}

if ( a1 > 100 )

{
_sanitizer_cov_trace_pc_guard((char *)& start__ sancov_guards
goto LABEL_S;

+ 8, a2, v3);

¥
if (al <90 )
if (al < 80 )
if (a1 < 70 )

if (a1 < 60 )

Cancel | Search

Heip

; Attributes: bp-based frame

5 int __cdecl main(int argc, const char **argv, const char **envp)

public main

main proc near

var_9= byte ptr -9

var_8= dword ptr -8

ar_ife theg par =4 xrefs to __sanitizer_cov_trace_pc_guard
;3 —unwind { Directic Ty Address Text
push rbp

mov rbp, rsp

o rsp, 1¢h = Up p calculate_grade+12 call
lea rdi, unk_44BA@ Up p calculate_grade+32 call
call  _ sanitizer cov_trace_pc_guard 53 Up p calculate_grade+S1  call
mov [rbp+var_4], @ 5= Up p calculate_grade+82  call
mov [rbp+var_8], © Up p calculate_grade+A5  call
lea rdi, aScore ; "score? 5=l Up p calculate_grade+C8  call
mov al, © 6= Up p calculate_grade+EB call
call  _printf 5= Up p calculate_grade+104  call
lea rdi, aSD+3 3 "%d" p  main+F call
lea rsi, [rbp+var_8]

mov al, e

call _ isoc99_scanf

mov edi, [rbp+var_8]

call calculate_grade Line 1 of 10

mov [rbp+var_9], al —
mov esi, [rbp+var 8] o8 |
movsx edx, [rbp+var_9]

lea rdi, aScoreDGradeC ; “"score : %d, grade : ¥c\n"

mov al, e

call _printf

xor eax, eax

add rsp, 16h

pop rbp

retn

3 } // starts at 2CF70

main endp

_sanitizer_cov_trace_pc_guard((char *)& start__ sancov_guards + 16, a2, v3);

_sanitizer_cov_trace_pc_guard((char *)&_ start__ sancov_guards + 28, a2, v3

VS = 70;
1
i
else
{
_sanitizer_cov_trace_pc_guard((char *)& start__ sancov_guards + 24, a2, v3
v5 = 68;
}
5
else
{
_sanitizer_cov_trace_pc_guard((char *)& start__ sancov_guards + 20, a2,
VS = 67;
}
else
{

v3);



L LrupTVar _o), I ;& I

jl loc_2(CEE@
J 1
cmp [rbp+var_8], S6h ; P’
jl loc_2CF@3
! fimil
FI™E]
loc_2CF03:
cmp [rbp+var_B], 46h ; 'F'
31 loc_2CF26
o |
(e
lea rdi, __start___sancov_guards lea rdi, __start___sancov_guards
add rdi, 4 add rdi, 8 loc_2CF26:
call __sanitizer_cov_trace_pc_guardj |call __sanitizer_cov_trace_pc_guard cmp [rbp+var_8], 3Ch ; °
jmp loc_2CEA6 — | — jl loc_2CF49
—
L J it
L2 ] \ A L ]
ot [ s
rdi, _ start___sancov_guards rdi, _ start___sancov_guards lea rdi, _ start___sancov_guards lea rdi, __start___sancov_guards
loc_2CEA6 rdi, oCh rdi, 1@h add rdi, 14h add rdi, 18h loc_2CF49:
lea rdi, aError ; "Error: " |call __sanitizer_cov_trace_pc_guard __sanitizer_cov_tra t_pc_gunrd call __sanitizer_cov_trace_pc_guard} |call __sanitizer_cov_trace_pc_guard] [lea rdi, _ start___sancov_guards
mov al, © mov [rbpfvar 1], 41h ; A [fbpovar 1], 42h ; 'B mov [rbpdvar 1], 43h ; "C" mov [rbp'var 1], 44h ; ‘D’ add rdi, 1Ch
cail _printf (Bl loc_2CF50D loc_2CF50 ime loc_2CF50 3™ loc_2CF5D cail __senitizer_cov_trace_pc_guard
mov [rbptvar_1], 45h ; 'E’ |l0v [rbptvar_1], 46h ; 'F'
jmp loc_2CFSD

|

movsx  eax, [rbp+var_1]
add rsp, 16h
pop rbp

3 } // starts at 2(ES@
calculate_grade endp




CR( N
(1) calculate_grade

Edge1: ShA ALK} if (score-< 0l score>100)
*Edge 2: if (score < 0 || score > 100) & (True) — return 'E'
Edae 3- if 01 100} 24 ALFatse)—if _ g0
Edge 4: if (score >= 90) & (True) — return 'A’
_ PN H _
*Edge 6: if (score >= 80) & (True) — return 'B'
_ PN H _
*Edge 8: if (score >= 70) & (True) — return 'C'
_ PN H _
*Edge 10: if (score >= 60) & (True) — return 'D'
*Edge 11: if (score >= 60) { X (False) — return ' F'

*New : score <0 if <9)
< f
1
*New : score > 100 _sanitizer_cov_trace_pc_guard((char
LABEL_S:
(2) main printf(aError);
return 69;
*Edge 12: main & A|%f — scanf }
if (a1 > 1dp )
Edge 13: scanf — calculate_grade @& {
*Edge 14: calculate_grade — 21 £ , goto LABEL_S;

*Edge 15: 21t & — return 0 £/ -0 s oann

)& start___ sancov_guards + 4,

_sanitizer_cov_trace_pc_guard((char *)& start___ sancov_guards + 8,

“~3

“

);

);



DA View-& [ Pseudocode-B8 [ Pseudocode-4 [

1llint _ fastcall _sanitizer_cov_trace_pc_guard(unsigned int *al)
2l¢
3| int result; // eax
4| char v2[1024]; // [rsp+@h] [rbp-410h] BYREF
5| __int64 v3; // [rsp+4@eh] [rbp-18h]
6| unsigned int *v4; // [rsp+4@8h] [rbp-8h]
7| __int64 retaddr; // [rsp+418h] [rbp+8h]
8
9 v4 = al; —_—
10| result = (int)al;
1| IF E ta1 )
12| {
13 v3 = retaddr;
14 _sanitizer_symbolize_pc(retaddr, "¥p ¥F %L", v2, 1024LL);
15 result = printf("guard: %¥p %x PC ¥s\n", v4, *v4, v2);
16| }
P 17| return result;
» 15[y |

v

void __sanitizer_cov_trace_pc_guard(uint32_t* guard) {

if (!xguard) return; // Duplicate the guard check. )
void* PC = __builtin_return_address(0);
char PcDescr[1024]; — User code

_sanitizer_symbolize_pc(PC, "%p %F %L", PcDescr, sizeof(PcDescr));

printf("guard: %p %x PC %stn", guard, *guard, PcDescr);




-fsanitize-coverage=bb,no-prune,trace-pc-guard

whoami@whoami : $ ./test
INIT: ©@x615c5a7fdb8e ex615c5a7fdbb8
guard: ©@x615c5a7fdbb4 e PC
score? : 92

@x615c5a7e5fd3 i

main (/home/whoami/jeon_cov/test/test+8x2cfd3) (BuildId:

03695bfead

5cbf846ed749cb807d766401937¢2)

guard: @x615c5a7fdb8@ 1 PC ©x615c5a7e5e66 in calculate_grade (/home/whoami/jeon_cov/test/test+0x2ce66) (BuildId: c@3695bfed4dScbf846ed749cb807d766461937c2)
guard: @x615c5a7fdb84 2 PC @x615c5a7e5e86 in calculate_grade (/home/whoami/jeon cov/test/test+@x2ce86) (BuildId: c@3695bfeddScbf846ed749cb807d766401937c2)
guard: @x615c5a7fdb8c 4 PC @x615c5a7eS5ec7 in calculate grade (/home/whoami/jeon_cov/test/test+8x2cec7) (BuildId: c@3695bfed4dScbf846ed749cb807d766461937c2)
guard: @x615c5a7fdb9@ 5 PC @x615c5a7eSeel in calculate grade (/home/whoami/jeon_cov/test/test+0x2ceel) (BuildId: c@3695bfed4dScbf846ed749cb807d766461937c2)
guard: @x615c5a7fdbbe d PC @x615c5a7e5fa7 in calculate grade (/home/whoami/jeon_cov/test/test+0x2cfa7) (BuildId: c@3695bfed4dScbf846ed749cb807d7664@f937c2)

score : 92, grade : A

6= xrefs to _sanitizer_cov._trace_pc_ guard O X

Dlrectlc Ty; Address Text

. " — -edge (7| £32})
LOAD:0000000000001--- Elf6d_Sym <offset aSanitizerCovTr_1 - offset unk_1400%: “__sanitizer--
s3] Up p  calculate_grade+12  call __sanitizer_cov_trace_pc_guard +AEO| 0| X|(Edge), T == 7t HZ(27|H)2 A
=] Up p calculate_grade+32 call __sanitizer_cov_trace_pc_guard N N N
@ Up p calculate_grade+dC call __sanitizer_cov_trace_pc_gquard '5—59| 2%O| O‘l':EI 0“”% %j—f?\ﬂfﬂ %S&! °E" = ‘BAEF
=] Up p calculate_grade+73 call __sanitizer_cov_trace_pc_guard .
b=l Up p calculate_grade+8D call __sanitizer_cov_trace_pc_guard *bb (Basic Block)
=] Up p calculate_grade+A6 call __sanitizer_cov_trace_pc_guard £ O
o] = O] ** =22 o AH=
=] Up p calculate_grade+C0 call __sanitizer_cov_trace_pc_gquard == | 7| = =(Basic Block)™= 74"‘
=] Up p calculate_grade+D3 call __sanitizer_cov_trace_pc_guard J|E 220 2L} sk = 0| XX oZ Mg =
@ Up p calculate_grade+F3 call __sanitizer_cov_trace_pc_guard
5=l Up p calculate_grade+10C  call __san!tfzer_cov_trace_pc_guard HHO RISt
=] Up p calculate_grade+126  call __sanitizer_cov_trace_pc_guard
=] Up p calculate_grade+13F  call __sanitizer_cov_trace_pc_guard func
g«] Up p calculate_grade+153 call __sanitizer_cov_trace_pc_guard N
i 1t o ] a =
b=l p main+F call __sanitizer_cov_trace_pc_guard g2l TV X[ (Entry Block)Zh A5
STt SEE|YEX| Of 20 B0l
- =< | ——— ] — >0
71252 =, edge E= bb ASE ALESIH €& S=E= E5/00X[= AZ0A M2
K_L D~ - .

no-prune S42 71510l BE OIX/22S ASEE 4 O4B UK FABHH HE)



SanitizerCoverage

Inline 8bit-counters

clang -fsanitize-coverage=inline-8bit-counters -o test test.c

/[l TS HE=2 FH2E g NHE
static char* counter_start = NULL;
static char* counter_end = NULL;

/] FFH2E =7|s8 &=
void __sanitizer_cov_8bit_counters_init(char* start, charx end) {
printf("Counters initialized: start=%p, end=%p#n", (void+)start, (voidx)end);

/] Fh2E Hfd ME
counter_start = start;
counter_end = end;

/] 7t2E =713 (022 MF)

for (char* ptr = start; ptr < end; ++ptr) {
*ptr = 0;

}



SanitizerCoverage

Inline 8bit-counters

clang -fsanitize-coverage=inline-8bit-counters -o test test.c

void print_counters_at_exit() {
if (counter_start == NULL || counter_end == NULL) {
printf("No counters to display.fn");
return;
}

printf("#nCounter values:#n");

size_t counter_index = 0;

for (char* ptr = counter_start; ptr < counter_end; ++ptr, ++counter_index) {
printf("Counter[%zu] = %dn", counter_index, (unsigned char)=*ptr);

}



SanitizerCoverage

Inline 8bit-counters

Input : 80 Input : 9
whoa oami:~/j $ ./test
Counters initialized: start=0x615d50c56b80, end=0x615d50c56b8e

score? : 80
score : 80, grade : B

whoamif - $ ./test

Counters initialized: start=0x6084b28ddb80, end=0x6004b28ddb8e
score? : 90

score : 99, grade : A

Counter values:
Counter([0]
Counter([1]
Counter[2]
Counter([3]
Counter([4]
Counter[5]
Counter[6]

Counter values:
Counter[@] =
Counter([1]
Counter([2]
Counter([3]
Counter([4]

]

Counter[5
Counter[6]

DO HLODOR

Counter([8]
Counter[9]
Counter[10]
Counter[11]
Counter([12]
Counter([13]

Counter[8]
Counter[9]
Counter[10]
Counter[11]
Counter[12]
Counter([13]

1
e
0
(%)
4
1
0
a
e
1

D =




= HEE s -

}

printf(aError);
return 69;

}
if (a1 > 100 )

1
| ++byte_44B87;

}
if (a1 <90)

if (a1 <80 )
if (a1l <70)

if (al < 60 )

1
++byte_44B8C;
Y |- TR
}

else

1
++byte_44B88B;
L2 = R3]

¥

}

else

!
++byte_4488A;

M= 67
T
¥

}

else

1
++byte_44B89;
L2 = G——
}
¥

else

++byte_44B38;

LY P =
v oy

}

return (unsigned int)v2;

| _sancov_cntrs:@eeeeocooee44880e
| _sancov_cntrs:0000eo0000e44880
| _sancov_cntrs:@eeeeeeeeee4468e
| _sancov_cntrs:00000eee000448dp
| _sancov_cntrs:eeeeeoeeoee4468e
|__sancov_cntrs:00eeeeeoeee44880
| _sancov_cntrs:0000000000044880
| _sancov_cntrs:eeeeeeeeeeeq463e
| __sancov_cntrs:20egeeeeeee44880
| _sancov_cntrs:200eeoeooee44680
| __sancov_cntrs:20eeeeoeeee448380
| _sancov_cntrs:@ee0eeo00e044680
| _sancov_cntrs:@eeeeeeeeee4468l
| __sancov_cntrs:2000000000044B881
| sancov_cntrs:00eeeeooeees44882
| __sancov_cntrs:0028eesoeee44882
| _sancov_cntrs:0000000000044B83
| __sancov_cntrs:200eeo0000e44B33
| __sancov_cntrs:2000000000044B384
| _sancov_cntrs:geeeceeeeeeq46ss
| __sancov_cntrs:2028eeseeee44B885
| __sancov_cntrs:0000000000044B885
|__sancov_cntrs:20eeeeooeee44B86
| __sancov_cntrs:0002eee0e0e44886
| _sancov_cntrs:2eeeeeeeeee44s887
| _sancov_cntrs:20000e000ee44887
| __sancov_cntrs:2000000000044B888
| __sancov_cntrs:20eeeeooeee44833
| __sancov_cntrs:0000000000044889
| __sancov_cntrs:20eeeeooeee448389
| sancov_cntrs:2000000000044B8A
| __sancov_cntrs:0000000000044B8A
|__sancov_cntrs:0eeoeesoeee44B88
| __sancov_cntrs:0002000000044888
| _sancov_cntrs:0e2ee2eeeee4488C
| __sancov_cntrs:20e2eeeeeee4483C
| __sancov_cntrs:00eeeeeoeee44838D
| __sancov_cntrs:8202e00200244B8D
| _sancov_cntrs:0000000000044838D
| sancov_cntrs:00eeeeeeeee4488D

LOAD: 0020000000044B3E

LOAD : 2020000000044B3E ; Segment

j ___________________________________________________________________________

sanitizer coverage counter

; Segment type: Pure data

; Segment permissions: Read/Write

__sancov_cntrs segment byte public 'DATA' use64

assume cs:__sancov_cntrs

;org 44B86h

public _ start___ s
_ start__ sancov_cntrs db @

byte_44881 db @
byte_44882 db @
byte_44883 db @

byte_44B84 db @
byte_44B85 db @
byte_44B86 db @

byte_44887 db @

byte_44B88 db @
byte_44889 db @
byte_4488A db @
byte 44888 db @
byte_44B8C db @

byte_44B8D db @

__sancov_cntrs ends

type: Pure data

ancov_cn

2

e fee tes e e

trs

DATA XREF: deregister_tm_clonesto
deregister_tm_clones+7fo ...
Alternative name is '__start__ sancov_cntrs'
__TMC_END__

DATA XREF: print_counters_at_exit+241r
print_counters_at_exit+2Ctw

DATA XREF: print_counters_at_exit+45tr
print_counters_at_exit+4DTw

DATA XREF: print_counters_at_exit+981r
print_counters_at_exit+A0tw

DATA XREF: print_counters_at_exit+C41r
print_counters_at_exit+CCtw

DATA XREF: calculate_grade+8tr
calculate_grade+1@tw

DATA XREF: calculate_grade+23fr
calculate_grade+2Btw

DATA XREF: calculate_grade+4@tr
calculate_grade+48tw

DATA XREF: calculate_grade+6Ftr
calculate_grade+77tw

DATA XREF: calculate_grade+90tr
calculate_grade+98tw

DATA XREF: calculate_grade+Bltr
calculate_grade+B9tw

DATA XREF: calculate_grade+D2fr
calculate_grade+DAtw

DATA XREF: calculate_grade:loc_2CFA91r
calculate_grade+Fltw

DATA XREF: main+8ftr

main+1@Tw

LOAD : 0000000000044B8E ; =================sss=s==ssosssssssossoossssosSsSoSoSSSSSSSSSsSSSSSSsSSssSsss=s



J.U\__t.\.l U
cmp [rbp+var_8], 5éh ; ‘P’
jl loc_2CF67
1
Y
loc_2CF67:
cmp [rbp+var_8], 46h ; 'F’
jl loc_2CF88
I
y
al, cs:byte_44B86 al, cs:byte_44B887
add al, 1 add al, 1 loc_2CF88:
mov cs:byte_44B86, al) |mov cs:byte_44B87, al cmp [rbp+var_8], 3Ch ; ‘<’
jmp loc_2CFeE 31 loc_2CFA9
1 I I
(] Y v v
e =
al, cs:byte_44B88 al, cs:byte_44B89 al, cs:byte_44BBA al, cs:byte_44B8B
loc_2CFeE: al, 1 al, 1 al, 1 al, 1 loc_2CFA9:
lea rdi, aError ; "Error: " cs:byte_44B88, al cs:byte_44B89, al cs:byte_44B8A, al cs:byte_4488B, al mov al, cs:byte_44B8C
mov al, @ [rbp+var_1], 41h ; 'A’ [rbp+var_1], 42h ; 'B' [rbp+var_1], 43h ; 'C’ [rbp+var_1], 44h ; 'D'| |add al; 1
call _printf loc_2CFBB loc_2CFBB loc_2CFBB loc_2CFBB mov cs:byte_44B8C, al
mov [rbp+var_1], 45h ; 'E’ mov [rbp+var_1], 46h ; 'F'

jmp loc_2CFBB

I

loc_2CFBB:
movsx eax, [rbp+var_1]
add rsp, 16h

HEE= fIXlo= wol0jet Bt Gt
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Inline bool-flag

clang -fsanitize-coverage=inline-bool-flag -o test test.c

#include <stdbool.h> // C99 EZ bool EF ALS

[/ B HE2 Felld o HE
static bool* flag_start = NULL;
static bool* flag_end = NULL;

/] Eela =7\t &=
void __sanitizer_cov_bool_flag_init(bool* start, bool* end) {
printf("Boolean flags initialized: start=%p, end=%p#n", (void*)start, (void+)end);

// Ee 3 ufE ME
flag_start = start;
flag_end = end;

/] Eei =7|3) (false2 M)

for (bool* ptr = start; ptr < end; ++ptr) {
*ptr = false;

}
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Inline bool-flag

clang -fsanitize-coverage=inline-bool-flag -o test test.c

// ZEOY = Al el 2 &Yool &=
void print_flags_at_exit() {
if (flag_start == NULL || flag_end == NULL) {
printf("No flags to display.#n");
return;

}

printf("#nBoolean flag values:#n");

size_t flag_index = 0;

for (bool* ptr = flag_start; ptr < flag end; ++ptr, ++flag_index) {
printf("Flag[%zu] = %stn", flag_index, *ptr ? "true" : "false")

}
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Inline bool-flag

@whoami : 1% ./test
flags initialized: start=0x5f9c4ca28b80, end=0x5f9c4ca28b8e
score? : 90
score : 90, grade : A

whoami@whoami : { $ ./test

Boolean flags initialized: start=0x618c4275bb80, end=8x618c4275bb8e
score? : 70

score : 70, grade : C

Boolean flag values:
Flag[@] = true
Flag[1] = false
Flag[2] = false
Flag[3] = false

Boolean flag values:
Flag[@] = true
Flag[1] = false
Flag[2] = false
Flag[3] = false
Flag[4] = true
Flag[5] = true
Flag[6] = false
Flag[7] = false
Flag[8] = false
Flag[9] = false
Flag[10] = true
Flag[11] = false
Flag[12] = false
Flag[13] = true

Flag[4] = true

Flag[5] = true

Flag[6] = false
Flag[7] = false
Flag[8] = true

Flag[9] = false
Flag[1@] = false
Flag[11] = false
Flag[12] = false
Flag[13] = true




if (al <9)

1

if ( !byte 44886 )

byte_44B86 = 1;

pFintf(aError);
return 69;

if (a1 > 100 )

]

if ( !byte 44887 )

byte_44B87 = 1;

}
if (a1<90)

{

if (a1 < 80 )

}

if (a1 <70 )

{
if (a1l < 60 )
if ( !byte_44B3C )
byte_44B38C = 1;
v2 = 70;
}
else
if ( !byte_44B8B )
byte_44B8B = 1;
u)—ﬂﬂ;
}
J
else

L

LY
if ( !'byte_44B8A )
byte_44BBA = 1;

vZ = 07,

}

else

r3

v s ( !byte_44B89 )

byte_44889 = 1;

N Y i A

| sancov_bools:
| _sancov_bools:
| sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| sancov_bools:
| sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:
| _sancov_bools:

Z=7| : 0000000000000000000000000 ->

@ooeo00oeeees44830

B8e
0000000000044B80
0000000000044680
0oooo00oeeRR44B80
00000000eR0044B580
200000000C0044EB80
oooeeooeeee44880
0oooeo0oeRRe44B80
oooeoooeeee446380
oooooooeeee44B6380
2000000000044B80
0000000000044B81
2000000000044B381
oooeoooeeeed44B632
oeoooooeeeed44B8s2
200e000eeR044B8383
0ooe000eeRR44B33
©oooeo0o0oeeee44B34
00000000C20044B384
©200e000eere044B835
2o0oeo00eRRR44B35
©o0oe000eeRR44B86
0000000000044B86
0000000000044B887
0000000eRRR44B87
2000000000044B88
0000000000044E88
0o0eee0eeRe44B89
0000000000044B889
0000000000044B3A
0000000000044B8A
0000000000044B88B
8000000000044B86
eeoecooeeee446sC
eeeeoooeeee448sC
©ooe000eeRe44838D
2oocoooeeee44838D
2000000000044B8D
©ooeo00eeee4483D

; Segment type: Pure dat
; Segment permissions: R

__sancov_bools segment

assume ¢
s;org 448
public _
__start___sancov_bools d

byte_44881 db @
byte_44882 db @
byte_44883 db @
byte_44884 db @
byte_44885 db @
byte_44886 db @
byte_44887 db @
byte_44888 db @
byte_ 44889 db @
byte_44B8A db @
byte_ 44888 db @
byte_4488C db @
byte_4488D db @

__sancov_bools ends

E
=

Ibyte 44B867?

byte 44B86 = 1

ZHE 12 4%, 0[0] 10]™ skip



I

HEE= fIXlo= wol0jet Bt Gt

e e
ull s 5 luld s =] s =
jmp $45 jmp $45 jmp $+5
loc_2CF81:
cs:byte_44B86, 1 mov cs:byte_44887, 1
A A
5 =
loc_2CF88: loc_2CFEE: loc_2D@48: loc_2D068B:
loc_2CF8D jmp $+5 mov cs:byte_448B88, 1 mov cs:byte_44B89, 1 cs:byte_44B8A, 1 mov cs:byte_44B8B, 1 mov cs:byte_44B8C, 1
' T— I —
y | I y |
bl s =
loc_2CF8D: loc_2CF(8: loc_2CFF5: loc_2De4F: loc_20072:
rdi, aError ; “Error: * [rbp+var_1], 41h ; ‘A'} |mov [rbptvar_1], 42h ; ‘B’ [rbp+var_1], 43h ; ‘C'} |mov [rbp+var_1], 44h ; "D’} |mov [rbp+var_1], 46h ; ‘F*
al, @ loc_20@76 jmp loc_20076 jmp loc_2p@76
_printf
[rbp+var_1], 45h ; 'E’
loc_2D076
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PC-Table

clang -fsanitize-coverage=pc-table -0 test test.c
clang -fsanitize-coverage=pc-table,trace-pc-guard -o test test.c

PC-Table2 th=2=2 M = GiCt
trace-pc-guard A& Z1t7t PC H|O|£0| MZEICE.

Note: this instrumentation might be incompatible with dead code stripping
( ref : https://bugs.llvm.org/show bug.cqi?id=34636 )
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PC-Table

/] ©E B2 PC Hol22 A%
static const uintptr_t* pc_table_start = NULL;
static const uintptr_t* pc_table_end = NULL;

// PC HOl& =7|5t &=

void __sanitizer_cov_pcs_init(const uintptr_t* pcs_beg, const uintptr_t* pcs end) {
pc_table_start = pcs_beg;
pc_table_end = pcs_end;

printf("PC Table initialized: %p - %p#n", pcs_beg, pcs_end);
}
// ZEE2E3¥ = Al HolE LHE2 &9 2t
void print_pc_table() {
if (pc_table_start == NULL || pc_table_end == NULL) {
printf("PC Table not initialized.#n");
return;

ol
rir
ol

il

t

A
e

}

printf("PC Table Contents:#n");

for (const uintptr_t* ptr = pc_table_start; ptr < pc_table_end; ptr += 2) {
uintptr_t pc = ptr[0]; /] A W 22 PC
uintptr_t flags = ptr[1]; // 5 H® £t PCFlags
printf("PC: 0x%lx, Flags: Ox%|x#n", pc, flags);
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PC-Table

whoamif@whoami :

PC Table initialized: ©xSb@aae31cbb8 - ©x5bBaae31cc98

score? : 90
score : 90, grade : A
PC Table Contents:
PC: ©x5b@aae304da®, Flags:
PC: ©xSb@aae304dc2, Flags:
PC: @xSb@aae304deS, Flags:
PC: ©xSb@aae304e32, Flags:
PC: ©xSb@aae304e74, Flags:
PC: @xS5b@aae304ead, Flags:
PC: ©x5b@aae30d4ec7, Flags:
PC: ©x5b@aae304ee6, Flags:
PC: @xSb@aae304f17, Flags:
PC: @x5b@aae304f3a, Flags:
PC: ©xSb@aae3e4f5d, Flags:
PC: ©xSb@aae304180, Flags:
PC: ©xSb@aae384f99, Flags:
: @x5b@aae304fcO, Flags:

~hoami@whoami :

int __cdecl main(int argc, const char **argv,

{

~ vd; Jf
5i2]s A

_sanitizer_cov_trace_pc_guard(&unk_44884,
[1] = @;
[e] = eo;
printf(“score? : ");
__isoc99_scanf("¥d", v5);
= calculate_grade((unsigned i
printf("score : ¥d, grade : X¥c\n", (
print_pc_table();
return 9;

ol

trace-pc-guard 2F & &St instrumentZt

DuleD;

const char **envp)

t)vs[e], (ur

| —|

=

AtolZ|C

—

J



PC-Table

| _sancov_guards
| _sancov_guards
| _sancov_guards

| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
|__sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| sancov_guards:
| sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:
| _sancov_guards:

e e

SanitizerCoverage

: @2o0o00ooeooR44B30
: 000000eBRRR44B30

: 00000000R0044B50

2000000000044B80
0000000000044E830
e0ooooboe000448380
2000000000044B94
2000000000044694
8000000000044B95
©000000000044696
2000000000044B97
2000000000044B98
2000000000044B99
2000000000044B9A
2000000000044B98
20200000000044B9C
2000000000044B9D
2000000000044B9E
2000000000044B9F
2000000000044BA0
2000000000044 BA1
2000000000044BA2
©200000000044BA3
©000000000044BA4
0000000000044BAS
0000000000044BA6
©000000000044BA7
2000000000044BA8
2000000000044BA9
2000000000044BAA
2000000000044BAB

AAAAAAAANNANRAANDAF,

; DWORD _start  sancov_guards[5]
sancov_guards dd 5 dup(@)

_ start

unk_44B94

bubiic __start___sancov_guards

@

I~ B B I I T T I I I R R R R

; DATA XREF: deregister_tm_clonesfo

; deregister_tm_clones+71o ...

; Alternative name is '__ start__ sancov_guards'
3 __TMC_END__

; DATA XREF: calculate_grade+Bto

; calculate_grade:loc_2CEC7%0 ...

trace-pc-guard 2 &
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PC-Table

| sancov_pcs:2@ee000e00844BB8 __ sancov_pcs segment qword public 'DATA' use64

| sancov_pcs:eeeeeeeeees44EB8 assume Cs:__sancov_pcs

| _sancov_pcs:eeeo0oeoeee44B68 ;org 44BBsh

| _sancov_pcs:2eeeeeeeeee44BB8 public  start s

_sancov_pcs:%@%@%&@WBBSI _ start__ sancov_pcs dq offset print_pc_table

| _sancov_pcs:eeeoeee0eee44B8638 5 DATA XREF: sancov_module_ctor_trace_pc_guard+Bto
| _sancov_pcs:0ee00e0ee0e44BB83 ; sancov_module_ctor_trace_pc_guard+17to
| sancov_pcs:0ee0000000044BB838 ; Alternative name is '__ start__ sancov_pcs’
| sancov_pcs:@eeeeeeecoee44B6638 - ; __stop__ sancov_guards

| sancov_pcs:0eee000e000448Ce db 1

| sancov_pcs:0eee000000044BC1 db e

| sancov_pcs:@000000000044BC2 db 2

| sancov_pcs:@0e00000000448(C3 db e . . .

| sancov_pcs:00200000000448C4 db o [ PC(addI" in 64bit enV) ‘ 8byte
| _sancov_pcs:@ee0008eee8448C5 db e

| _sancov_pcs:00200000000448C6 db 2

| _sancov_pcs:00e00000000448C7 db 2 |

| _sancov_pcs:0e20000000044B8C8 dq offset loc_2CDC2

| _sancov_pcs:2e00000002044B8D0 db 2

|__sancov_pcs:00000000000448D1 db 2]

| _sancov_pcs:00200000000448D2 db 2

| _sancov_pcs:00e0000e00844BD3 db 2

| __sancov_pcs:0@2e00000000448D4 db 2

| _sancov_pcs:@200000008044BD5 db 2

| _sancov_pcs:@2200000000044BD6 db 2

| _sancov_pcs:00eeee00ee00448D7 db 2

| __sancov_pcs:@2ee000000e044B8D3 dq offset loc_2CDES

| _sancov_pcs:0@20000000044BE0 db e

| _sancov_pcs:@eooee00eee44BEl db 2

| _sancov_pcs:@eoeeoe0eea44BE2 db 2

| _sancov_pcs:@200000000044BE3 db ]

| __sancov_pcs:0220000000044BE4 db 2}
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Inline 8bit-counters
Inline bool-flag

PC-Table

Experimental, may change or disappear in future

LLVM Bugzilla is read-only and represents the

historical archive of all LLVM issues filled before November 26, 2021. Use github to submit LLVM bugs

Bug 34636 - make -fsanitize-coverage=pc-table friendly with -ffunction-sections -WI,-gc-sections

Status: NEW
Alias: None

Product: new-bugs
Component: new bugs (show other bugs)
Version: unspecified
Hardware: PC Linux

Importance: P enhancement
Assignee: Matt Morehouse

Reported: 2017-09-15 16:24 PDT by Kostya Serebryany
Modified: 2020-01-18 19:06 PST (History)
CC List: 13 users (show)

See Also:
Fixed By Commit(s):
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Trace-PC

clang -fsanitize-coverage=trace-pc -0 test test.c

__sanitizer_cov_trace_pc() & EE edgelf &¢

-fsanitize-coverage=indirect-calls @7 A& A, _sanitizer_cov_trace_pc_indirect(void *callee) 7}
2= UHE =250 &Y

Linux Kernel Fuzzing®l At-&%ICt.
(Syzkaller Of| A &24)

Name : "no-debug-info",

v

CFlags: [1string{"-fsanitize-coverage=trace-pc"},

AddCover: true,

. " "
Name: no-pcs”,

CFlags: []string{"-fsanitize-coverage=trace-pc"},

DebugInfo: true,

Ref : https://github.com/google/syzkaller
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Trace-PC VS Trace-PC-Guard

-fsanitize-coverage=trace-pc -fsanitize-coverage=trace-pc-guard
ZHH Sk __sanitizer_cov_trace_pc() __sanitizer_cov_trace_pc_guard()
=H e z213 FHRH(PC) Guard == (B H| Q)
2E e S L EEERE
z8y N MBS} ES H8H0|1 HEHA 4
A2 At Linux A8 T3 libFuzzer, S X 2HE HZ
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Tracing Data Flow

FQ Eg1a
--fsanitize-coverage=trace-cmp: H| 1 (comparison) %! switch 20f it F7t AZHF
MAE AF

-fsanitize-coverage=trace-gep: H{ & QIEA ™ Z(GEP, GetElementPtr) A&

--fsanitize-coverage=trace-div: &= '—f"“'ol o

-fsanitize-coverage=trace-loads / -fsanitize-coverage=trace-stores: |2 2| 9|7|(load) X 2 7|(store) BH A Z

O2 &= ASOHX| o, BIEA| Lt T otLte| S22t =H ArE3HoF &
-fsanitize-coverage=trace-pc
-fsanitize-coverage=inline-8bit-counters

-fsanitize-coverage=inline-bool
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Tracing Control Flow

-fsanitize-coverage=control-flow :

St4=0| 2t 7|2 E 2 (basic block)0f| CH3H
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itizerCoverage

San

Tracing Control Flow

int foo(int x) {

=X

1o
<n
[}
hl

Kd

I

A: A}

if (x >0)

=
[

bar(x);

‘B:x>0Y% If 2EL|

bar(x)

else

=0 [f

C:x<

THr
i

kio

return Xx.

A->B
A->C
B->D
C->D



SanitizerCoverage

Tracing Control Flow

int foo(int x) {
if (x >0) A:
bar (x) ; B
else '
x = 0; C:
return x; -D:

C->D

A EE (ZUE AY)
>0 I SEE|= bar(x) 2 2.
<=0% [l x=02= M= EE.

Tracing Control Flow Table
A, B, C, null, null,

B, D, null, @bar, null,

C, D, null, null,

D, null, null



SanitizerCoverage

Tracing Control Flow

int foo(int x) {
if (x >0) *A:
bar (x) ; B:
else '
x = 0; -C:
return x; -D:

C->D

A EE (ZUE AY)
>0 I SEE|= bar(x) 2 2.
<=0% [l x=02= M= EE.

Tracing Control Flow Table

A, B, C, null, null,
B, D, null, @bar, null,
C, D, null, null,

) null, null



SanitizerCoverage

Tracing Control Flow

int foo(int x) {

if (x >0) A
bar (x) ; B
else '
x = 0; C:
return x; -D:

C->D

A S5 (ZU2 &2)

x> 0% Il FE|= bar(x) & =

x<=0¥% M x =02 HHWSI= =&.

T =5

7|2 = (basic block)

A, B, C, null, null,
B, D, null, @bar, null,
C, D, null, null,
D, null, null



SanitizerCoverage

Tracing Control Flow

int foo(int x) {

if (x >0) A
bar (x) ; B
else '
x = 0; C:
return x; -D:

C->D

ANEE8 (Z2UE 2Y)

x> 0% Il @FE|= bar(x) 2 55,

x<=0¢ [If x =02 A= 5.

= =58

2£ =E(successor)
A, B, C, null, null,
B, D, null, @bar, null,
C, D, null, null,
D, null, null



SanitizerCoverage

Tracing Control Flow

int foo(int x) {

if (x >0) *A:
bar (x) ; B
else '
x =0; C:
return x; D:

C->D

OO0 w

<

ONnw>

~

~

= Ad)
L= bar(x) A £
02 M¥st= =5,

D= 2(callee)

!

null, null,
null, @bar, null,
null, null,
null, null



// Table data storage variables (global)
const uintptr_t* cfs_table_begin = NULL;
const uintptr_t* cfs_table_end = NULL;

// Control flow table initialization function

extern "C" void __sanitizer_cov_cfs_init(const uintptr_t * cfs_beg,
const uintptr_t = cfs_end) {
// Save the start and end pointers of the table
cfs_table_begin = cfs_beg;
cfs_table_end = cfs_end;



// Function to print the control flow table
void print_cfs_table() {
if (cfs_table_begin == NULL || cfs_table_end == NULL) {
printf("Control flow table is not initialized.#n");
return;

}

printf("Control Flow Table:#n");
const uintptr_t* current = cfs_table_begin;
while (current < cfs_table_end) {
printf("Basic Block Address: 0x%|x#n", xcurrent++);

// Print successor blocks
printf(" Successor Blocks: ");
while (*current !=0) {

printf("0Ox%Ix ", *current++);
}

current++; // Skip null
printf("#n");

// Print called functions
printf(" Called Functions: ");
while (*current !=0) {
if (xcurrent == (uintptr_t)-1) {
printf("[Indirect Call] ");

}
else {
printf("Ox%Ix ", *current);

}

current++;
}
current++; // Skip null
printf("#n");



whoami@whoami : $ clang —fsaniEize-coverage:control—flow -0 test test.c
clang: unsupported argument ‘control-flow’ to option ‘fsanitize-coverage="

whoamif@whoami : ~/j $ clang -v

Ubuntu clang version 14.0.0-1ubuntul.l

Target: x86 64-pc-linux-gnu

Thread model: posix

InstalledDir: /usr/bin

Found candidate GCC installation: /usr/bin/../lib/gcc/x86 64-linux-gnu/11
Found candidate GCC installation: /usr/bin/../lib/gcc/x86 64-linux-gnu/12
Selected GCC installation: /usr/bin/../lib/gcc/x86 64-linux-gnu/12
Candidate multilib: . ;@m64

Selected multilib: . ;@m64

https://clang.llvm.org/docs/SanitizerCoverage.html#edge-coverage &A1 0l Y =0

https://releases.livm.org/13.0.0/tools/clang/docs/SanitizerCoverage.htm| &A1 0| = i} &

https://releases.llvm.org/14.0.0/tools/clang/docs/SanitizerCoverage.html = S
D= #HE EANE 2ot eLt ¥ 250 g0 St

T=g= okt AR EAS




https://clang.llvm.org/docs/SanitizerCoverage.html#edge-coverage

Clang 20.0.0git documentation

Clang

Branches Tags

livmorg-20-init

livmorg-19.1.6

Clang 13.0.1 llvmorg-19.1.5
Original author(s) Chris Lattner
livmorg-19.1.4
Developer(s) LLVM Developer Group

9.2 livmorg-19.1.3
Initial release September 26, 2007; 17

years ago' "’

livmorg-19.1.2

Stable release 19.1.6/¥! ¥ / 17 December
2024; 5 days ago Releases 120

Repository github.com/llvm/llvm

LLVM 19.1.6

JIOJECL

proiect 2 s




release/15.x
Releases Tags

release/16.x
release/17.x
release/18.x

release/19.x zwééks_agc? _ LLVM 19.1.6

revert-70642-xcoff2yam|_auxsym

revert-71776-commandline LLVM 19.1.6 Release

Releases Tags A note On binaries

Volunteers make binaries for the LLVM project, which will be uploaded
Pl when they have had time to test and build these binaries. They might
not be available directly or not at all for each release. We suggest
you use the binaries from your distribution or build your own if you
rely on a specific platform or configuration.

llvmorg-19.1.6 =

llvmorg-19.1.5 en

llvmorg-19.1.4 e

s O




Branches Tags

livmorg-20-init
llvmorg-19.1.6
livmorg-19.1.5
livmorg-19.1.4
livmorg-19.1.3

livmorg-19.1.2

@ clang/docs

£) ReleaseNotes.rst
@ clang-tools-extra/docs
(%) ReleaseNotes.rst
@ liboo/docs

[*) ReleaseNotes.rst
@ lld/docs

(%) ReleaseNotes.rst
B llvm/docs

(%) ReleaseNotes.rst
B openmp/docs

(%) ReleaseNotes.rst
@ psti/docs

(%) ReleaseNotes.rst

(]} 7 files changed

N

clang/docs/ReleaseNotes.rst d:

libcxx/docs/ReleaseNotes.rst ﬂ;

. include:: ReleaseNotes/19.rst

. include:: ReleaseNotes/20.rst

- toctree::

11d/docs/ReleaseNotes.rst d;
4

ELF Improvements

* “TEI_OSABI" " in the output is now inferred

("#97144 <https://github.com/1lvm/11lvm-pro

* * --compress-sections <section-glib>={none,




Filter by 2 files (113 ms) i llvm/llvm-project X

<> Code v @& clang/docs/SanitizerCoverage.rst

Issues
Tracing control flow

Pull requests

Discussions With " -fsanitize-coverage=control-flow " the compiler will create a table to collect
Commits control flow for each function. More specifically, for each basic block in the function,
two lists are populated. One list for successors of the basic block and another list for

Packages 41 non-intrinsic called functions.
0 wikis

compiler-rt/test/sanitizer_common/TestCases/sanitizer_coverage_control_flow.cpp

Languages

fsanitize-coverage=control-flow.
reStructuredText

® C++

() More languages...

fsanitize-coverage=control-flow

Paths
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Selective Coverage(d 4] A2 OtH)
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SanitizerCoverage

Selective Coverage(d 4] A2 OtH)

allowlist blocklist
# Enable instrumentation for a whole folder # Disable instrumentation for a specific source file that the
src:ibar/x allowlist al lowed
# Enable instrumentation for a specific source file src:bar/b.cpp
src:foo/a.cpp # Disable instrumentation for a specific function that the
# Enable instrumentation for all functions in those files allowlist al lowed
fun:= fun:*myFuncx*
. -+ = C SEA EE o) = LA =
Folder, File X|’85t1 L F 0| 2= &= X8 S8 ool 58 jHe| e+E X[H
LA Mg Specn‘lc?J Ag




SanitizerCoverage

Selective Coverage(d 4] A2 OtH)

test.c

#include <stdio.h>

void includedFunction() {
printf("Included Function");
)3

/] ol &= Rtk 2|AEo 26l X <2

void excludedFunction() {
printf("Excluded Function");

}

int main() {
includedFunction();
excludedFunction();
return 0;

}
blocklsit

fun:*excludedFunction*



SanitizerCoverage

Selective Coverage(®d4] X 2 Ot4H)

clang -fsanitize-coverage=trace-pc-guard -o test test.c -fsanitize-coverage-ignorelist=blocklist

3 _unwind {

push rbp

mov rbp, rsp

sub rsp, 1oh

lea rdi, unk 43874
Lcall __sanitizer_cov_trace_pc_guard |

MoV [rbp¥var_&], ©

call includedFunction

call excludedFunction

xor eax, eax

add rsp, 1@h

pop rbp

retn

3 y // starts at 2CD8e

main endp

<main>

includedFunction proc near
3 __unwind {

push rbp |

mov rbp, rsp

lea rdi, start sancov_guards

call __sanitizer_cov_trace_pc_guard

Iea rdi, alncludedFuncti ; Included Function”
mov al, o

call _printf

pop rbp

retn

; } // starts at 2CD60
includedFunction endp

<IncludedFunction>

public excludedFunction
excludedFunction proc near
3 __unwind {

push rbp

mov rbp, rsp

lea rdi, aExcludedFuncti ; "Excluded Function"
mov al, o

call _printf

pop rbp

retn

;3 } // starts at 2CD4@
excludedFunction endp

<ExcludedFunction>




SanitizerCoverage

Default implementation

ASAN, MemorySanitizer, etc. -> default implementations of some of the coverage callback

clang -fsanitize-coverage=trace-pc-guard -fsanitize=address -o test test.c

ASAN_OPTIONS=coverage=1 ./test
whoami@whoaml :~/ ] $ ASAN OPTIONS=coverage=1 ./test

SanitizerCoverage: ./test.16571.sancov: 3 PCs written

generate

whoami@whoami :~/7 $ 1s test.16571.sancov

test.16571.sancov




SanitizerCoverage

Default implementation

64 FF FF FF|FF FF BF CO/AF BE OD 00 00 00 00 00 dyyyyy:A %......

CF BE OD 00|00 00 00 00| F3 BE OD 00 00 00 00 00 I%...... 0%

X 8H}O|E: Magic 44
OXCOBFFFFFFFFFFF64/0xCOBFFFFFFFFFFF32

Little endianO|2t= EA= SX|EH =™ 7ts

test.16571.sancov x I



SanitizerCoverage

Default implementation

64 FF FF FF|FF FF BF CO|AF BE OD 00 00 00 00 00 d T e
CF BE OD 00|00 00 00 00 |F3 BE OD 00 00 00 OO0 00 I%......0%......

Offset : OXODBEAF

.text:00000000000DBEAR public includedFunction
.text:00000000000DBEA® includedFunction proc near ; CODE XREF: main+1Blp
.text:0000000000@DBEA® ; _ unwind {
.text:00000000000DBEAR push rbp 3 char
Jtext: OGGGGGOGOBGDBEAl mov rbp, rsp

: A lea rdi, _ start__ sancov_guards

call __sanltlger cov_ trace _pc guard

p : lea rdi, _str ; "Included nction
.text:@@@@@@@@@@@DBEB? mov al, e
.text :0200020002RDBEBY call printf
.text:00000000000DBEBE pop rbp
.text:00000000000DBEBF retn

.text:0000000000ODBEBF ; } // starts at DBEA®
.text :00000@R00RRDBEBF includedFunction endp

test.16571.sancov X l




SanitizerCoverage

Default implementation

test.16571.sancov X l

64 FF FF FF|FF FF BF CO|/AF BE OD 00 00 00 00 00 dyyyyy:A %......
CF BE 0D 00|00 00 00 00 F3 BE OD 00 00 00 00 00 I%......0%......

Offset : OXODBECF

.text:000000000CRDBECE® excludedFunction proc near ; CODE XREF: main+2@lp
.text:00000000000DBEC® ; _ unwind {
. text:0000200000RDBECO push rbp 3 char
mov rbp, rsp
lea rdi, unk_111BE4
call __sanitizer_cov_trace_pc_guard
lea rdi, _str_1 : "Excluded Function’
mov al, e
call printf
.text:@00000eeeeeeDBEDE pep rbp
. text:00000000000DBEDF retn
.text:000000000@0ODBEDF ; } // starts at DBEC@
.text:00000000000DBEDF excludedFunction endp




SanitizerCoverage

Default implementation

test.16571.sancov X

64 FF FF FF|FF FF BF CO | AF BE OD 00 00 00 00 00 d

CF BE OD 00|00 00 00 00 F3 BE OD 00 00 00 00 00 I%......

.text:0000000000QDBEER ; int _ cdecl main(int argc, const char **argv, const char **envp)

.text :00000000000DBEER public main

.text:00000000@0BDBEE® main proc near ; DATA XREF: _start+181
.text:0000000000@DBEED

.text :00000000000DBEER var 4 = dword ptr -4

-text:00020000000DBEER
.text:00000000RRGDBEEe ; _ unwind {

.text:00000000000DBEER push rbp

.text : 00020000000DBEEL mov rbp, rsp
.text:00000000000DBEE4S sub rsp, 1@h

et BBEE lea rdi, unk_111BE8
.text:O@G@G@O@G@QDBEEF| call __sanitizer_cov_trace_pc_guard
Ttexts ® mov [rbp+var_4], ©
.text:0000000000@DBEFB call includedFunction
.text:00202000008DBFRR call excludedFunction
.text:00000000000DBFO5 xor eax, eax
.text:eeeeeeeoeeeDBFe7 add rsp, 1@h
.text:00000000000DBFOB pop rbp
.text:e0000000000DBFRC retn

.text:00000000000DBFOC ; } // starts at DBEE®
.text:00000000000DBFOC main endp




QAL : Plan :

- LLVM SanitizerCoverage Al-& - 7t 7|28 9l trace-pc-guard Bt AHE

- Code coverage 58 - Dumb fuzzing VS Coverage based fuzzing H| !



<test.c>

#include <stdio.h>

[/ H Ad g
char calculate_grade(int score) {
if (score <0 || score > 100) {
printf("Error: = 0~100 AlO|0J0F LT} Wn");
return 'E'; // Error

}

if (score >= 90) return 'A';

else if (score >= 80) return 'B'; — ;

else if (score >= 70) return 'C'; whoami@whoami :

else if (score >= 60) return 'D'; score? : 34
g else return 'F; score : 34, grade :
/] Mol s
int main() {

int score = 0,
printf("score? : ");
scanf("%d", &score);

char grade = calculate_grade(score);
printf("score : %d, grade : %cHn", score, grade);

return 0;



[/ MY "ol (HHe|X] =& &)
int ipc_pipel2];
// Sanitizer Coverage = gt

void __sanitizer_cov_trace_pc_guard(uint32_t* guard) {
//if (1*guard) return; // guardZ} 00|™ o|o| HEE ZE=

void* PC = _ builtin_return_address(0);

/] ElHY &=
/////fprintf(stderr, "[Debug] Writing guard=%p, PC=%ptn", *guard, PC);

// guard2t PC =4AE mo|Z2 M&
write(ipc_pipel1], guard, sizeof(xguard)); // guard XRF&l2| Zt
write(ipc_pipe[1], &PC, sizeof(PC)); // PC(2IE o E=zlA)



PoC fuzzer




PoC fuzzer

IPC pipe

r—-——=-=—-=-=-=n




COVv.C
| Elis
pid_t

}

pid = fork();
if (pid <0) {
"for

perror("fork");

exit(1);

if (pid==0) {

}

/] RHA ZE2MA

/] 27t e1E2 Holz E3Z

close(coverage pipe[0]);
// coverage_pipe[1]& M Y= ipc_pipe[1]Z ALS

dup2(coverage_pipe[1], 101); // fd 1010 S=A}
close(coverage_pipe[1]);

/] AHAo| e4& input_pipe[0]2 STDINCZ MY
close(input_pipe[1]);

dup2(input_pipe[0], STDIN_FILENO);
close(input_pipe[0]);

// target Hfo|LHZ| AlSH
execl("./target", "./target", NULL);

/] Al Al A
perror("execl");
exit(1);

else {

/] BB ZEAHA

// XAlol & mo|z= B3
close(coverage pipe[1]);
close(input_pipe[0]);

/] RHA T2 M| Ao STDINCE M ME

char buf[32];
snprintf(buf, sizeof(buf), "%dfn",

input) ;

write(input_pipel1], buf, strlen(buf));

close(input_pipe[1]);

/] H ol& He glenz 3

// coverage_pipe[0]ollAl HB{EZ[X] HE 27|

printf("[Parent] Test score: %d#n",
while (1) {

uint32_t guard_val,

void* pc_val;

// guard 47|

ssize_t ret = read(coverage pipe[0], &guard_val, sizeof(guard_val));

if (ret == 0) break; // XA & A| mlo|= &gl
if (ret <0) {
perror("read(guard)");
break;
}
/] PC 17|
ret = read(coverage_pipe[0], &pc_val, sizeof(pc_val));
if (ret <=0) {
perror("read(pc)");
break;
}

/] 42 Olo|lg &=
printf(" >> guard=%u, pc=%ptn"
map[guard_val] = 1;

input);

, guard_val, pc_val);



J $ ./cov whoami@whoami : : $ ./cov 98 92 93 99
Jcov <scorel> <score2> <score3> <scored> Updated test scores:
@whoami :~/j y $ ./cov 90 80 70 50 test_scores[e] o9
Updated test_scores: test_scores[1] = 92

test scores[@] = 90

test_scores[1] = 80

test_scores[2] = 93
3
test scores[2] = 70 ]

test_scores| 99

P — [Parent] Test score: 90

[Pargnt] Tt fetorea= G0 >> guard=1, pc=0x570ec3776dc7
>> guard=1, pc=@x59b516712dc7 2% guard=a,| poexSI0ecy7IGe 3]
>> guard=4, pc=0x59b516712e37 [Parent] Child exited (score 90)

[Parent] Child exited (score 90)
[Parent] Test score: 92

[Parent] Test score: 80 >> guard=1, pc=0x5dc@aed2ddc?
>> guard=1, pc=0x62c2a@2acdc7 >> guard=4, pc=0x5dc@aed2de37

>> guard=5, pc=0x62c2a@2ace5a [Parent] Child exited (score 92)
[Parent] Child exited (score 80)

[Parent] Test score: 93
[Parent] Test score: 70 >> guard=1, pc=0x590f283cadc7
>> guard=1, pc=0x5de2ff3fedc7 >> guard=4, pc=0x590f283cae37

>> guard=6, pc=0x5d02ff3fee7d [Parent] Child exited (score 93)
[Parent] Child exited (score 70)

[Parent] Test score: 50 [Parent] Test score: 99
>> guard=1, pc=@x5cefd8f9edc7 >> guard=1, pc=0x63bee@2fddc7
>> guard=8, pc=@x5cefd8f9eebd >> guard=§, pc=gx63beee2fde37
[Parent] Child exited (score 50) [Parent] Child exited (score 99)

9100111616000000 ©100100000000000
hit : 31 % hit : 12 %




$ ./cov char calculate_grade(int score) {

if (score <0 || score > 100) {
printf("Error: A%+ 0~100 Alo|o{of S|} #n");
return 'E'; // Error

test scores[0] = 90 }
test_scores[1] = 80
test_scores[3] = 58 else if (score >= 80) return 'B';
[Parent] Test score: 90 else if (score >= 70) return 'C';
>> guard=1, pc=0x59b516712dc7 _else AT
>> guard=4, pc=0x59b516712e37 } ’
[Parent] Child exited (score 90)
target.c

[Parent] Test score: 80
>> guard=1, pc=0x62c2a02acdc7
>> guard=5, pc=0x62c2aB2aceS5a
[Parent] Child exited (score 80)

[Parent] Test score: 70
>> guard=1, pc=0x5de2ff3fedc7
>> guard=6, pc=0x5de2ff3fee7d
[Parent] Child exited (score 70)

[Parent] Test score: 50
>> guard=1, pc=0x5cefd8f9edc7
>> guard=8, pc=0x5cefd8f9eeb9
[Parent] Child exited (score 5@)

91008111016000000
hit : 31 %




char calculate_grade(int score) { whoami@whoami : : $ ./cov 9@ 92 93 99

if (score <0 || score > 100) { Updated test_scores:
printf("Error: &= 0~100 AtO[0{0F BTt Wn"); test scores[@] = 90
return 'E'; // Error test_scores[1] = 92
; test_scores[2] = 93
if (score >= 90) return 'A'; test_scores{3] = 99

[Parent] Test score: 90
>> guard=1, pc=0x570ec3776dc7
>> guard=4, pc=0x570ec3776e37
[Parent] Child exited (score 90)

[Parent] Test score: 92
target.c >> guard=1, pc=0x5dc@aed2ddc7
>> guard=4, pc=0x5dc@aed2de37

[Parent] Child exited (score 92)

[Parent] Test score: 93
>> guard=1, pc=0x590f283cadc7
>> guard=4, pc=0x590f283cae37
[Parent] Child exited (score 93)

[Parent] Test score: 99
>> guard=1, pc=0x63beed2fddc7
>> guard=4, pc=0x63beed2fde37
[Parent] Child exited (score 99)

9100100000000000
hit : 12 %




dumb_fuzz.c

void random_testing() {
int best_fitness = 0;
int best_inputs[4] = { 0 };

for (int iteration = 0; iteration < ITERATIONS; iteration++) {
int inputs[4];
for (int i =0; i < 4; i++) {
inputs[i] = rand() % 101; // 05 El 1007FX| HE =X} MM
}

memset(cov_map, 0, MAP_SIZE * sizeof(bool));

for (int i =0; i <4; i++) {
cov_run(cov_map, inputs[il);

}

int fitness = count_ones(cov_map, MAP_SIZE);

if (fitness > best_fitness) {

best_fitness = fitness;
memcpy(best_inputs, inputs, sizeof(best_inputs));



dumb_fuzz.c

printf("lteration %d: Fitness = %d%%#n", iteration, fitness = 100 / MAP_SIZE);
if (best_fitness = 100 / MAP_SIZE == 31) break; // Z|CH 31% &AM Al B2
}

printf("#nBest fitness: %d%%fn", best_fitness = 100 / MAP_SIZE);
printf("Best inputs: ");
for (int i =0; i <4; i++) {

printf("%d ", best_inputs[il]);

)3
printf("#n");
}
int main() {
srand(time(NULL));
random_testing();
return 0;
}
HwE 28l 31%7t X coverage2t= A2 QtCh= M| SHof| A&
AX 2tE 0= coverage?t &9 HRMLCH= A2 B8 &= QUL



Makefile
# Makefile

CC = clang
CFLAGS = -fsanitize-coverage=trace-pc-guard

# Targets
all: cov target dumb_fuzz cov_fuzz

COVv: Cov.C

$(CC) $< -0 $@

target: target.c
$(CC) $(CFLAGS) $< -0 $@

dumb_fuzz: dumb_fuzz.c
$(CC) $< -0 $@

cov_fuzz: cov_fuzz.c

$(CC) $< -0 $@

# Cleanup
clean:
rm -f cov target dumb_fuzz cov_fuzz



whosz hoami :~/7 J le$ ./dumb fuzz whoami@whoami : ~/7 $ ./dumb fuzz whoami@whoami :~/j ! $ ./dumb fuzz
Iteration ©: Fitness Iteration @: Fitness Iteration ©: Fitness

Iteration 1: Fitness Iteration 1: Fitness Iteration 1: Fitness

Iteration 2: Fitness = Iteration 2: Fitness Iteration 2: Fitness

Iteration 3: Fitness Iteration 3: Fitness Iteration 3: Fitness

Iteration 4: Fitness Iteration 4: Fitness Iteration 4: Fitness

Iteration 5: Fitness Iteration 5: Fitness

Iteration 6: Fitness Best fitness: 31% Iteration 6: Fitness

Iteration 7: Fitness Best inputs: 37 83 94 63 Iteration 7: Fitness

Iteration 8: Fitness Iteration 8: Fitness

Iteration 9: Fitness whoami : rade$ ./dumb_fuzz Iteration 9: Fitness

Iteration 10: Fitness Iteration @: Fitness Iteration : Fitness

Iteration 11: Fitness Iteration 1: Fitness Iteration 11: Fitness

Iteration 12: Fitness Iteration 2: Fitness Iteration : Fitness

Iteration 13: Fitness Iteration 3: Fitness Iteration : Fitness

Iteration 14: Fitness Iteration 4: Fitness Iteration 14: Fitness

Iteration 15: Fitness Iteration 5: Fitness Iteration 15: Fitness

Iteration 16: Fitness Iteration 6: Fitness Iteration : Fitness

Iteration 17: Fitness Iteration 7: Fitness Iteration : Fitness

Iteration 18: Fitness = : Iteration 8: Fitness Iteration : Fitness

Iteration 19: Fitness Iteration 9: Fitness Iteration 19: Fitness

Iteration 20: Fitness Iteration : Fitness Iteration : Fitness

Iteration 21: Fitness Iteration 11: Fitness Iteration 21: Fitness

Iteration 22: Fitness Iteration 12: Fitness

Iteration 23: Fitness Iteration : Fitness Best fitness: 31%

Iteration 24: Fitness Iteration 14: Fitness Best inputs: 37 95 67

Iteration 25: Fitness Iteration : Fitness

Iteration 26: Fitness Iteration 16: Fitness

Iteration : Fitness Iteration : Fitness

Iteration 28: Fitness Iteration 18: Fitness Fitness7|- random'6|-|:|-
Iteration 29: Fitness Iteration 19: Fitness

Iteration : Fitness = : Iteration : Fitness .
Iteration 31: Fitness Iteration 21: Fitness (% EH;IC E'l- LH E:I ZJI\- I:'|- OI:ll-)

Iteration : Fitness
Iteration 33: Fitness
Iteration : Fitness

Best fitness: 31%

Best inputs: 31 68 78

whoami@whoami :




import subprocess
import matplotlib.pyplot as plt

# Function to run . / dumb_fuzz and parse its output
def run_dumb_fuzz()
iterations_to_31 = []

for _ in range(1000) : # Run the program 100 times
process = subprocess.Popen("./dumb_fuzz", stdout
stderr = subprocess.PIPE, text = True)
output = process.communicate()

# Parse the output to find the iteration where 31 % fitness is

reached
for line in output.splitlines()
if "Fitness = 31%" in line :

iteration = int(line.split()[1].strip(":")) # Extract the iteration number

iterations_to_31.append(iteration)
break

benchmark.py

subprocess.PIPE,
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cov_fuzz.c

for (int i =0; i <POP_SIZE; i++) {
for (int j = 0; j < EXEC_COUNT; j++) {
population[i][j] = rand() % 101; /
}

#define MUTATION_RATE 0.1

void mutate(int individual [EXEC_COUNT]) {
for (int i = 0; i < EXEC_COUNT; i++) {
if ((rand() / (double)RAND_MAX) < MUTATION_RATE) {
individual[i] = rand() % 101;
}

void crossover(int parent1[EXEC_COUNT], int parent2[EXEC_COUNT],

chi ld1[EXEC_COUNT], int child2[EXEC_COUNT]) {
int crossover_point = rand() % EXEC_COUNT;
for (int i = 0; i < EXEC_COUNT; i++) {
if (i < crossover_point) {
childi[i] = parenti[il;
child2[i] = parent2[il];

}
else {
childi[i] = parent2[il;
child2[i] = parenti[il;
}
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cov_fuzz.c

void genetic_algorithm() {
int population[POP_SIZE][4];
int fitness[POP_SIZE];

for (int i =0; i <POP_SIZE; i++) {
for (int j =0; j <4; j++) {
population[il[j] = rand() % 101;
}

}

for (int generation = 0; generation < GENERATIONS; generationt++) {
evaluate_population(cov_map, population, fitness);

int new_population[POP_SIZE][4];
for (int i =0; i <POP_SIZE / 2; i++) {

int parent1_idx = rand() % POP_SIZE;
int parent2_idx = rand() % POP_SIZE;

crossover (population[parenti_idx], population[parent2_idx],

new_population[i * 2], new_population[i = 2 + 1]);

mutate(new_population[i * 21);
mutate(new_population[i * 2 + 1]);



whoami@whoami :

Generation
Generation
Generation
Generation
Generation
Generation

whoami@whoami :

Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation
Generation

fitness
fitness
fitness
fitness
fitness
fitness

fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness
fitness

$ ./cov fuzz
25%
25%
18%
25%
25%
31%

$ ./cov_fuzz
18%
12%
18%
18%
18%
18%

12%

18%

12%
18%
18%
18%

18%
18%
k:74
18%

18%

Average
Maximum
Minimum

Iterations to Reach 31%: 5.68
Iterations: 60
Iterations: ©

Distribution of Iterations to Reach 31% Fitness
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Iterations to Reach 31% Fitness

Average Iterations to Reach 31%: 8.10

Maximum Iterations: 58
Minimum Iterations: @
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Average Iterations to Reach 31%: 5.68
Maximum Iterations: 60
Minimum Iterations: @

dumb fuzz

Coverage based fuzz
(little bit faster)



char calculate_grade(int score) {
if (score <0 || score > 100)

KA

printf("Error: M=
return 'E'; // Error

}

if (score >= 90) {
if (score >= 95) {
return 'A'; // A+

}
else {

return 'A'; // A
}

}
else if (score >= 80) {
if (score >= 85) {
if (score >= 88) {

return 'B'; // B+

}
else {
return 'B'; // B
}
}
else {
return 'B'; // B-
}

}
else if (score >= 70) {
if (score >=75) {
if (score >=78) {

return 'C'; // C+

}
else {

return 'C'; // C
}

{
00 AtoJofof B ct #in");

else {
return 'C'; // C-
}

}
else if (score >= 60) {
if (score >= 65) {
if (score >=68) {
return 'D'; // D+

I3
else {
return 'D'; // D
}
}
else {
return 'D'; // D-
}
}
else {
if (score >= 50) {
if (score >= 55) {
return 'F'; // F+
}
else {
return 'F'; // F
}
)3
else {
return 'F'; // F-
}
}



dumb_fuzz.c & 30008 H&st0 XL HHE|X|E E= 5}
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dumb fuzz

Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration
Iteration

2974.;
2975:
2976:
2977:
2978:
2979:
2980:
2981:
2982:
2983:
2984
2985:
2986:
2987:
2988:
2989:
2990:
2991:
2992:
29093:
2994
2995:
2996:
2997:
2998:
2999:

Best fitness:

Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness
Fitness

56%
Best inputs: 78 87 57 57 84 28 64 66 73 88

dumb _fuzz 3000H2| A|EE =
CHEE best fit 7|F& 50~60%2| HHZ|X|0f =

Z|0 A2 X0 ==SEX] ot ULk

Ct
=

IC

O

’



cov fuzz

Generation 33: Best fitness = 62% cov fuzz rg'ﬂ- 45~55H|_'|_9| A‘” EH O‘HA‘I _jF_l I___H 9" H‘l E_l X| EEEI'
Generation 34: Best fitness = 62% -
Generation 35: Best fitness = 62%
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SHIETNC O, ¥ s e o oA Al =la== O 70| dumb_fuzzll iteration2 2 H| W g &= SILC}
Generation 38: Best fitness = 62% ('IQI'XJ X" score C eckgi O|_|_ﬂ')

Generation 39: Best fitness = 62%
Generation 40: Best fitness = 62%
Generation 41: Best fitness = 62%
Generation 42: Best fitness = 62%

I OjS 2 xpo| 7} LEEFLHCE
2 %[} #e2|x| =2

Generation 43: Best fitness = 62%

Generation 44: Best fitness = 62%
Generation 45: Best fitness = 62%
Generation 46: Best fitness = 62%
Generation 47: Best fitness = 62%
Generation 48: Best fitness = 62%
Generation 49: Best fitness = 62%
Generation 50: Best fitness = 62%
Generation 51: Best fitness = 62%
Generation 52: Best fitness = 68%
Best individual: 100 60 88 56 68 89 78 77 91 73
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char calculate_grade(int score) {
if (score <0 || score > 100) {
printf("Error: &= 0~100 Alo|o{oF EHL|C}.#n");
return 'E'; // Error

}

if (score >= 90) {
if (score >= 95) {

return 'A'; // A+
ilse ( cov _fuzz &1} :
} remmmesmmm 76 58 99 85 91 82 62 72 67 68
} 108] A% 25 Chost BI|20| £

else if (score >= 80) {
if (score >= 85) {
if (score >= 88) {
return 'B'; // B+

}
else {
return 'B'; // B
}
}
else {
return 'B'; // B-
}

else if (score >= 70) {
if (score >= 75) {
if (score >= 78) {
return 'C'; // C+

}

else {
return 'C'; // C

}

}

else {

}
}
else if (score >= 60) {
if (score >= 65) {
if (score >= 68) {

return 'D'; // D+
)3
else {
return 'D'; // D
)3
)3
else {
return 'D'; // D-
)3
}
else {
if (score >= 50) {
if (score >= 55) {
return 'F'; // F+
)3
else {
return 'F'; // F
)3
)3
else {
return 'F'; // F-
)3
}



dumb_fuzz

cov_fuzz

E| O AHHE[X] =2 2}
N/A

Aot Q= fitness
(EICH cov EE & =0l E7}

Z|CH AHEX| =F
10z Wiof HEHY

X|&EH™Ql 7+ FM Q| fitness

(ZICH cov B & =& Tts)




IDEA
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