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QAL :

- PE parser

- Disassemble
- Memory View
- BreakPoint



QAL : Plan :

- PE parser - Windows Structure & &35t pe.h A&}
- Disassemble - Disassemble lib2 2 capstone.h= Al
- Memory View - Debugee Process create, virtual memory R/W & exec.h

- BreakPoint - Memory write 2 int3& injection



Virtual

[ File ]  Offset [ Memory 1 ,iiess
DOS Header DOS Header
DOS stub DOS stub
PE Header NT Header NT Header
Section Header(.text) Section Header(.text)
Section Header(.data) Section Header(.data)
Sectin Header(.rsrc) Sectin Header(.rsrc)
- PE parser ML Paading Gxe00 NULL Padding
Section(.text) \ 0x401000
NULL Padding Section(.text)
RE Body Section(.data) \ NULL Padding
NULL Padding -
S ecton(rare) Section(.data)
NULL Padding NULL Padding

Section(.rsrc)

NULL Padding

Ref : https://learn.microsoft.com/en-us/windows/win32/debug/pe-format



[N <winnt.h>

typedef struct _IMAGE_DOS_HEADER {e= L

DOS—EXE hoader

[ File ]

Offset

WORD  e_magic; /]
WORD  e_cblp; //
WORD  e_cp; //
WORD e_crlc: //
WORD  e_cparhdr; //
WORD  e_minal loc; //
WORD  e_maxal loc; /]
WORD  e_ss; //
WORD  e_sp; /]
WORD  e_csum; //
WORD  e_ip; /]
WORD  e_cs; /]
WORD e_lfarlc: //
WORD  e_ovno; //
WORD  e_res[4]; //
WORD  e_oemid; /]
WORD  e_oeminfo; //
WORD  e_res2[10]; //
LONG  e_lfanew; /]

} IMAGE_DOS_HEADER, *PIMAGE_DOS_HEADER;

Magic number

Bytes on last page of file

Pages in file

Relocations

Size of header in paragraphs
Minimum extra paragraphs needed
Maximum extra paragraphs needed
Initial (relative) SS value
Initial SP value

Checksum

[nitial IP value

Initial (relative) CS value

File address of relocation table
Over lay number

Reserved words

OEM identifier (for e_oeminfo)
OEM information; e_oemid specific
Reserved words

File address of new exe header

PE Header

PE Body

DOS Header

DOS stub

NT Header

Section Header(.text)

Section Header(.data)

Sectin Header(.rsrc)

NULL Padding

0x200

Section(.text)

NULL Padding

Section(.data)

NULL Padding

Section(.rsrc)

NULL Padding




PIMAGE_NT_HEADERS <«

[ File ]

DOS Header

DOS stub

Offset

#ifdef _WING4

typedef IMAGE_NT_HEADERS64

typedef PIMAGE_NT_HEADERS64
#else

typedef [MAGE_NT_HEADERS32

typedef PIMAGE_NT_HEADERS32
#endif

IMAGE_NT_HEADERS;
PIMAGE_NT_HEADERS;

IMAGE_NT_HEADERS;
PIMAGE_NT_HEADERS;

PE Header

PE Body

NT Header

Section Header(.text)

Section Header(.data)

Sectin Header(.rsrc)

NULL Padding

0x200

Section(.text)

NULL Padding

Section(.data)

NULL Padding

Section(.rsrc)

NULL Padding




[ File ] Offset

DOS Header
DOS stub
PIMAGE_NT_HEADERS < e
PE Header NT Header
Section Header(.text)
#ifdef _WING4 :
typedef |MAGE_NT_HEADERS64 |MAGE_NT_HEADERS; Section Header(data)
typedef PIMAGE_NT_HEADERS64 PIMAGE_NT_HEADERS; Sectin Header(.rsrc)
frelse | NULL Padding 0x200
typedef | IMAGE_NT_HEADERS3?2 | IMAGE_NT_HEADERS; Section(.text) —
typedef PIMAGE_NT_HEADERS32 P IMAGE_NT_HFADERS; -
#endif NULL Paddlng
PE Body Section(.data) T~
NULL Padding
Section(.rsrc)
typedef struct _IMAGE_NT_HEADERS64 { S Ll ™
DWORD Signature; 9

IMAGE_F LE_HEADER Fi leHeader ;

IMAGE_OPT IONAL_HEADER64 OptionalHeader ;
} IMAGE_NT_HEADERS64, *PI?AGE?NT?HEADER864;
typedef struct _IMAGE_NT_HEADERS {

DWORD Signature;

IMAGE_F [LE_HEADER Fi leHeader ;

IMAGE_OPT IONAL_HEADER32 OptionalHeader ;
} IMAGE_NT_HEADERS32, =PIMAGE_NT_HEADERS32;




PIMAGE_NT_HEADERS <«

#ifdef _WING4

[ File ]

DOS Header

DOS stub

Offset

typedef IMAGE_NT_HEADERS64
typedef PIMAGE_NT_HEADERS64

#else

typedef [ IMAGE_NT_HEADERS3? |

IMAGE_NT_HEADERS;
PIMAGE_NT_HEADERS;

typedef PIMAGE_NT_HEADERS32

#endi f

IMAGE_NT_HEADERS;
P IMAGE_NT_HEADERS;

PE Header

PE Body

typedef struct _IMAGE_

DWORD Signature;
IMAGE_F | LE_HEADER

NT_HEADERS64 {

FileHeader;

IMAGE_OPT |ONAL_HEADER64 OptionalHeader ;

} IMAGE_NT_HEADERS64,

typedef struct _IMAGE_

DWORD Signature:

IMAGE_F ILE_HEADER

*PIMAGE_NT_HEADERS64;

WORD
WORD

DWORD

v
NT_HEADERS {

DWORD
DWORD
WORD

L oLl ol -
T TCrcauctl

IMAGE_OPTTONAL_HEADER32 OptionalHeader ;

} IMAGE_NT_HEADERS32,

*PIMAGE_NT_HEADERS32;

WORD

} IMAGE_FILE_HEADER, *PIMAGE_FILE_HEADER;

—> typedef struct _IMAGE_FILE_HEADER {

Machine;
NumberOfSections;
TimeDateStamp;
PointerToSymbolTable;
Number0fSymbols;
SizeOfOptionalHeader;
Characteristics;

NT Header

Section Header(.text)

Section Header(.data)

Sectin Header(.rsrc)

NULL Padding

0x200

Section(.text)

NULL Padding

Section(.data)

NULL Padding

Section(.rsrc)

NULL Padding

/]




Step 1

DOS MZ header

DOS Stub

| Address of Entry Point

PE Header

Signature

Image Base

Section Headers

File Header

Section Alignment

Section 1

Optional Header

Section 2

Section n

File Alignment

Size of Headers

Data Directory




<PE.h>

#pragma once
#include <Windows.h>

class pe

{

public:

pe(PBYTE peBuffer, SIZE_T peSize);

~pe();

bool isParse();

ULONG imageSize();

ULONG addressOfEntryPoint();

USHORT numberOfSection();

ULONG_PTR getFirstSection();

ULONG_PTR getNextSection(ULONG_PTR currentSection);
LONG_PTR getRelativeOffset(ULONG_PTR imagebase);
LONG_PTR get ImageOffset();

void setImagebase(LONG_PTR imagebase);

ULONG_PTR memAlloc(SIZE T size);

bool resolvel AT(ULONG_PTR imageBase);
void memFree(ULONG_PTR bui ldAddr);

PBYTE peHeader () ;
ULONG peHeaderSize();

private:

PBYTE m_peBuffer;
PIMAGE_DOS_HEADER m_pDosHeader ;
PIMAGE_NT_HEADERS m_pNTHeader ;
};

m_pDosHeader = (PIMAGE_DOS_HEADER)m_peBuffer;
m_pNTHeader = (PIMAGE_NT_HEADERS)&m_peBuf fer [m_pDosHeader—>e_| fanew];

ULONG pe::imageSize()
{

if (lisParse())
return 0;

return (ULONG)m_pNTHeader—>0ptionalHeader .Size0f Image;
}

LONG_PTR pe::getRelative0Qf fset(ULONG_PTR imagebase)
{

if (lisParse())

return 0;

return (LONG_PTR) imagebase — m_pNTHeader—>0pt ionalHeader . ImageBase;
}



<PE.h> <PE.cpp HHIE>

#pragma once
#include <Windows.h>

‘E'aSS be //winnt.h TZH| 2 I}

public: m_pDosHeader = (PIMAGE_DOS_HEADER)m_peBuffer;

pe(PBYTE peBuffer, SIZE_T peSize); m_pNTHeader = (PIMAGE_NT_HEADERS)&m_peBuf fer [m_pDosHeader->e_| fanew];
~pe();

bool isParse();
ULONG imageSize();

ULONG addressOfEntryPoint(); ULONG pe::imageSize()

USHORT numberOfSection(); {

ULONG_PTR getFirstSection(); if (lisParse())

ULONG_PTR getNextSection(ULONG_PTR currentSection); return 0;

LONG_PTR getRelativeOffset(ULONG_PTR imagebase);

LONG_PTR get ImageOffset(); return (ULONG)m_pNTHeader—>0ptionalHeader .SizeOf Image;
void setImagebase(LONG_PTR imagebase); }

ULONG_PTR memAlloc(SIZE T size);

bool resolvelAT(ULONG_PTR imageBase); LONG_PTR pe: :getRelativeOffset(ULONG_PTR imagebase)
void memFree(ULONG_PTR bui |dAddr); {

if (lisParse())
PBYTE peHeader(); return 0;

ULONG peHeaderSize();
return (LONG_PTR) imagebase - m_pNTHeader—>OptionalHeader . ImageBase;
private: }
PBYTE m_peBuffer;
PIMAGE_DOS_HEADER m_pDosHeader ;
PIMAGE_NT_HEADERS m_pNTHeader ;
};



<PE.h>

#pragma once
#include <Windows.h>

class pe

{

public:

pe(PBYTE peBuffer, SIZE_T peSize);

~pe();

bool isParse();

ULONG imageSize();

ULONG addressOfEntryPoint();

USHORT numberOfSection();

ULONG_PTR getFirstSection();

ULONG_PTR getNextSection(ULONG_PTR currentSection);
LONG_PTR getRelativeOffset(ULONG_PTR imagebase);
LONG_PTR get ImageOffset();

void setImagebase(LONG_PTR imagebase);

ULONG_PTR memAlloc(SIZE T size);

bool resolvel AT(ULONG_PTR imageBase);
void memFree(ULONG_PTR bui ldAddr);

PBYTE peHeader () ;
ULONG peHeaderSize();

private:

PBYTE m_peBuffer;
PIMAGE_DOS_HEADER m_pDosHeader ;
PIMAGE_NT_HEADERS m_pNTHeader ;
};

//winnt.h +ZH| 2 m}t4

m_pDosHeader = (PIMAGE_DOS_HEADER)m_peBuf fer;
m_pNTHeader = (PIMAGE_NT_HEADERS)&m_peBuf fer [m_pDosHeader—>e_|fanew];

ULONG pe::imageSize()
{
if (lisParse())

et 0 //2 a3t HHE OptionalHeaderd| A load

return (ULONG)m_pNTHeader—>0ptionalHeader .Size0f Image;
}

LONG_PTR pe::getRelative0Qf fset(ULONG_PTR imagebase)
{

if (lisParse())

return 0;

return (LONG_PTR) imagebase — m_pNTHeader—>0pt ionalHeader . ImageBase;
}



<File> <Memory>
offest address
00000000 o B - ‘ e 101000000
00000040 — . s g 01000040

G00000ED — — 010000ED
00000108 — —— 01000108
00000200 01000200
00000228 41000228

00000400 |

[oTooTo00

00007C00

101008000

{o1008000

401014000

//winnt.h =N 2 I}

m_pDosHeader = (PIMAGE_DOS_HEADER)m_peBuf fer ;
m_pNTHeader = (PIMAGE_NT_HEADERS)&m_peBuf fer [m_pDosHeader->e_|fanew];

REAL(Image base) — PE(Image base)

ULONG pe::imageSize()
{
if (lisParse())

GRS /2%t HEE OptionalHeader0| A load

return (ULONG)m_pNTHeader->0pt ionalHeader .Size0f Image;
}

//memory load 0| £, breakpoint 52| & H4HE 9%t func
)

LONG_PTR pe::getRelativeOffset(ULONG_PTR imagebase
{

if (lisParse())

return 0;

return (LONG_PTR) imagebase — m_pNTHeader->0ptionalHeader . ImageBase;
} //Offset AlAt



typedef struct _IMAGE_SECTION_HEADER {

BYTE
union {

} Misc;
DWORD
DWORD
DWORD
DWORD
DWORD
WORD
WORD
DWORD

} IMAGE_SECTION_HEADER, +PIMAGE_SECT |ON_HEADER;

Step 2

| Address of Entry Point

Image Base

Section Alignment

-

Name[ IMAGE_S|ZEOF _SHORT_NAME ] ;

DWORD  PhysicalAddress;
DWORD  VirtualSize;

VirtualAddress;
SizeOfRawData;
Pointer ToRawData;
PointerToRelocations;
PointerToLinenumbers;
NumberOfRelocat ions;
NumberQfLinenumbers;
Characteristics;

Section 1

DOS MZ header

DOS Stub - Signature

PE Header File Header
Section Headers |» Optional Header

File Alignment

Section 2

Section n

#define IMAGE_FIRST_SECTION( ntheader ) ((PIMAGE_SECTION_HEADER)

v

((ULONG_PTR) (ntheader) +

FIELD_OFFSET( IMAGE_NT_HEADERS, OptionalHeader )|+
((ntheader))->FileHeader .Size0fOptionalHeader

)

Size of Headers

Data Directory

===




ULONG_PTR pe::getFirstSection()
{

if (lisParse())

return NULL;

return (ULONG_PTR) IMAGE_F IRST_SECT ION(m_pNTHeader ) ;
}

ULONG_PTR pe::getNextSection(ULONG_PTR currentSection)
{

if (lisParse())

return NULL;

return (ULONG_PTR) ((PBYTE)currentSection + sizeof( IMAGE_SECTION_HEADER));
}



<print_func.cpp>

void PrintPEinfo(pe & pelnstance)
{

if (Ipelnstance.isParse()) {

std::cout << "Failed to parse PE file." << std::endl;
return;

)3

std::cout << "==== PE File Information ====" << std::endl;

// Basic PE information

std::cout << "Image Size:
<< std::endl;

std::icout << "Address of Entry Point: Ox" << std::hex
<< pelnstance.addressOfEntryPoint() << std::dec << std::endl;

std::cout << "Number of Sections: " << pelnstance.numberOfSection()
<< std::endl;

<< pelnstance. imageSize() << " bytes"

// PE Header information

std::cout << "PE Header Address:
<< reinterpret_cast<void*>(pelnstance.peHeader()) << std::endl;

std::cout << "PE Header Size: " << pelnstance.peHeaderSize() << " bytes'
<< std::endl;

// Section information
ULONG_PTR firstSection = pelnstance.getFirstSection();
if (firstSection) {
std::cout << "==== Section Information ====
ULONG_PTR currentSection = firstSection;
int sectionindex = 1;

<< std::endl;

while (sectionindex < 5) { // HUE Z0{M 5& &=
std::cout << "Section " << sectionlndex << " Address: Ox"
<< std::hex << currentSection << std::dec << std::endl;
currentSection = pelnstance.getNextSection(currentSection);
++sect ionlndex;

}
}
else {

std::cout << "No sections found." << std::endl;
}

// Relocation information

std::cout << "==== Relocation Information ====" << std::endl;

ULONG_PTR imageBase = pelnstance.get|mageOffset();

std::cout << "Image Base: 0x" << std::hex << imageBase << std::dec
<< std::endl;

LONG_PTR relativeOffset = pelnstance.getRelativeOffset(imageBase);

std::cout << "Relative Offset: Ox" << std::hex << relativeOffset

<< std::dec << std::endl;

// IAT resolution status
//std::cout << "==== |mport Address Table (IAT) ====" << std::endl;
//if (pelnstance.resolvelAT( imageBase)) { skip

std::cout << " " << std:iendl;




==== PE File Information ====

o. 32768 bytes




QAL : Plan :

— PEparser _ : = -y N
- Disassemble - Disassemble lib2 Z capstone.h= AtE
- Memory View - Debugee Process create, virtual memory R/W & exec.h

- BreakPoint - Memory write 2 int3& injection



A

- Disassemble - Disassemble lib2 E capstone.h= AtE



A

- Disassemble - Disassemble lib2 E capstone.h= Al

Capstone is a disassembly framework with the target of becoming the ultimate
disasm engine for binary analysis and reversing in the security community.

Ref : https://github.com/capstone-engine/capstone



» A

Git clone capstone Build through MSVC Get capstone DLL,LIB

R



4 B30 o2
4 [ capstone

> [ armh #include "capstone/capstone.h"

#pragma comment(ib, "capstone/capstone.lib")

b [B) armé4.h
b [® capstoneh
capstone.lib




<print_func.cpp>

void PrintDisassembleProcessMemory(HANDLE hProcess, LPCVOID address, size t
size) {

BYTE* buffer = new BYTE[sizel;

SIZE_T bytesRead;

/] Ef Z2MA H 22| 87|
it ('ReadProcessMemory(hProcess, address, buffer, size, &bytesRead)) {
printf("Error: Could not read memory at address Ox%p. Error
Code: %luttn", address, GetlLastError());
delete[] buffer;
return;

}

// Capstone CI|AOIMERH =7|5}
csh handle;
#if _M_X64
if (cs_open(CS_ARCH_X86, CS_MODE_64, &handle) != CS_ERR_OK) {
#else
if (cs_open(CS_ARCH _X86, CS_MODE_32, &handle) != CS_ERR_OK) {
#endi f
printf("Error: Failed to initialize Capstone disassemblertn");
delete[] buffer;
return;

[/ CI20{dEHY
cs_insn* insn;
size_t count = cs_disasm(handle, buffer, bytesRead, (uint64_t)address,
0, &insn);

if (count > 0) {
printf("Disassembly at address Ox%p:#n", address);
for (size_t i =0; i < count; i++) {
printf("Ox%! | x:#t%sWit%shn"
insn[i].address,
insn[i].mnemonic,
insn[i].op_str);
}
cs_free(insn, count);
}
else {
printf("Error: Failed to disassemble memory at address Ox%ptn",
address) ;

}

// Capstone ofi &l
cs_close(&handle);
delete[ ] buffer;

}

PrintDisassembleProcessMemory(targetprocess.m_process, (LPCVOID)entry_addr, 0x10);



<print_func.cpp>

void PrintDisassembleProcessMemory(HANDLE hProcess, LPCVOID address, size t

size) {

BYTE* buffer = new BYTE[size];
SIZE_T bytesRead;

/] EF ZEMA H22| 47|
if (!ReadProcessMemory(hProcess, address, buffer,

Code: %luttn", address, GetlLastError());

}

// Capstone CI|AOIMERH =7|5}
csh handle;

#if _M_X64
if (cs_open(CS_ARCH_X86, CS_MODE_64, &handle) != CS_ERR_OK)

#else

if (cs_open(CS_ARCH_X86, CS_MODE_32, &handle) != CS_ERR_OK) {

#endi f

size, &bytesRead)) {
printf("Error: Could not read memory at addresd Ox%p. Error

delete[] buffer;
return;

printf("Error: Failed to initialize Capstone disassemblerin"\;
delete[] buffer;
return;

[/ CI20{dEHY
cs_insn* insn;
size_t count = cs_disasm(handle, buffer, bytesRead, (uint64_t)address,
0, &insn);

if (count > 0) {
printf("Disassembly at address Ox%p:#n", address);
for (size_t i =0; i < count; i++) {
printf("Ox%! | x:#t%sWit%shn"
insn[i].address,
insn[i].mnemonic,
insn[i].op_str);
}
cs_free(insn, count);
}
else {
printf("Error: Failed to disassemble memory at address Ox%ptn",
address) ;

}

// Capstone ofi &l
cs_close(&handle);
delete[ ] buffer;

}

PrintDisassembleProcessMemory(targetprocess.m process, (LPCVOID)entry_addr, 0x10);

handle



<print_func.cpp>

void PrintDisassembleProcessMemory(HANDLE hProcess, LPCVOID address, size t [/ CIA0{H =2
size) { cs_insn* insn;
BYTE* buffer = new BYTE[size]; size_t count = cs_disasm(handle, buffer, bytesRead, (uint64 t)address,

SIZE_T bytesRead; 0, &insn);

if (count > 0) {
printf("Disassembly at address Ox%p:#n", address);
for (size_t i =0; i < count; i++) {
printf("Ox%! | x:#t%sWit%shn"
insn[i].address,
insn[i].mnemonic,

/] Ef Z2MA H 22| 87|
it ('ReadProcessMemory(hProcess, address, buffer, size, &bytesRead)) {
printf("Error: Could not read memory at address Ox%p. Error
Code: %luttn", address, GetlLastError());
delete[] buffer;

return;
} insn[i].op_str);
}
// Capstone CI|AOIMERH =7|5} _free(insn, count);
csh handle; }
#if _M_Xo64 else {
if (cs_open(CS_ARCH_X86, CS_MODE_64, &handle) != CS_ERR_OK) { print™'Error: Failed to disassemble memory at address Ox%ptn",
#else address);
if (cs_open(CS_ARCH_X86, CS_MODE_32, &handle) != CS_ERR_OK) { }
#endi f
printf("Error: Failed to initialize Capstone disassemblertn"); // Capstone A
delete[] buffer; cs_close(&andle);
return; delete[] buffer;
} }

PrintDisassembleProcessMemory(targetprocess.m_process, (LPCVOID)entry_addr, 0x10);
Disassemble target ADDR



<print_func.cpp>

void PrintDisassembleProcessMemory(HANDLE hProcess, LPCVOID address, size t [/ CIA0{H =2

size) { cs_insn* insn;

uffer = new BYTE[sizel; size_t count = cs_disasm(handle, buffer, bytesRead, (uint64 t)address,
) ; 0, &insn);

SIZE_T

/] E} Z2MA
i ('ReadProcessMemory

if (count > 0) {
rocess, address, bu » size, &bytesRead)) { printf("Disassembly at address Ox%p:#n", address);

printf("Error: Could not~ead memory at address Ox%p. Error for (size_t i =0; i < count; i++) {
Code: %luttn", address, GetlLastError : printf("Ox%! | x:#t%sWit%shn"

delete[] buffer; insn[i].address,

return; insn[i].mnemonic,

}

insn[i].op_str);
}

// Capstone CI|AO{ME2 x=7|st cs_free(insn, count);

csh handle; }
#if _M_Xo64 else {

if (cs_open(CS_ARCH_X86, CS_MODE_64, &handle) != CS_ERR_OK) { printf("Error: Failed to disassemble memory at address Ox%ptn",
#else ress);

if (cs_open(CS_ARCH_X86, CS_MODE_32, &handle) != CS_ERR_OK) {
#endi f

printf("Error: Failed to initialize Capstone disassemblerin"); // Capstone~&Al
delete[] buffer; cs_close(&andl )
return; delete[ ] buffer;

} }

PrintDisassembleProcessMemory(targetprocess.m_process, (LPCVOID)entry_addr, 0x10);
Disassemble ¥ <



32bit 7t& 0 22 0x0000 0000,

(rau) 2GB (7))

Target process handle

@ 0x8000 0000
O

2GB (7H8)

0x0000 0000

2GB 0x0000 0020 ReadProcessMemory

0x8000 0000
2GB

OXFFFF FFFF

7t O 22

= M2



32bit, 64bit ?

O -1 O 1 O 1 O -1 O+ O 14 O +4 O -

8888994998888 8494H

o ocoocooco oo HdHdHdH A ™A A A
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https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html



<print_func.cpp>

void PrintDisassembl|eProcessMemory(HANDLE hProcess, LPCVOID address, size t
size) {

BYTEx buffer = new BYTE[size];

SIZE_T bytesRead;

/] Eb Z2MA 22| 27|
if (!ReadProcessMemory(hProcess, address, buffer, size, 8&ytesRead)) {
printf("Error: Could not read memory at address O0x%p. Error
Code: %luttn", address, GetlLastError());
delete[] buffer;
return;

}

// Capstone CI|AOIMERH =7|3}
csh handle;
#if _M_X64
if (cs_open(CS_ARCH_X86, CS_MODE_64, &handle) != CS_ERR_OK) {
#else
if (cs_open(CS_ARCH_X86, CS_MODE_32, &handle) != CS_ERR_OK) {
#endi f
printf("Error: Failed to initialize Capstone disassemblertn");
delete[] buffer;
return;

* _MX64 x64 T2 AN E= ARMG4EC A2 = 8} =

/] E|lA0HEH
cs_insn* insn,
size_t count = cs_disasm(handle, buffer, bytesRead, (uint64_t)address,
0, &insn);

if (count > 0) {
printf("Disassembly at address Ox%p:#n", address);
for (size t i =0; i <count; i++) {
printf("0x%! I x:#t%shit%shn"
insn[i].address,
insn[i].mnemonic,
insn[i].op_str);
}
cs_free(insn, count);
}
else {
printf("Error: Failed to disassemble memory at address Ox%ptn",
address);

}

// Capstone il Xl
cs_close(&andle);
delete[ ] buffer;

}

o] d==2|HE gt 10022 Fo|EL L 10|22 35

Ol= "2l x| S

Ref : https://learn.microsoft.com/ko-kr/cpp/preprocessor/predefined-macros?view=msvc-170



Initialize Al entry pointE 7| &2 £ disassemble

_._,_,._C

311["‘-7“ |1|Ilc

;, lﬁn+|HUw. si, ni, E<it, Interrupt, Register): d 0x12086

éhter command (bls, brm, b, fonﬁmb. b Iﬁn+|nuH. si, ni, Exit, Interrupt, Register);
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- Memory View
- BreakPoint

Plan :

= -5 N

2._9_

- Debugee Process create, virtual memory R/W £ exec.h
- Memory write 2 int3& injection



QAL : Plan :

- Memory View - Debugee Process create, virtual memory R/W & exec.h



stack

heap

0x0040 0000

2GB - PE image

DLLs

TEBs

e W
!

PEB

Ox7FFF FFFF
2GB

OXFFFF FFFF



$esp
$ebp

heap

CII#

0x0040 0000
PE image

DLLs

TEBs

PEB

Ox7FFF FFFF
2GB

OXFFFF FFFF



<print_func.cpp>

void PrintRegisters(CONTEXT
#ifdef _M_X64

/] 64-bit
std::cout
std::cout
std::cout
std::cout
std::cout
std::cout
std::cout
std::cout
std::cout

#else

/] 32-bit
std::cout
std::cout
std::cout
std::cout
std::cout
std::cout
std::cout
std::cout
std::cout

#endi f

}

| X| A E

<< "RAX: "
<< "RBX: "
<< "RCX: "
<< "RDX: "
<< "RIP: "
<< "RSP: "
<< "RBP: "
<< "RS|: "
<< "RDI: "

2 K| AH

<< "EAX: "
<< "EBX: "
<< "ECX: "
<< "EDX: "
<< "EIP: "
<< "ESP: "
<< "EBP: "
<< "ES|: "
<< "EDI: "

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

& context) {

std:
std:
std:
std:
std:
std:
std:
std:
std:

std:
std:
std:
std:
std:
std:
std:
std:
std:

hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
hex

hex
‘hex
hex
hex
‘hex
‘hex
‘hex
‘hex
hex

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

context.
.Rbx
context.
context.

context

context

context

context
context
context
context
context
context
context
context
context

Rax

Rex
Rdx

Rip
context.
.Rbp
context.
context.

Rsp

Rsi
Rdi

.Eax
.Ebx
.Ecx
.Edx
.Eip
.Esp
.Ebp
.Esi
LEdi

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

"#in";
"Wn";
"#in";
"Wn";
"Wn";
"#in";
"Wn";
"#in";
"Wn";

"Wn";
"#in";
"Wn";
"Wn";
"#in";
"Wn";
"#in";
"Wn";
"Wn";

void PrintStackMemory(HANDLE hProcess, CONTEXT & context) {
#if _M_X64

uint64_t bp = context.Rbp; // RBP 2| X|AE]
uint64_t sp = context.Rsp; // RSP 2| X|AE
#else

uint32_t bp = context.Ebp; // EBP &l X|AE
uint32_t sp = context.Esp; // ESP &I X|AE
#endi f
<z=h>

size_t count = (bp - sp) / sizeof(uint32_t);

for (size_t i =0; i < count; i++) {
uint32_t value;
if (!ReadProcessMemory(hProcess, (LPCVOID)(sp + i =
sizeof(uint32_t)), &value, sizeof(uint32_t), NULL)) {
printf("Ox%Ix: Error reading memory#n", (unsigned long)(sp + i
= sizeof(uint32_t)));
}
else {
printf("0x%Ix: Ox%xWn", (unsigned long)(sp + i *
sizeof(uint32_t)), value);
}
}
#endi f
}



void PrintRegisters(CONTEXT & context) {

<print_func.cpp>

#ifdef _M_X64
/] 64-bit

std:
std:
std:
std:
std:
std:
std:
std:
std:

#else
/] 32-bit

std:
std:
std:
std:
std:
std:
std:
std:
std:

#endi f

}

‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout

‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout

2| K| A E
"RAX:
"RBX:
"RCX:
"RDX:
"RIP:
"RSP:
"RBP:
"RSI:
"RDI:

<<
<<
<<
<<
<<
<<
<<
<<
<<

2 X AH
"EAX:
"EBX:
"ECX:
"EDX:
"EIP:
"ESP:
"EBP:
"ESI:
"EDI :

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

std:
std:
std:
std:
std:
std:
std:
std:
std:

std:
std:
std:
std:
std:
std:
std:
std:
std:

‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex

‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

context.
context.
context.
context.
.Rip
context.
.Rbp
.Rsi
context.Rdi

context

context
context

context
context
context
context
context
context
context
context
context

Rax
Rbx
Rex
Rdx

Rsp

Rdi

.Eax
.Ebx
.Ecx
.Edx
.Eip
.Esp
.Ebp
.Esi
.Edi

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

"fin";
"fn";
"fin";
"Hn";
"fn";
"fin";
"fn";
"fin";
"fn";

"fn";
"fin";
"fn";
"fn";
"fin";
"fn";
"fin";
"fn";
"fn";

void PrintStackMemory(HANDLE hProcess, CONTEXT & context) {

#if _M_X64
uinté4_t bp = context.Rbp; // RBP &l X|AE]
uint64_t sp = context.Rsp; // RSP & X|AE
#else
uint32_t bp = context.Ebp; // EBP &|X|AE
uint32_t sp = context.Esp; // ESP & X|AE
#endi f
<z=h

size t count = (bp - sp) / sizeof(uint32_t);

for (size_t i =0; i < count; i++) {

uint32_t value;

if (!ReadProcessMemory(hProcess, (LPCVOID)(sp + i =
sizeof(uint32_t)), &value, sizeof(uint32_t), NULL)) {

printf("Ox%Ix: Error reading memory#n", (unsigned long)(sp + i

* sizeof(uint32_t)));

}

else {

printf("0x%Ix: Ox%x#Wn", (unsigned long)(sp + i *

sizeof(uint32_t)), value);

}
#endi f

}

}

Get REGISTER




void PrintRegisters(CONTEXT & context) {

<print_func.cpp>

#ifdef _M_X64
/] 64-bit

std:
std:
std:
std:
std:
std:
std:
std:
std:

#else
/] 32-bit

std:
std:
std:
std:
std:
std:
std:
std:
std:

#endi f

}

‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout

‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout
‘cout

2| K| A E
"RAX:
"RBX:
"RCX:
"RDX:
"RIP:
"RSP:
"RBP:
"RSI:
"RDI:

<<
<<
<<
<<
<<
<<
<<
<<
<<

2 X AH
"EAX:
"EBX:
"ECX:
"EDX:
"EIP:
"ESP:
"EBP:
"ESI:
"EDI :

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

std:
std:
std:
std:
std:
std:
std:
std:
std:

std:
std:
std:
std:
std:
std:
std:
std:
std:

‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex

‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex
‘hex

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

context.
context.
context.
context.
.Rip
context.
.Rbp
.Rsi
context.Rdi

context

context
context

context
context
context
context
context
context
context
context
context

Rax
Rbx
Rex
Rdx

Rsp

Rdi

.Eax
.Ebx
.Ecx
.Edx
.Eip
.Esp
.Ebp
.Esi
.Edi

<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<
<<
<<
<<
<<
<<

"fin";
"fn";
"fin";
"Hn";
"fn";
"fin";
"fn";
"fin";
"fn";

"fn";
"fin";
"fn";
"fn";
"fin";
"fn";
"fin";
"fn";
"fn";

void PrintStackMemory(HANDLE hProcess, CONTEXT & context) {

#if _M_X64
uinté4_t bp = context.Rbp; // RBP &l X|AE]
uint64_t sp = context.Rsp; // RSP & X|AE
#else

uint32_t bp = context.Ebp; // EBP 2| X|AE

uint32_t sp

#endi f

<=ZEp

context.Esp; // ESP &l X|AEH

size t count = (bp - sp) / sizeof(uint32_t);

for (size_t i =0; i < count; i++) {

uint32_t value;

if (!ReadProcessMemory(hProcess, (LPCVOID)(sp + i =
sizeof(uint32_t)), &value, sizeof(uint32_t), NULL)) {

printf("Ox%Ix: Error reading memory#n", (unsigned long)(sp + i

* sizeof(uint32_t)));

}

else {

printf("0x%Ix: Ox%x#Wn", (unsigned long)(sp + i *

sizeof(uint32_t)), value);

}
Read Process Mem@gyi+
}

}

Get REGISTER




Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): r
c&mmand.

l/-

and (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register):

| {blé. brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): f

b
G
6
6
G
G

s, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register):



debuggee context?} handle 22|

debuggee : debuggerZ debugging & CHA

] &

debugger

[2 (00000000

debuggee



debuggee context?} handle 22|

debuggee : debuggerZ debugging & CHA

] &

debugger

exec

f Wite
3|
Re?

debuggee



debuggee context?} handle 22|

debuggee : debuggerZ debugging & CHA

kernel user

] &

debugger

[

exec debuggee




debuggee context?} handle 22|

debuggee : debuggerZ debugging & CHA

kernel
exec
addr handle
OXxXXXXXX 100

user

[

debuggee

handle

] &

debugger




debuggee context?} handle 22|

debuggee : debuggerZ debugging & CHA

kernel user
Al
handle @ ]‘
#ad Memory debuggee debugger
addr v handle

+— OXXXXXXX <—— 100

\
\

[ return




<exec.h>

#pragma once
#include <Windows.h>

class process
{

public:
process();
~process() ;

HANDLE m_thread;

HANDLE m_process;

LPCONTEXT m_pthreadContext;
ULONG_PTR m_process|mageBase;
DWORD getTID();

DWORD getPID();

bool create(PWCHAR pwszProcessPath, bool
bSuspended = false);

ULONG_PTR imagebase();

void resume();

void close();

bool getThreadContext();
bool setThreadContext();

b

if (!CreateProcess(NULL, pwszProcessPath, NULL, NULL, FALSE, /+CreateFlag | =/ CREATE_NEW_CONSOLE

<exec.cpp 2o LE >

DEBUG_ONLY_THIS_PROCESS | DEBUG_PROCESS, NULL, NULL, &si, &pi))

{
}

return false;

m_thread = pi.hThread;
m_process = pi.hProcess;

bool process::getThreadContext()

{

m_pthreadContext = (LPCONTEXT)HeapAl loc(GetProcessHeap(),

if (m_pthreadContext == NULL)
return false;

memset(m_pthreadContext, 0, sizeof(CONTEXT)):
m_pthreadContext->ContextFlags = CONTEXT_FULL;

if (!1GetThreadContext(m_thread, m_pthreadContext))
{

}

return false;

return true;

0, sizeof(CONTEXT));



<exec.h>

#pragma once
#include <Windows.h>

class process
{

public:
process();
~process() ;

HANDLE m_thread;
HANDLE m_process;

LPCONTEXT m_pthreadContext;
ULONG_PTR m_process|mageBase;
DWORD getTID();

DWORD getPID();

bool create(PWCHAR pwszProcessPath, bool
bSuspended = false);

ULONG_PTR imagebase() ;

void resume();

void close();

bool getThreadContext();
bool setThreadContext();

b

if (!CreateProcess(NULL, pwszProcessPath, NULL, NULL, FALSE, /+CreateFlag | =/ CREATE_NEW_CONSOLE

<exec.cpp 2o LE >

DEBUG_ONLY_THIS_PROCESS | DEBUG_PROCESS, NULL, NULL, &si, &pi))

{
}

return false;

m_thread = pi.hThread;
m_process = pi.hProcess;

bool process::getThreadContext()

{

m_pthreadContext = (LPCONTEXT)HeapAl loc(GetProcessHeap(), O,

if (m_pthreadContext == NULL)
return false;

memset(m_pthreadContext, 0, sizeof(CONTEXT)):
m_pthreadContext->ContextFlags = CONTEXT_FULL;

if (!1GetThreadContext(m_thread, m_pthreadContext))
{

}

return false;

return true;

sizeof (CONTEXT) ) ;



debuggee context2} handle &2

debuggee : debuggerZ debugging & CH &

PROCESS_INFORMATION pi = { 0, };

<processthreadsapi .h>
typedef struct _PROCESS_INFORMATION {
HANDLE hProcess;
HANDLE hThread;
DWORD dwProcess!d;
DWORD dwThreadld;
} PROCESS_INFORMATION, *PPROCESS_INFORMATION, *LPPROCESS_INFORMATION;



32bit env

GetProcessHeap S M A0 st 7|2 €of Ojet == 7 S L} typedef struct DECLSPEC_NOINITALL _CONTEXT {
DWORD ContextFlags; A
DWORD  DrO;
DWORD  Dr1;
DWORD  Dr2;
LPCONTEXT m_pthreadContext; DWORD  Dr3;
DWORD  Dr6;
typedef PCONTEXT LPCONTEXT; DWORD  Dr7;
~— FLOATING _SAVE_AREA FloatSave;
typedef CONTEXT *PCONTEXT; DWORD  SegGs;
DWORD  SegFs;
DWORD  SegEs;

DWORD Segrs,

DWORD  Edi;
DWORD  Esi;
DWORD  Ebx;
DWORD  Edx;
m_pthreadContext = (LPCONTEXT)HeapAl loc(GetProcessHeap(), 0, sizeof(CONTEXT)); DWORD  Ecx:
DWORD  Eax;
DWORD  Ebp;
DWORD  Eip;
DWORD  SegCs; // MUST BE SANITIZED
DWORD  EFlags; // MUST BE SANITIZED
DWORD  Esp;

DWORD  SegSs;
BYTE ExtendedRegisters[MAXIMUM_SUPPORTED_EXTENSION];
} CONTEXT;

Ref : https://learn.microsoft.com/ko-kr/windows/win32/api/heapapi/nf-heapapi-getprocessheap



PEB

PEB : Process Env Block

_EPROCESS

InLoadOrderModuleList
InMemoryOrderModuleList
_PEB_LDR_DATA InitializationOrderModuleList

— > _LDR_DATA_TABLE_ENTRY

—> ImageBaseAddr




voidx get_peb() {
void* peb;
_asm__(
"mov| %%fs:0x30, %0" // TEBS| FA0|A PEB FAE J7IMHS
=r"(peb) // peboll Zz} X7

);
return peb;

}
/] B4H|E ZHoM= GS K| AE ALS

void* get_peb() {
void* peb;
__asm__(
"mov %%gs:0x60, %0"
=r "(peb)

)
return peb;



Windows API

~ ~

NtQueryinformationProcess()

S

Output

( PROCESS_BASIC_INFORMATION )

Pointer
( PEB h

IntPtr PebBaseAddress
L_, POINEET (RTL_USER_PROCESS_PARAMETERS)

IntPtr Process Parameters 1
\ ) ces

IntPtr Environment
\_ Y, >

Pointers

Environment

variables
IntPtr EnvironmentSize (Unicode)

Ref : https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntqueryinformationprocess



PEB

PEB : Process Env Block

PROCESS_BASIC_INFORMATION

PebBaseAddress

ImageBaseAddress




PEB

PEB : Process Env Block NtQuerylnformationProcess

\

PROCESS_BASIC_INFORMATION

—_—

ImageBaseAddress




<exec.cpp A4l OIHE >

status = NtQuerylInformationProcess(
m_process,
ProcessBasicInformation,
&ProcessBasicInfo,
sizeof (PROCESS_BASIC_INFORMATION),
&ulProcessinfolLength

);

if (status != STATUS_SUCCESS)

{
return false;

I3

status = NtReadVirtualMemory(
M_process,
(PVOID)ProcessBasiclnfo.PebBaseAddress,
&ProcessPeb,

sizeof (ProcessPeb)
(PULONG)&u | PebLength
);

if (status != STATUS_SUCCESS)
{

}

return false;

m_process|mageBase = (ULONG_PTR)ProcessPeb. ImageBaseAddress;

return true;



- BreakPoint

- Memory write 2 int3& injection



QAL :

- BreakPoint - Memory write 2 int3& injection



INT= x86 S M| ZXIE ?let HESE0ZEN, PHEES ZEA7|= 92 S

INT 3 :

Opcode : CC

Toyte BEHO], 1byte 0[7|0f 7|E= BHOO| patchdt?| FS(=TE &0l)
Breakpoint interruptE E2|H &

In linux,
__asm__("int3"); -> signal SIGTRAP, Trace/breakpoint trap.

In Windows?



CPU

INT 3

Interrupt D%scriptor Table



CPU

INT 3

Interrupt D%scriptor Table

Breakpoint Exception =8| =&
+H OO HEZE O



CPU

INT 3

Interrupt D%scriptor Table

Breakpoint Exception &2 &
+Hoj ol HE=Z oY

STATUS_BREAKP—(SINT (0x80000003)



CPU

INT 3

Interrupt D%scriptor Table

Breakpoint Exception =2 2= ..
+HO{HOl HEZE 0 E
STATUS_BREAKPOINT (0x80000003)
l
userland  SEH (Structured Exception Handling)

_try {
_asm { int 3} // ole <M (int3 WH)
}

__except (EXCEPTION_EXECUTE_HANDLER) {
printf("Breakpoint exception caught!#n");
}



1.CHAH7} AEE B¢

M|

= HA CIHAZ of 2

«int37} 2SI Windows

X2/l 1 DBG_CONTINUEZ

=
=

LI AL 0 2

2E UL

=
o

T2 30|

=07t 2250

E3 L{o| M SEH

oLl

(0x80000003)

STATUS_BREAKPOINT

userland

Debugger handle



1. CIHAH (CH A7 HZHE ER)

2. VEH (C|H A7t SALE CIHAZE O 212 E7] EF) l 1
3. SEH (VEH7} 0|2l & AM2|5tX| %2 E2])
Other... ( VCH, UEH, Unwind ) ! 2

Ref : https://learn.microsoft.com/en-us/archive/msdn-magazine/2003/june/improved-system-info-and-
kernel-debugging-security-and-ui-apis



Windows API

[Debugger]
ContinueDebugEvent ()
WriteForDehugEvent ()
WaitForDebugEvent ()
2. Code Patch 3. Continue Debuggee
(401048 ~ 401049)
1. Generate Exception
.' 401048 LEA EAX, EAX i 401048 PUSH 409A1C ’i 401048 PUSH 409A1C
1 1
e : i e
] '
[Debuggee]

Ref : https://learn.microsoft.com/ko-kr/windows/win32/debug/debugging-events
Ref : https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-waitfordebugevent



1. C|HAH (CIHAH7} HAE HA2)

2. VEH (C|H A7t SALE CIHAZE O 212 E7] EF) l 1
3. SEH (VEH7} 0|2l & AM2|5tX| %2 E2])
Other... ( VCH, UEH, Unwind ) ! 2

Ref : https://learn.microsoft.com/en-us/archive/msdn-magazine/2003/june/improved-system-info-and-
kernel-debugging-security-and-ui-apis



Debugger Starts

/ WaitForDebugEvent()

es

No

Debugger Ends

CREATE_PROCESS_DEBUG_EVENT

/

Retrieve Handles:

EXIT PROCESS DEBUG_EVENT

- Image File (hFile)

- Process (hProcess)

EXIT PROCESS DEBUG_EVENT

- Initial Thread (hThread)

/

\

Close Image File Handle (CloseHandle)

Close Process & Thread Handles

l

ContinueDebugEvent()




debugger.cpp

void init_debugger() {

Debugger Starts

DWORD continue_status = DBG_CONT INUE;

while (true) {

if (WaitForDebugEvent(&debug_event, INFINITE)) {

es

CREATE_PROCESS_DEBUG_EVENT

/

Retrieve Handles:

EXIT PROCESS_DEBUG_EVENT

- Image File (hFile)

- Process (hProcess)

EXIT PROCESS DEBUG_EVENT

- Initial Thread (hThread)

/

\

Close Image File Handle (CloseHandle)

Close Process & Thread Handles

l

ContinueDebugEvent()




debugger.cpp

switch (debug_event.dwDebugEventCode)

{
case EXCEPTION_DEBUG_EVENT:

#ifdef DEBUG
printf("EXCEPTION_DEBUG_EVENT#n") ;

#endi f

switch (debug_event.u.Exception.ExceptionRecord.ExceptionCode)

{
case EXCEPTION_ACCESS_VIOLATION:

#ifdef DEBUG
printf("EXCEPTION_ACCESS_VIOLAT ION#Nn") ;

#endi f
break;

case EXCEPTION_BREAKPOINT:
printf("EXCEPTION_BREAKPOINT#Nn") ;
is_break = 1;
return;
//break;

Debugger Starts

Debugger Ends

CREATE_PROCESS_DEBUG_EVENT

/

eve Handles:

EXIT PROCESS_DEBUG_EVENT

ye File (hFile)
ess (hProcess)

EXIT PROCESS DEBUG_EVENT

"hread (hThread)

/

\

Handle (CloseHandle)

Close Process & Thread Handles

l

ContinueDebugEvent()




*hFile: C|H Z Cief T2 M| 20| O|0|X| ot 3H S,

Debugger Starts
o
*hProcess: C|H{Z Ol &t Z2 A oS,
A

*hThread: C|H Z C{&F £7| A E HE,
/ WaitForDebugEvent()

No

Debugger Ends

case CREATE_PROCESS_DEBUG_EVENT:
printf("CREATE_PROCESS. G_EVENTH#n") ;
printf("Base of Image: %pin",
debug_event .u.CreateProcessinfo. |pBase0f Image) ;
#ifdef DEBUG

es

/] ZEEMA HE &5
printf("Process Handle: %ptn",
debug_event .u.CreateProcessinfo.hProcess); - —

printf("Thread Handle: %ptn",
/ EXIT PROCESS DEBUG EVENT

CREATE_PROCESS_DEBUG_EVENT

debug_event .u.CreateProcessinfo.hThread) ;

printf("Debug Info File Handle: %ptn", Retrieve _Handl‘?33
debug_event .u.CreateProcessInfo.hFile); paage e QUi EXIT PROCESS DEBUG EVENT
/] CleiZiol Al E mY WS o] =
if (debug_event.u.CreateProcessinfo.hFile) { J
CloseHandle(debug_event.u.CreateProcessInfo.hFile);
} _ File Handle (CloseHandle) Close Process & Thread Handles
break; ~—— l
hProcess, hThread 2t & 2| hFile 2! close ol|0F F~=7} YMSIX| =Cta &t

ContinueDebugEvent()

-Stack overflow SX& |-




Debugger Starts

debu gger.cpp / WaitForDebugEvent()

// Continue the process
f (!ContinueDebugEvent(
debug_event .dwProcessld,
debug_event.dwThreadld,
continue_status)) {
printf("Failed to continue debug ®yent.
Error: %luftn", GetlLastError()); es
break;

} CREATE_PROCESS DEBUG EVENT

/ EXIT PROCESS DEBUG_EVENT

- Image File (hFilo) EXIT PROCESS DEBUG_EVENT
- Initial Thre

N \

Close Image File Handle (Close dle) Close Process & Thread Handles

ContinueDebugEvent()




¢ DEBUG NOTE.

create process A|, DEBUG_PROCESS flag2t CREATE_SUSPENDED flagE &A|0f &=
02 Al7|oh o] HM(dE Z2M AT hang...)

T

Ot =M LT HUASL, =

I

A4

El= Ol&:

DEBUG_PROCESS : M2 MM E| uEMIﬁEI ClHHd O|HIE(O: 0|2, A E AR/SE)
CREATE_SUSPENDED : ZEM|AQ| = AYEE A&SHY| MO LA SX| HEfZ FX]

_I_

WaitForDebugEvent g+

I=

EMA =720t 22 E SEfE TA

*resume O| 20| waitdt= %0l hangO| ¢tE2|= O|F= OHA &4 Otsligt& L Lt

ForH

= SAl ME|



debugger.h

#pragma once

// debugger .h
#ifndef DEBUGGER_H
#define DEBUGGER_H
#include "exec.h"
#include <windows.h>
#include <stdio.h>
#include <stdbool.h>
#include <map>

// External global variables
extern bool is_break;

extern DEBUG_EVENT debug_event;
extern ULONG_PTR imagebase;

extern std::map<int, ULONG_PTR> breakpoints; // Breakpoint 1D} T=AE XNZE
extern std: :map<ULONG_PTR, BYTE> originallnstructions; // FA2f e ¥ o HE
extern int breakpoint_id; // Breakpoint IDE MAMSI7| 2[8F M FI2E

extern process targetprocess,

debugger.cpp

// Function declarations

void wait_fork(); void continue_debugger() {

void continue_debugger(); >

void init_debugger(); Cont inueDebugEvent (debug_event .dwProcess!d,
. debug_event .dwThreadld, DBG_CONTINUE);

#endif // DEBUGGER_H is_break = 0;

}






st = A0{0F2
CINT 32 IfX| 3t

E 7|23l 0tat
= ] a

breakpoint.h

#pragma once
#ifndef BREAKPOINT_H
#define BREAKPOINT_H

#include <Windows.h>

#include <iostream>

#include <map>

#include <cstdint>

#include "exec.h"

[/ MY B

extern std::map<int, ULONG_PTR> breakpoints; // Breakpoint ID2} 25 XMZE
extern std: :map<ULONG_PTR, BYTE> original Instructions; // 22 2| W&o ME
extern int breakpoint_id; // Breakpoint IDE MAMst7| ¢st M FH2E

extern process targetprocess;

EEE A

void AddBreakpoint(ULONG_PTR address);
void ListBreakpoints();

void RemoveBreakpoint(int id);

#endif // BREAKPOINT_H



void AddBreakpoint(ULONG_PTR address) {
targetprocess.getThreadContext();
MEMORY_BASIC_INFORMATION mbi ;
if (VirtualQueryEx(targetprocess.m_process, reinterpret_cast<LPCVOID>(address), &mbi, sizeof(mbi)) == 0) {
std::cerr << "Failed to query memory at address Ox" << std::hex << address
<< " Error code: " << GetlLastError() << std::endl;
return;

}

/] HE22] MEef =l

if (mbi.State != MEM_COMMIT) {
std::cerr << "Address 0x" << std::hex << address <<
return;

is not committed.#n";

}
if (mbi.Protect & (PAGE_NOACCESS | PAGE_GUARD)) {
std::cerr << "Address Ox" << std::hex << address <<

return;

is protected and cannot be accessed.fin";

}
// HEE2 25 B4
DWORD oldProtect;
if (IVirtualProtectEx(targetprocess.m_process, reinterpret_cast<LPVOID>(address), sizeof(BYTE), PAGE_EXECUTE_READWRITE, &oldProtect)) {
std::cerr << "Failed to change memory protection at address Ox" << std::hex << address
<< " Error code: " << GetlLastError() << std::endl;
return;

}
/] Z1& "Edol NE
BYTE originallnstruction;
SIZE_T bytesRead;
if (!ReadProcessMemory(targetprocess.m_process, reinterpret_cast<LPCVOID>(address), &originallnstruction, sizeof(BYTE), &bytesRead) || bytesRead !=
sizeof (BYTE)) {
std::cerr << "Failed to read original instruction at address 0x" << std::hex << address
<< " Error code: " << GetlLastError() << std::endl;
return;

}

originalInstructions[address] = originallnstruction; // A%t



void AddBreakpoint(ULONG_PTR address) {
targetprocess.getThreadContext();

MEMORY_BASIC_INFORMATION mbi ;
if (VirtualQueryEx(targetprocess.m_process, reinterpret_cast<LPCVOID>(address), &mbi, sizeof(mbi)) == 0) {

std::cerr << "Failed to query memory at address Ox" << std::hex << address
<< " Error code: " << GetlLastError() << std::endl;
return;

}

/] M 22| Aej =tel

if (mbi.State != MEM_COMMIT) {
std::cerr << "Address Ox" << std::hex << address << " is not committed.fn";
return;

}
if (mbi.Protect & (PAGE_NOACCESS | PAGE_GUARD)) {
std::cerr << "Address Ox" << std::hex << address << " is protected and cannot be accessed.tn";

return;

}
[/ M2 B HA

O|M B3 AME|E oldProtectOf A&st1,
. 1HIO| EE "PAGE_EXECUTE_READWRITE' 2 X|H
/212 g-ol & O]= RWX 25 383H= £440]C,
BYTE originalInstruction; AlTY Al A|ZICH(=CH
SIZE T bytesRead:; = return A|LE(S )
if (!ReadProcessMemory(targetprocess.m_process, reinterpret_ca

sizeof (BYTE)) {
std::cerr << "Failed to read original instruction at address 0x" << std::hex << address

<< " Error code: " << GetlLastError() << std::endl;
return;

) || bytesRead !=

}

original Instructions[address] = original Instruction; // A Z&t



void AddBreakpoint(ULONG_PTR address) {
targetprocess.getThreadContext();

MEMORY_BASIC_INFORMATION mbi ;
if (VirtualQueryEx(targetprocess.m_process, reinterpret_cast<LPCVOID>(address), &mbi, sizeof(mbi)) == 0) {

std::cerr << "Failed to query memory at address Ox" << std::hex << address
<< " Error code: " << GetlLastError() << std::endl;
return;

}
/] M 22| Aej =tel
if (mbi.State != MEM_COMMIT) {
std::cerr << "Address Ox" << std::hex << address <<

return;

is not committed.#n";

}
if (mbi.Protect & (PAGE_NOACCESS | PAGE_GUARD)) {
std::cerr << "Address Ox" << std::hex << address << " is protected and cannot be accessed.tn";

return;

}

// HEE2 25 B4

DWORD oldProtect;

if (IVirtualProtectEx(targetprocess.m_process, reinterpret_cast<LPVOID>(address), sizeof(BYTE), PAGE_EXECUTE_READWRITE, &oldProtect)) {
std::cerr << "Failed to change memory protection at adg

<< " Error code: " << GetLastError() << std::endl

TG o|F0| TS FOi3t 1HI0|EE 9im

originallnstructionOl| X &otLCt,

}

/] Z|E B0l ME




// Edo|3EQIE MX
BYTE breakpointlnstruction = 0xCC;
SIZE_T bytesWritten;

if (!WriteProcessMemory(targetprocess.m_process, reinterpret_cast<LPVOID>(address), &breakpointinstruction, sizeof(breakpointinstruction),

&bytesWritten) || bytesWritten != sizeof(breakpointinstruction)) {
std::cerr << "Failed to write breakpoint instruction at address 0x" << std::hex << address

<< " Error code: " << GetlLastError() << std::endl;

// HEZ22] ES A 57
VirtualProtectEx(targetprocess.m_process, reinterpret_cast<LPV0ID>(address), sizeof(BYTE), oldProtect, &oldProtect);

return;

/] HEZ 25 & =57
if (VirtualProtectEx(targetprocess.m_process, reinterpret_cast<LPVOID>(address), sizeof(BYTE), oldProtect, &oldProtect)) {
std::cerr << "Failed to restore memory protection at address Ox" << std::hex << address
<< " Error code: " << GetlLastError() << std::endl;
return;

breakpoints[breakpoint_id] = address;
std::icout << "Breakpoint " << breakpoint_id << " added at address: 0x" << std::hex << address << "#n";

+tbreakpoint_id;



/] E3o|3ZAE MH
BYTE breakpointinstruction = 0xCC;
SIZE_T bytesWritten;

1HIO|E | X|0f| 0xCCE 211 #HBHZ oldProtect=
& S5

/] HEZ 25 A =
if (VirtualProtectEx(targetprocess.m_process, reinterpret_cast<ems
std::cerr << "Failed to restore memory protection at address 0x" << std: hex << address
< " Error code: " << GetLastError() << std::endl;
return;

breakpoints[breakpoint_id] = address;
std::icout << "Breakpoint " << breakpoint_id << " added at address: 0x" << std::hex << address << "#n";

+tbreakpoint_id;



/] E3o|3ZAE MH
BYTE breakpointinstruction = 0xCC;
SIZE_T bytesWritten;

if (!WriteProcessMemory(targetprocess.m _process, reinterpret_cast<LPVOID>(address), &breakpointinstruction, sizeof(breakpointinstruction),

&bytesWritten) || bytesWritten != sizeof(breakpointinstruction)) {
std::cerr << "Failed to write breakpoint instruction at address 0x" << std::hex << address
<< " Error code: " << GetlLastError() << std::endl;

/[l 22 25 A 53
VirtualProtectEx(targetprocess.m_process, reinterpret_cast<LPVOID>(address), sizeof(BYTE), oldProtect, &oldProtect);

return;

Write M I{SHEHEHE memory protection=
e = A[FOF otCt.

breakpoints[breakpoint_id] = address;
std::icout << "Breakpoint " << breakpoint_id << " added at address: 0x" << std::hex << address << "#n";

+tbreakpoint_id;

—



/] E3o|3ZAE MH
BYTE breakpointinstruction = 0xCC;
SIZE_T bytesWritten;

if (!WriteProcessMemory(targetprocess.m _process, reinterpret_cast<LPVOID>(address), &breakpointinstruction, sizeof(breakpointinstruction),

&bytesWritten) || bytesWritten != sizeof(breakpointinstruction)) {
std::cerr << "Failed to write breakpoint instruction at address 0x" << std::hex << address

<< " Error code: " << GetlLastError() << std::endl;

/[l 22 25 A 53
VirtualProtectEx(targetprocess.m_process, reinterpret_cast<LPVOID>(address), sizeof(BYTE), oldProtect, &oldProtect);

return;

/] HEZ 25 A =
if (VirtualProtectEx(targetprocess.m_process, reinterpret_cast<LPVOID>(address), sizeof(BYTE), oldProtect, &oldProtect)) {
std::cerr << "Failed to restore memory protection at address 0x" << std::hex << address
<< " Error code: " << GetLastError() << std::endl;
return;

}
~ breakpoints[breakpoint_id] = address;
~ stdiicout << "Breakpoint " << breakpoint_id << " added at address: Ox" << std:‘hex << address << "#n";
~ +tbreakpoint_id;

Breakpoints[ 11 id]=<F 2>
HIE 2 X ZotCt,




O TT]”H%E
Erltt:'.[

command 'l{:

brm,

b,

‘number>,

numbwr

dword ptr
ptr [ebp
244

: dwnrd ptr

[ebp - 0x28]

- 0x18], a
[I—'li ]

Continue, si, ni, Exit,
Exit,

er>, Continue, si, ni,

dw;ri ptr [ebx + 0x7504e87d]

Continue, si, ni, Exit,

,‘Lu[+||u~. si, ni, Exit,

Interrumt,

Interrupt,

Interrupt,

Interrupt,

Register)

Register):

' b Ox1206

d 0x1206




O T?l”nf;
Enter command 'f|

. Continue, s

-:ji','.'::::n I d B Dt I [ '-'l P
>tr |Lebp

’ 'i'n"‘l.'i Fff

[edx]

continue, si,

sSi, ni,

iw;ri ptr [ebx + 0x7504e87d]

. brm, b, Ox numbwr

Exit,

_’Lu[+||u~. si, ni, Exit,

Interrupt,

Interrupt,

Interrupt,

Interrupt,

Register)

Register):

. b 0x1206

d 0x1206




main.cpp

case 'c': //continue
if (stremp(command, "c") == 0) {

printf("Executing 'c' command.#n");

is_bp = !breakpoints.empty();
if (is_bp&&!is_break) {

wait_fork();
}
else
{
continue_debugger();
}
}
else {
printf("Invalid 'c' command.fn");
}
break;
debugger.cpp

void continue_debugger() {

Cont inueDebugEvent (debug_event .dwProcess!d,
debug_event .dwThreadld, DBG_CONTINUE);

is_break = 0;
)3

|m

is bp : 220o|3 =l
is_break : 20|32 QI

is_bp = !hreakpoints.empty()

wait_fork() continue_debugger()

Hefo|3 EEE?f AEEl /X7 EMSHH, Ego|=2 Z QI E
A UX| 2 AEO|A CONTINUE A| DEBUG_EVENT(INT3 HIT)
HHME O 7| -> wait_fork()

1 2|, continue_debugger()



test.cpp

#include <iostream>
#include <string>

int main()

{
std::string input; // ALEAL 2 XMEE Hp
std::cout << "Z2I20| AE FZLct,

/] S XEZHZ X

std::cout << "QI=:
std::getline(std::cin, input); // €24 EH7|

't (input == "exit") // 'exit' Y Al 2 . test.exe 2| 0x1206
{
std::cout << "Z20HWS SFEILC|. Wn";
break;
}
/] 48 HEES £
stdiicout << "QIETH YF: " << input << "Wn";
}
return 0;



5] C:#Userswadmini¥sourcewreposwpeb¥Debug#peb.exe = a X [ ]

MNumber of Sections: 5

PE Header Address: 00DAOOOQ
PE Header Size: 1024 bytes
==== Section Information ====
Section 1 Address: OxdaOle8
ection 2 Addre Oxda0210
ection 3 Addre
ection 4 Address:
==== Re|ocation Information ====
Image Base: 0x400000

Relative Offset: 0Ox0

SP: Bffdad
P O
i Debugger Debuggee
EDI: O
Error: BP (0x0) is less than or equal to SP (0xG6ffdd4)
CREATE_PROCESS_DEBUG_EVENT
Base of Image: 00770000
EXCEPT |ON_BREAKPQINT
Jisassembly at address Ox777355B0:
55b0: cmp dword ptr [0x777eB3b8], O
e je Ox/77355¢ct

Ox777355b9: mov ecx, dword ptr [Ox777eB39b8]
Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): d 0x1206

Disassembly at address Ox00771206:

Ox771206: cmova edx, dword ptr [ebp - 0x28]

Ox77120a: cmp dword ptr [ebp — 0x18], 4

Ox77120e: ine 0x771244

0x771210: mov ecx, dword ptr [edx]

Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): b 0x1206
Breakpoint O added at address: 0x771206

Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register)




5] C:#Userswadmini¥sourcewreposwpeb¥Debug#peb.exe

Mumber of Sections: 5

PE Header Address: 00DAOOOQ
PE Header Size: 1024 bytes
==== Section Information ====
Section 1 Address: OxdaOle8
ection 2 Addre Oxda0210
ection 3 Addre
ection 4 Address:
==== Re|ocation Information ====
Image Base: 0x400000

Relative Offset: 0x0

SP: Bffdd4

P O

SR
EDI: O
Error: BP (0x0) is less than or equal to SP (0x6ffdd4)
CREATE_PROCESS_DEBUG_EYENT
Base of Image: 00770000
EXCEPT | ON_BREAKPOINT
Jisassembly at address Ox777355B0:

55b0: cmp dword ptr [0x777eB3b8], O
355b7: je Ox777355¢c7

~x, dword ptr [0x777eB3b8]

>, Continue, si, ni, Exit,

{

Disassembly at address Ox00771206:

Ox771206: cmova edx, dword ptr [ebp - 0x28]
0x77120a: cmp dword ptr [ebp — 0x18], 4
0x77120e: ine 0x771244

0x771210: mov ecx, dword ptr [edx]

Enter command (bls, brm, b, Ox{number>, Continue, si, ni, Exit,
Breakpoint O added at address: 0x771206

Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit,

Interrupt, Register): d 0x1206

Interrupt, Register): b 0x1206

Interrupt, Register):

Wait...



[€5] C:#Usersttadmin¥¢sourcewrepos#peb¥¥Debugwpeb.exe — (m] X n

Mumber of Sections: 5 =Z=2 30| ¥l =RLICI. =S5
PE Header Address: 00DAOOOO =

PE Header Size: 1024 bytes start
==== ‘_\FC*‘IUH \r‘lfor rudflor ====
ed'lcwru dr

ection 4 Address X
==== Relocation Information ====
Image Base: 0x400000
Relative Offset: 0Ox0

777355b0

Effda4
0

o 0

EDI: O
Error: BP (0x0) is less than or equal to SP (OxB6ffdd4)
CREATE_PROCESS_DEBUG_EYENT

Base of Image: 00770000

) EPTWII BFEM’PUIHT

cmp Iwo d D1‘r [U 7eB9bB], 0

le Ox?77

mov ecx, dwo '-:I ptr [0x
Enfrl nummdnd (bls, brm, b,qU «<number>, Continue,
Disassembly at address Ox00771206:

]
, Exit, Interrupt, Register): d 0x1208

cmova edx, dword ptr [ebp — 0x28]
cmp dword ptr [ebp - 0x18], 4
ine 0x771244
‘ mov ecx, dword ptr [edx]
Er|+-—| command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): b 0x1206
Rreaknnint N added at addre M7 7120NR
Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): c
Executing 'c' “orurndncl
CllLCI LU '“””l:"“‘ \IJIJ} IJI nr, ;J, ':J/‘\\IIUIHILJF:.I =y l:U\I;_ iIIU’:_. t-i ’ II; ’ :/' || ;H;_C\ 1 LH-F'L ’ RC‘-_-{\.‘_’» ;_Cl :“




[ : [l CwUserswadminWsourcewreposwtestWReleaseWtest exe

ZZM|A 0] A 770000 SO0 28" SYUUCH ESI5tHE 'exit'S LM R,
Hrolu 2] |l0| 2 400000 5

il 0] A 370000
PE File Information ====
Image Size: 32768 bvtes
Address of Entry Point: Ox1df7?
MNumber of Sections: 5
PE Header Address: OOFE0000
PE Header Size: 1024 bytes
==== Section Information ====
Section 1 Address: Oxf601e8
Section 2 Addre OxfB0210
Section 3 Addre OxfB60238
ection 4 Address: Oxfb0260

=== Relocation Information ====
Image Base: O0x400000
elative Offset: OxO

|

2|kl
JUH

Error: BP (0x0) is less than or eaual to SP (Oxaffa54)

CREATE_PROCESS_DEBUG_EYENT

Base of Image: 00770000

EXCEPT | ON_BREAKPOINT

Disassembly at address Ox{77355B0:

0x777355b0: cmp dword ptr [0x777e69b8], O

355b7: je Ox777355¢c7

355b9: MoV ecx, dword ptr [0x777e69b8]

Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): c
’:‘.’;/—I I+' i (aTal . i . [ o r-.n'wrn:nrl

Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): b 0x1208
Breakpoint 0 added at address: 0x771206

Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): ¢
Executing 'c' command.

Is_bp && lis_break condition




[<5] Il C:wUserst¥adminwsourceWreposi¥testwReleasewtest exe

- 770000 Z= 00| A SULICH, ES254H 'exit'2 UHSIME.
0 400000 =S hello .

- 370000 E Wait...

ile Information ====

[7“HH ll 1'(;'

L+f Point:

Ox1df7

Hddy
Addr
Section 4 Address: OxfB0O2B0

==== Rel|ocation Information ====
Imjgc Base: 0x400000

Relative Offset: OxO

E&X: ;.1ﬁf.
EBX: B85e000
ECK: O

EDX: O

EIP: 777355b0
ESP: affab4
EBP: O

ESI: O

EDI: O

Error: BP (0x0) is less than or equal to SP (Oxaffa54)
CREATEﬁPRODESSﬁDEBUGﬁE /ENT

Base of Image: 00770000

XCEPT | ON_BREAKPO INT

) semb |y at address Ox777355B0:

Faaabt: =) =) dword—ptr—{0x7
395b7: = Ox777355¢cT

0 355b89: mov ecx, dword ptr [0x777e65bA]

Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): c
Executing 'c¢' command.

Enter command (bls, brm, b, Ox<number>
Breakpoint 0 added at address: Ox771 ZOE
Enter Lommind (bls, brm, b, Ox<number>,

cacutins ot ~ammond

JIXI

Continue, si, ni, Exit, Interrupt, Register): b 0x1206

Continue, si, ni, Exit, Interrupt, Register): c¢

EIHd point h|+ ﬂt addr‘““i OV.. 206
ull.l:l _Umumllu \ul_,, HI i, u, J ||u|m_/<:\ j;, Continue, If-i, [’I\., EI‘(it, Inter'rupt, Fleqiater)i




= C}r\-‘Users*ﬁadmin'&source?r'repos#\‘peb#Debug‘ﬁ‘peb,exe

0| A 370000
PE Fi|6 Information ====
e Size! 32768 bytes
of Entry Pnlnf
r nf Sections:
- Address:

Ox1df7

1 “ddlt€€3
n 2 Address:
3 Address: OxfG0238
on 4 Address: OxfB0260
==== Relocation Information
Image Base: 0x400000
Relative Offset: OxO

. BP (0x0) is less than or equal to SP (Oxaffa54)
REATE _PROCESS_DEBUG_EVENT
Base of Image: 00770000
\CEPT\ON_BFE KPOINT
as at address Ox777355B0:
cmp dword ptr
je Ox777355¢T
X mov ecx, dword ptr
En*el fumman1 (bls, brm, b, Ox<number>,
Executing 'c' command.
Enter command (bls, brm, b, Ox<number
Breakpoint 0 added at address: Ox7712
Enter command (bls, brm, b, Ox<number>,
Executing 'c' command.
Breakonint hit at address:
Enter command (bls, brm
ecuting 'r' command.
72194768
85e000

[Ox777eB9bB], O
[0x777
Continue, s

>, Continue, si,
Cont inue,

Ox 771206

b, Ox<number>, Continue, si,

P aff5
. clff':{t\
721947h8
 d2eedd
Enter command (bls, Continue, si

brm, b, Ox<number>,

ni, Exit,

ni, Exit,

Interrupt,
Interrupt,

Interrupt,

Interrupt

Interrupt,

Register):
Register)

Register):

Register):

Register):

(e

b 0x1206

(

print_register




5, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): r

si. ni. Fxit. Interrupt. Reaister): f

print_stack frame

5, Ox<number>, Continue, si, ni, Exit, Interrupt, Register)




[E8 C:#Users¥admini¥sourcei¥reposwpebWDebugwpeb.exe

Information ====
400000

L Ox0

i (0x0) is less than or equal to SP (OxaffaS4)
TE_PROCESS_DEBUG_EVE
of Image: 00770000
EPT | ON_BREAKPOINT
355B0:
cmp dwo
ie (0%
mov
- command (bls, brm, b, Ox<numbe
uting 'c' command.
- command (bls, brm, b, Ox<nun >, Continue, si, ni, Exit,
nt 0 added at addr
Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit,
Executing 'c' command.
point hit at address: Ox771206
r comnmand (bls, brm, b, Ox<number>, Continue, si, ni, Exit,
i 'r' command.

er command (bls, brm, b, Ox<number>, Continue, si, ni, Exit,
uting 'f' command.
neing memory between BP: Oxaff98c and SP: Oxaff95¢
OxecBfalec
Oxcd26df8

Bfabec
OxaffIcd
0x77289d
N

brm, b, Ox<number>, COEtinue, Slirmni N Exit

§3#3;5€?i, NN EXiE

Executing ‘¢’ ¢ re
Enter command (bls, brm, b, Ox<number>; o

Interrupt, Register)
Interrupt, Register)

Interrupt, Register)

Interrupt, Register)

Interrupt, Register)

Interrupt, Register): ¢

Interrupt, Register)




Enter command (bls, brm, b, Continue, si, ni, Exit, Interrupt, Register): 1206
Breakpoint 1 added at addr \ =Ters
11 1 ( , brm, i) Continue, si, ni, Exit, Interrupt, Register): b 0x3001

. Continue, si, ni, Exit, Interrupt, Register): b 0x2010
, Continue, si, ni, Exit, Interrupt, Register):|bls

Breakpoint list

0, Ox<number>, Continue, si, ni, Exit, Interrupt,



Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): |brm
sreakpo ID to remove: :
1340600 Remove breakpoint

mand (bls, D, iY"V : . 3l - , Interrupt, Register): bls
int Li




# PATCH NOTE. 1

Enter command (bls, brm, b, Ox<number>, Continue, si, ni, Exit, Interrupt, Register): brm
Enter Br soint |ID to rem 0

p2&H A1 2| AX|SHH, originalinstruction X[/ ™HAM 2 &7ts
| o

Crlo

TODO.
Breakpoint duplication check!



¢ PATCH NOTE. 2

8D 4D D3 E9 68 ED FF FF 8D 4D D3 E9 F@ EC FF FF 2 .F-h... =2 .- % -#-..
( ( 9% 9B 8B 54 24 @8 8D 42 ©C 86 44 f@-E-..2H-T$.E..E.
D4 33 C3 ES 80 F1L FF FF B8 AC 39 48 @@ E9 82 FD .. Z-5...E.0f....
FF FF [ GE BE o B B A ; Lt - - 1 - 1 - 1 - R R
99 98 8B 54 24 @8 8D 42 ©C 8B 4A FC 33 c8 €3 56 &.%.¢.8..9...Z.~
F1 FF FF B& EC 38 40 @@ ) S e

AEALE D &SR
Wean gt o e L SE S SR S-SR S S S S S-S S-S S - S-S0 SR SRS SN - -0

wontinue, si, ni, Exit, Interruet, B

d
i
0

=i, ni, Exit, Interrupt,




0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

O 1 O YH O H O +H O H O 1 O 1 O
O O™ ™M O O ™ - O O ™= = O O ™= ™
o 0O o0 O 1 O O O O ™~ o o
O 0O oo o0 o0 o0 OO0 H <A™ ™= ™o A «
_J/o 12 3/4 5/6 7(8 9 A B|/C D E F| orcosn categories
o | | - ‘ 200 ‘ - ‘ PUSH@ 82:::2:::"110!
1) - UK | O
2| e _\@\ =) 5
3 =) . EE) S
4| . | - | B
5 | o | - ] 8?&3?2;2225
6 @@[T“TH Jf H -'i‘»f"-'ﬁ | gztzz‘ri‘:a:a:aaxt-ndnd
' IEEFEEFEEEREREED
8 [ e [ xeue l MoV l@@@
9 [ 7 xc:‘c ] Ol F](n?]@ POPF smr@
A[ T ]‘ MOVS “ cups | TEST
B | Table 2-2. 32-Bit Addressing Forms with the ModR/M Byte
c [L]@@[L] | -%zj cL DL BL AH CH DH BH
D &3 EAX  |ECX | EDX e |eop |3 |eD
E - I o MMO MM1 MM2 MM4 MM5 MMbE MM7
@@‘— H— xmm(/r) XMMO | XMM1 | XMM2 | XMM3 | XMM4 | XMM5 | XMM6 | XMM7
F @ @E‘ {In decimal /dlgit (Opcode) 0 1 2 3 4 5 6 7
mmmw)EG= 000 001 010 on 100 101 110 11
Effective Address Mod R/M Value of ModR/M Byte (in Hexadecimal)
EAX] } 66——-000 06 08 #—pi(18 | |20 28 30 38
001 01 09 1 S 21 29 31 39
EDX 010 02 0A 12 1A 22 2A 32 3A
EBX 011 03 0B 13 1B 23 2B 33 3B
Nk 100 04 0C 14 1C 24 2C 34 3C
dlSpBZ2 101 05 0D 15 1D 25 2D 35 3D
Esq 110 06 OE 16 1€ 26 2E 36 3€
EDI 111 07 OF 17 1F 27 2F 37 3F




¢ PATCH NOTE. 2

00 00 00 00 7 BHO = QA E|0f
add byte ptr [eax], al

2 olAl=ict



¢ PATCH NOTE. 3

: - . Continue, si, ni, Exit, Interrupt, Begister): o Ox1206

11, Exit, Interrupt, BRegister):|d Ox1207

Interrupt, Register): d Ox1208

Interrupt, Begister): o 0x1209




¢ PATCH NOTE. 3

Tbyte HE O 7 Oftl &EHO|A, HHO| SZH= disassemble

TODO.

PO SE= Al=otALE OHO|C[0] =22 7]...

—e
ot



QAL :




