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Insight 3 -Paravirt & VirtlO
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I; check integrity

Stage 1:LLB

—
<
<
T

—

.
<
N
=
QO
3
D
2
o}
-
~

| S—

4
I
I
I

v I
[ AVPBootloader.bin ] Stage 0 : AVP Booter

. H] A3}

"hidden syscall

modified
AVPBootloader.bin

J

V
. ClHZAO 23t FIHX I APl & : live kernel debugging &3}

Stage 2 : modified iBoot
I bypass!
Stage 1 : modified LLB

—

L e =

bypass!

Stage O : custom AVP Booter

irtualization Framework APIE AI-&3}0| AVPBootloader TfX| : kernel patch Z-d2}

20



ht 4 - Paravirt & VirtlO

o~ > e
4 284 245 23

Secure Enclave

A

== > [ Secure Boot Rom ] *We can't modify host's Secure Boot ROM
us

Stage 0 : AVP Booter
| **But, we can enter RecoveryOS

E l 5.

Secure Enclave Processor boot MacOS (stage 1) RecoveryOS (a.k.a 1TR)

I from APFS(apple file system) volume s also signed by the SEP

Secure Enclave is signed by the SEP 4_//
AES engine

***register instrumented kernel cache to boot volume(APFS)
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Solution 4 - Paravirt & VirtlO
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Secure Enclave

== > [ Secure Boot Rom ] *We can't modify host's Secure Boot ROM
us

Stage 0 : AVP Booter
| **But, we can enter RecoveryOS

Secure Enclave Processor

}

Secure Enclave
AES engine

boot MacOS (stage 1) RecoveryOS (a.k.a 1TR)
from APFS(apple file system) volume s also signed by the SEP

is signed by the SEP <_/’——/

***register instrumented kernel cache to boot volume(APFS)
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