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background

0x1234

main() {
fd;
buf[100] = {0};

fd = open(DEVICE, O_RDWR);

(fd < 9) {
perror( );
1;

system call

(ioctl(+Fd, IOCTL_CMb,
perror( )
close(fd);

1;
}

close(fd);
9;
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Access Pseudo File Using File System Call

| |

System Call Library

__________ ¢__________

i VFS -> Hardware & configE cat, echoZ 2IHL{|0|A 75

'

> [fprocdsys/net/ ipvd/ ip_forwardg

sys/power/mem_s | eep

Virtual File System C}FSE hardwareES 2|5l 42}
procfs - sysfs ‘ debugfs

cpu, mem, process &H& Kobject, hardware £
/proc /Sys
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Access Pseudo File Using File System Call
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sys/net/ ipvd/ ip_for war O

s/power/mem_s |eep

VFS -> Hardware & configE cat, echo2 QIE{H|O|A Tts

Virtual File System CtQFSE hardwareS 2ol F4ts}
procfs - sysfs ‘ debugfs

A\ 4

aka. LKDM(linux kernel driver module)

SHAIS =D A= 0|2 =2
cpu, mem, process 2+ Kobject, hardware & S otdH, =20ME oITH 75
/proc /sys



background

Application
area

Kernel
area

Application

==

System Call Interface

!

Hardwaie

VFS
b
! !
Buffer Cache Network Subsystem
¥ ¥
A 4 + *
Char Device Driver Block D/D Network D/D
[} L) L
¥ v ¥

Device Interface

==

Hardware

— DD(device driver)= Char, Block, Net gfA10| =X

System call p

Virtual File System

Device Interface

Char 1HIO|E & dAHAEZ| ) /dev/tty, /dev/null, /dev/random
Block | €8 3 7|(block)Et?l UE3 | /dev/sda, /dev/mmcblk, /dev/loop0
Net ozl Che| HoJH ©& eth0, wlan0, lo
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[init Al]
register_chrdev("major number", "device name", "file_operations T+ Z=X|"
l char, block2 file_operation structure A&

net2 net_device structure A&

struct file_operations {
struct module *owner;
loff_t (*llseek) (struct file *, loff t, int);
ssize_t (*read) (struct file *, char __user *, size_t, loff t *);
ssize_t (*write) (struct file *, const char __user *, size_t, loff_t *);
ssize_t (*read_iter) (struct kiocb *, struct iov_iter *);
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[E2tO|H 2E]
sudo insmod ./device.ko
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file operations 2K 2| .open EE| my open 5

int my_open(struct inode *inode, struct file *filp) {

printk(KERN_ALERT “my_device open function called#n");
return O;
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Problem to Solve

Fuzzing inputO| X|2tX 0|, coverage 77t 2HEH

T —
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dir/crashes/crashN-T
dir/corpus/*
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I_r.le/ -~
£ |
J// l VM management
RPC VM
/ /acp, ssh \
invoke inputs
sshd syz-fuzzer syz-executor

{ coverage info | syscalls| |

/sys/kernel/debug/kcov
\ Kernel ii:ii:/
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7|Z driver fuzzer (syzkaller) — syscall2 input2 2 AL

parameter
cvsfs » Device
y < Driver
echo cat loctl(0,0,)

syscall 2/0f| runtime parameter =

Device Driver & S E0| 2 G2 &
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fd = open(*/dev/dev1”)
ioctl(fd, emdl, args...)

ioctl(fd, cmd2, args...) ...
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CPUO: 1octl(/dev/sda, SG_IO, ...) CPUI: echo 0 > /sys/block/sdb/trace/enable
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1octl(/dev/sda, BLKTRACESETUP, blk user trace setup[buf size])
1octl(/dev/sda, BLKTRACESTART)
1octl(/dev/sdb, BLKTRACESETUP, blk_user_trace_setup[buf size])
1octl(/dev/sdb, BLKTRACESTART)

Disable blk trace through sysfs while executing other commands
echo 0 > /sys/block/sdb/trace/enable &
1octl(/dev/sda, SG_IO, ...)

blk add trace() blk trace remove queue()
L trace_note_tsk() L blk trace free()
[tering trace list to sdb
L trace_note(sdb) L relay destroy buf()
L relay reserve: L kfree(buf)
L if (buf->offset) < Use-After-Free triggered!

Line 6 Ol A sysfs& &3l sdb2| traceE disable

Line 7 | A ioctl2 E38l sdadll A C|A traceE H

2 CPUOIM A0 BEHO|

Al
=

3 -> UAF trigger!
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Table 1: The number of the branches and basic blocks affected
by different user-controlled data.

Taint Source Number Aff.If Aff. Switch Aff. BB
Syscall Args 12839 30588 1036 74172
Module Params 1494 15790 46 35178
Device Attrs 1407 9226 58 20875
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Solution

syscall + sysfs(runtime parameter) € input2 & = HXE THE7| £/
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syscall + sysfs(runtime parameter) € input2 2 sh= HXE T
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MAHOICE parameterE Z2FotH, A0 Bh= syscall ZE EEoF M4 6l|OF oFCt

sysParam O|2t= MZ2 7@, 7| =9 syzkallerE &4 A& (syzlang JCHZ ALE)
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P e e e e e R 1
: Value Collection ! syz-manager
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Fig. 6: The framework overview of SyzParam.
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Solution - value Collection

Challenge d{{Z W& 22M challenge)

r
: Value Collection
>
|
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store functions valid value

.
|
' syzlang
|

identification extraction I

generation

Value collection

- store functions identification
* DEVICE_ATTR[_*] {2 2|=2 27 ATTR[_*]1=2 &%
Oj7f 4= struct attributeS ESHA T S X AHO|AN LEEEE, HYE L ZE A XA

97| H&(read-only) 42 E2t0|H2| H0o] SS0| YHS O|X|X| Yooz 24|

in
%
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- valid value extraction
Store2r =& I -> static taint analysis
Taint sink -> match_string(), strcmp(), strncmp(), memcmp() / kstrtouint(), kstrtol(), simple_strtoul() &
module_param() 132 24 (HE 2= D7 H=F)



Solution - Relation Identification

Challenge siZ 28 2HR challenge)

device relation parameter-driver
tree construction relation collection

Relation Identification

- Inter-device relationship
/sys/devices/* 22| A| S}9| C|HE 2|7} A5 F+ =& €Lt

tree & SO &2 0| A= = U= device ZF

- Parameter-Driver Relation

/sys/ o| 20|y 7} o = /dev/ o C{S5t= X & mapping
ex) /sys/block/sda/queue/scheduler — /dev/sda

24 O|F0| 8Xl= Ae=z HEHEIs2 24 718



Solution - syzlang

Challenge s Z 28 BHM challenge)

syzlang - add to

_. . - S ——————————
generation

T new syzlang |

resource fd_fb[fd]

I'he return value of openat() is a file descriptor, marked as resource in syzlang
openat$fb(fd const, file ptr[in, string["/dev/{b0"]], flags flags, mode const[0]) fd_fb

Different syscall types on same resource
writeStb(fd fd_fb, data ptr{in, array[int8]], len bytesize[data])
readS$fb(fd fd_fb, data ptr[out, array[int8]], len bytesize[data])

Same syscall with different arguments
ioctiISFBIOCMDI(fd fd_fb, cmd const[FBIOCMD1], arg ptr[out, array[int8, FB_SIZE]])
9 | ioctISFBIOCMD2(fd fd_fb, emd const{ FBIOCMD?2], arg ptr[in, (b _cmap_user])

10 | // User space structure used in syscalls

11 | type tb_cmap_user {

12 start int32

13 len len[red, int32]...

14|}
Fig. 2: An example of syzlang provided by Syzkaller. Syzlangs
are declarative descriptions of syscall interfaces to manipu-
late programs, which will be used to generate, mutate, exe-

cute, minimize, serialize, and deserialize programs.

- - R e S N

syz_mod_dev(param_path, param_val, dev_path, intptr, flags)

syz_mod_devet= 22 F7HSIRALE
7|Z0ll& ioctl, read, write S22 syscall QIAtEH

it 2H2 Soll, parameterg syzlang2 2 27

Mg 4+ AL
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Performance

Syzkaller, SyzDescribe, SyzGen++, SyzParam Cov H| 1

Drivers #Avg. Edge Coverage p-value
Syzkaller SyzDescribe SyzGen++ SyzParam- [Comparing to Syzkaller | Syzkaller SyzDescribe SyzGen++

ric 3.424 3,537 3,517 5,337 55.89% 0.0060 0.0040 0.0040
ush 11,301 N/A 11,638 16,523 46.21% 0.0040 N/A 0.0040
loop 6,348 7,708 1120 9,244 45.63% 0.0040 0.016 0.0040
msr 1,883 2,100 2,474 2,529 34 28% 0.0040 0.0040 0.0040
i2e 3,481 3,297 4,309 4,386 26.02% 0.0040 0.0040 0.21

sr 7,301 6,954 N/A 8,653 18.52% 0.0040 0.0040 N/A
mouse 2,958 3,690 N/A 3,482 17.73% 0.0040 0.0040 N/A
seq 3.610 3,690 4,244 4,198 16.29% 0.0040 0.0278 0.85
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Syzgen, SyzParam, combine Cov H| il

Drivers Syzgen++ SyzParam- Combined T in Edge Cov.

rtc 3.517 5,337 5,560 580195
usb 11,638 16,523 17,671 51.84%
loop 7.120 9,244 09227 20.59%
Msr 2474 2,529 3,158 27.65%
i2c 4.300 4,386 4,742 10.05%

seq 4.244 4,198 4,759 12.13%
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Syzkaller, Syzlang unique crash H| 1l
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Fig. 7: Number of unique crashes over time.
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