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windows 2| fork

= | Learn Discover v  Product documentation v  Development languages v  Topics v

Windows App Development Explore v Development v Platforms v  Troubleshooting Resources v

& Filter by title Learn / Windows / Apps / Win32 /

e ey Programming reference for the Win32 API

> Technologies

The Win32 API reference documentation is presented in several different views. You can browse a
> Headers of technologies in the table of contents. To browse all of the headers, see the list at the bottom of

Hidden APIZ fork 2t FAtet 7|5 +3
https://billdemirkapi.me/abusing-windows-implementation-of-fork-for-stealthy-memory-operations/
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3. Argument Recovery
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3. Argument Recovery
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3. Argument Recovery
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3 warning(disable
* GetWC( * c)
cSize = strlen(c) + 1;
X WC = new har_t[cSize];
mbstowcs(wc, c, cSize);
wWC;

D(___stdcall*fuzz target)((

>t func;
__declspec(dllexport) INT addr = ©x00000000;

" __declspec(dllexport) _ declspec(noinline) fuzzme(

func(path, &addr, ©x87C, ©, ©);
e 1:

main(i argc, “* argv)

SetDl1DirectoryA("D:\\al: >

E WebP = LoadLibraryA(’ L.dll
func = (fuzz_t t)GetProcAddress (WebP,
printf("%p %p\n", WebP, func);
fuzzme(GetWC(argv[1i]));

a;

>

EIOXE ANZE AFEMAE windows ALSEE.exe harness
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4. Control-Flow and Data-Flow Reconstruction

( return, exit i 2 FA )
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ret = JPM Document_Start(...);
if (ret) {
exit(9);

f (tracemode == INDIRECT) {
if (addr_belongs target(instr_addr) &% addr_belongs module(target_addr)) {
print_ind address(instr_addr, target_addr, "RETURN");
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4. Control-Flow and Data-Flow Reconstruction
Data-Flow Reconstruction : 2| & -> QIX}

= open_file("test.jpg")

parse_file(handle)




Harness generate

4. Control-Flow and Data-Flow Reconstruction
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5. Harness Validation
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5. Harness Validation

Code Pointer : ®RIstH d0
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5. Harness Validation

File Operations : QP84 =7
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5. Harness Validation
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5. Harness Validation

Coverage check : ¢H8d =+
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5. Harness Validation
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Execution Speed Evaluation : &8 F
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Harness generate

Program Harness GUI Ratio |Program Harness GUI Ratio

HWP-jpeg 117 4075 34.8xaA | Tiled 28 720 25.7xaA
Gomplayer 15 1105 73.6xA | ezPDF 184 4397 23.8xaA
ACDSee 16 510 31.8xA | EndNote 30 1461 23.8xaA

TABLE II: Execution times (ms) with and without GUI. GUI code
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2. Fork 7+&4
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Fork server

2. Fork ++¢4
O sslab-gatech winnie

ode () Issues 15 11 Pullrequests () Actions [I] Projects

innie / forklib / (&)

@ wkpark python3 fix

CsrClientCallServer()& Ar&3}0] CSRSSO|
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Fork server

2. Fork 7+&4

/] (1) B2 Z2MA0M ME2 Z2MAE MM (Suspended Mode)
NTSTATUS result = NtCreateUserProcess(
&Process, &hThread, MAXIMUM_ALLOWED, MAXIMUM_ALLOWED,
NULL, NULL, PROCESS_CREATE_FLAGS_INHERIT_FROM_PARENT
| PROCESS_CREATE_FLAGS_INHERIT_HANDLES,
THREAD_CREATE_FLAGS_CREATE_SUSPENDED,
o+

NULL, &proclnfo, NULL
);
if (lresult) { // B2 ZEAMA IE
// (2) CSRSSOll MZ22 ZZMAEZS MAMIICID
NotifyCsrssParent(hProcess, hThread);
AlSH (Resume)

Of
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/] (3) XA Z2MAE

ResumeThread(hThread) ;

/] (4) B2 T2MHA= 22 XAl =2 M|A9| PID Hhst
1 O|O|E{E =7|3}st0d

a4

return GetProcessld(hProcess);

}

else { // ARAl ZEAMA ZE
/] (5) B2 T2 AMA0AM = A=l CSRSS
memset(pCsrData, 0, csrDataSize);
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// (6) CSRSSOIl XtAl

ConnectCsrChild();
=z

/] (7) “fork()"
return 0;
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2. Fork £
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Fork server

2. Fork 7+&4

Fork

Speed Coverage

493 95x=4) 2117 (15xa)
494 (35=a) 10200 (1E=4)
259 (64 T=a) 149 (T4=4)
2549 (62xa) 1847 (lE=k)
202 (A7.3x=4) 2300 {1 7=4&)
295 (l6Y=a) 6493 (102=4&)

o Withowt Fork

# Leak Hang' Speed Cov.
Tz 52 1430
makecab X 148 576
GomPlayer X 04 20
Hwp-jpeg X 42 1045
Hwp-tilf X X 03 1340
EndNaoie 53 68
Tustal v s

(3134 (4= &)
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User interaction XnView.exe Image reader
: fuzzer target
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GUI Main executable Libraries fuzzed execution
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Harness Generator
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Target _, Callseq _ _ Argument Control-
target Identification Recovery Correction Data-flow
8 o
binary .
Program Harness GUI Ratio |Program Harness GUI Ratio
HWP-jpeg 117 4075 34.8xa | Tiled 28 720 25.7xA
Gomplayer 15 1105 73.6xA | ezPDF 184 4397 23.8xA
ACDSee 16 510 31.8xa | EndNote 30 1461 23.8xaA
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User interaction XnView.exe

Image reader
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\ input path

user == Archive
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Harness Generator
inputs D—‘-( SIV.A §IV.B §IV.C §IV.D
Target Call-seq Argument Control-
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binary .
Program Harness GUI Ratio |Program Harness GUI Ratio
HWP-jpeg 117 4075 34.8xA | Tiled 28 720 25.7xaA
Gomplayer 15 1105 73.6xA | ezPDF 184 4397 23.8xA
ACDSee 16 510 31.8xa | EndNote 30 1461 23.8xA

Fast!!!
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entry
E ¢ @ fork

Cly insert 2] \ server
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fuzzed execution

fork 27t

fork()

@ create suspended process
@ report creation

Parent process

Child process

stack stack

® resume execution

code
data, handle

code
data, handle

heap l

@ de-initialize variables

® connects to CSRSS

® acknowledge
[

I Win32 subsystem (csrss.exe)

heap

Re-execute Forkserver
Fork() CreateProcess WINNIE Cygwin WSL(vl) WSL(v2) Linux
Supports PE files? v v v X X X
Copy-on-Write? X v X v v v
Speed (exec/sec) 91.9 310.9 728 4428 405.1  4907.5

fork 7t

o
EXE

Closed-source ™Al



29

37tX] issue

User interaction XnView.exe

Image reader

Input parser

fuzzer

target

entry

Bl N
. @ fork
@Cly ”‘Sé)” = * el

(B coverage

fuzzed execution

fork()

@ create suspended process

fork 27t

@ report creation
® resume execution

Child process

stack

@ de-initialize variables

® connects to CSRSS

code
data, handle

|
Archive L
gl
select . mutate
GUI Main executable Libraries
heavy
Harness Generator
inputs D_,( §IV.A §IV.B §IV.C §IV.D Parent process
Target ~_ Callseq __ Argument Control- stack
target Identification Recovery Correction Data-flow code
arg e
binary . data, handle
heap
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HWP-jpeg 117 4075 34.8xA | Tiled
Gomplayer 15 1105 73.6xA | ezPDF
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Re-execute
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CreateProcess WINNIE Cygwin WSL(vl) WSL(v2) Linux
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Copy-on-Write?
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X v X
91.9 310.9 728

Forkserver
X X X
v v v
4428 405.1  4907.5

fork 7t

o
EXE

Closed-source ™Al

[Mutazor }-—(Selectnr}‘—( Queue }«— Monitor )
EEH update A
coverage
‘f Target Program o

@ install
function hook

fuzzing input

@ new cov,
crash

Custom
exception handler

hit new BB,
or actual crash

Entry Point

Fuzzing target

NtCreateFile,
TerminateProc

@ forked processes

Fullspeed fuzzing



Al

Harness A= 3}

o

.
o

jo0

o
KK

A/



opinion

MO M AR B

A

forke| QMo persistence REE Bt

fork @0/ fuzzing®tZ| £/8, win-AFLOJAIE persistence modeE ALE BFLf
Global variable0] +& & &2 loopE LCIA| HE-RE initialize Sff OFSHH(ZZ 124 YAIZ)
Memory leak0f 7/ Sfo}Lf

O2Lt BHAF persistence ZEE AMRSIEH 22| £4= 2XHE M 22 &4 JH55tH,
AMlsll 20 & persistence > fork > createProcess #=0|C}

Coverage A5 = dynamoRioZt win102 X[ &3}7|0f, WINNEE L} win-AFL SH77F ot A2 = L
HarnessAt&2t + persistence mode AHE AT E Tl E 20 (7| &0 S L7t 27|



